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Members’ Statement 


As the 21“ century unfolds, the spectre of terrorism has become the major 
preoccupation of police and national security agencies. Even in those countries 
that have not suffered direct attacks, terrorism has sowed fear and uncertainty. 
The challenge for Canada is to ensure public safety without compromising the 


values that are the bedrock of our democratic tradition. 


The Security Intelligence Review Committee (SIRC) is one of the organizations 
responsible for maintaining that balance. It is the only independent, external body 
equipped with the mandate to review the activities of the Canadian Security 
Intelligence Service (CSIS), by examining its operations and investigating 
complaints. For over two decades, SIRC has fulfilled this responsibility, always 
conscious of CSIS’s vital role in safeguarding our society, but alert to the 


extraordinary powers that it is authorized to employ. 


Our annual report summarizes, to the extent that national security permits, SIRC’s 
key accomplishments in 2005-06. This year’s report provides highlights of seven 
reviews as well as four decisions rendered in complaints cases. Among the more 
noteworthy reviews was an examination of CSIS’s relationship with agencies in 
four countries suspected of human rights violations, plus our first review of the 
Integrated Threat Assessment Centre, a key component of Canada’s National 
Security Policy. We also examined CSIS’s electronic-surveillance and information- 
gathering techniques, to gain a better understanding of how rapidly evolving 
technologies are being used by CSIS and exploited by terrorists and foreign 
intelligence agencies. We made fourteen recommendations as a result of these 


seven reviews, which are summarized at the end of this report. 


In addition to conducting reviews, SIRC is also responsible for investigating 
complaints against CSIS. In fulfilling this role, we provide an independent 
recourse mechanism for groups and individuals, with all the powers of a superior 
court. Over the past two decades, SIRC has issued 125 decisions related to 
complaints, each of which stands as a testament to our fairness and objectivity. In 
2005-06, SIRC dealt with 63 complaints—a significant increase over recent 
years—and issued four new decisions. Among these is a Section 42 complaint con- 
cerning the denial of a security clearance to Mr. Bhupinder Liddar, where SIRC 


found in favour of the complainant. 
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Innovative procedures designed to modernize the complaints function are also 
highlighted in this year’s report. In an effort to be more inclusive, we posted an 
Arabic translation of “How To Make A Complaint” on SIRC’s website. In consulta- 
tion with CSIS, we introduced pre-hearing conferences to resolve preliminary 
procedural matters and adopted the principle of continuing disclosure, so that new 
documents can be introduced at any time before a decision is rendered. We are proud 
of these innovations because they have streamlined our investigation process and 


over time, will help to ensure that SIRC’s recourse mechanism is better understood. 


Accountability is the raison d’être of review and oversight agencies around the 
world. That is why we felt it so important to contribute to the work of the 
O’Connor Commission, which is tasked with making recommendations on an 
independent, arm’s-length review mechanism for the RCMP’s national security 
activities. During the past year, our Chair discussed this subject at a public 
hearing of the Commission and SIRC staff held wide-ranging discussions with their 
Commission counterparts. Mr. Justice O’Connors recommendations will likely 
focus considerable public attention on the adequacy of Canada’s review mecha- 


nisms, and we will be very interested to see how the federal government responds. 


A society that bends the rules As stated previously, terrorism poses sig- 


nificant and continuing challenges to 


confirms the worst prejudices Canada and other western democracies. As 


and suspicions of its enemies, 


while 


free societies, we are compelled to use 
every available resource to counter this 
deadly threat, while at the same time 


individual rights are | She 
upholding the principles of accountability, 


meaningless without real and fairness, respect for individual rights and 


an absolute adherence to the rule of law. 


lasting human security. 


If we can leave our readers with one mes- 

sage, it is this: do not assume that the 
demands of public safety and our democratic values are in an irreconcilable 
conflict with each other. In fact, they are complementary. A society that bends the 
rules confirms the worst prejudices and suspicions of its enemies, while individual 
rights are meaningless without real and lasting human security. That is why it is so 
important that police and national security agencies are held accountable for their 


actions and choices. 


For twenty-two years, SIRC has strived to ensure real accountability by upholding 
Canadians’ fundamental rights and freedoms and by insisting that CSIS act 
lawfully. This is our legacy and our continuing commitment to Parliament and the 


citizens we serve. 
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How this report is organized 


The Security Intelligence Review Committee provides assurance to the Parliament of 
Canada—and through it, to Canadians—that CSIS is acting lawfully in the performance 
of its duties and functions. SIRC has two key functions. The first is to conduct in-depth 
reviews of CSIS activities to ensure that they comply with the CS/S Act and the various 
policy instruments that flow from it, and with direction from the Minister of Public Safety. 
The second is to receive and investigate complaints by any person about any action of 
the Service. 


SIRC’s 2005-06 annual report is organized to reflect key findings and recommendations 
arising from its reviews and complaints investigations. Also included is more general 
background material, collected to inform Committee Members and to assist readers in 
understanding the broader context in which CSIS’s security intelligence work is carried 
out. The report’s three sections are summarized as follows: 


Section 1: A year in review 2005-06 
This section summarizes seven reviews SIRC conducted during the period covered by 
this report. It also provides information about complaints received by SIRC. 


Section 2: CSIS accountability mechanisms 

Featured in this section are descriptions of the policy and governance framework within 
which CSIS carries out its duties and functions. This section also contains information 
provided by CSIS on operational activities, plans and priorities, organized according to 
the Service’s major branches. 


Section 3: Want to know more about SIRC? 
This section provides details about the information gathering, outreach, liaison and 
administrative activities of SIRC, including its annual budget and expenditures. 


vii 
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A year in review 2005-06 


A. Reviews of CSIS security intelligence activities 


HOW SIRC CARRIES OUT ITS REVIEW FUNCTION 

The Security Intelligence Review Committee is the only independent, external 
body equipped with the legal mandate and expertise to review the activities of 
CSIS. SIRC was established under the CS/S Act (1984) to provide assurance to the 
Parliament of Canada and to Canadians that CSIS is complying with law, policy 
and Ministerial Direction in the performance of its duties and functions. In doing 
so, SIRC seeks to ensure that the fundamental rights and freedoms of Canadians 


are respected. 


To fulfill its mandate, SIRC directs staff 


to undertake a number of reviews each What’s the difference between an 
year. These provide a retrospective exam- oversight and a review agency? 


ination and assessment of specific CSIS 


investigations and functions. Under the ; 
D lun An oversight body looks on a continual basis at 


power to review CSIS’s performance. what is taking place inside an intelligence 


With the sole exception of Cabinet con- service and has the mandate to evaluate cur- 
fidences, SIRC has the absolute authority rent investigations or work in “real time.” SIRC 
to examine all information concerning is a review body, so unlike an oversight agency, 
CSIS’s activities, no matter how highly it can make a full assessment of CSIS’s past 
classified that information may be. performance without being compromised by 


any involvement in its day-to-day operational 
Each review includes SIRC’s findings and decisions and activities. 


recommendations. Upon completion, the 
report is forwarded to the Director 
of CSIS and the Inspector General 
of CSIS. 


SIRC is also authorized under Section 54 of the CS/S Act to provide special reports 
to the Minister of Public Safety on any matter that Committee Members identify 


as having special importance or that the Minister requests SIRC to undertake. 


nn 
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SIRC’s research program is designed to address a broad range of subjects. In 


deciding what to review, SIRC considers: 


* priorities and concerns identified by Parliament or in the media; 

* particular activities that could intrude on individual rights and freedoms; 

° the CSIS Director’s classified report to the Minister; 

+ the need to assess regularly each of the Service’s branches and regional offices; 
+ SIRC’s statutory authorities as detailed in the CS/S Act; 

+ events with the potential to cause threats to the security of Canada; 

* commitments by SIRC to re-examine specific matters; 

* issues identified in the course of SIRC’s complaints function; and 

* new policy directions or initiatives announced by CSIS or the 


Government of Canada. 


This approach allows SIRC to manage the inherent risk of being able to review 
only a small percentage of CSIS activities in any given year. Each review results in 
a “snapshot” of the Service’s actions in relation to applicable laws, policies and 
Ministerial Direction. Over the past two decades, SIRC’s reviews have provided 
Parliament and Canadians with a comprehensive picture of the Services 


operational activities, and assurance that CSIS is acting lawfully. 


SIRC is but one of several mechanisms designed to ensure CSIS’s accountability. 
The Service also remains accountable for its operations through the existing appa- 
ratus of government, specifically the Minister of Public Safety, the Inspector 
General of CSIS, central agencies, as well as the Auditor General, the Information 


Commissioner, and the Privacy Commissioner of Canada. 


EEE aE 
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SIRC REVIEWS IN 2005-06 


Review of a counter-terrorism investigation 
Report # 2005-01 


Background 
This review focused on a CSIS investigation of a terrorist organization suspected 


of raising funds in Canada for its activities abroad. 


Methodology 
SIRC examined this investigation for the period from January 1, 2004- 
January 31, 2005. It reviewed hard-copy and electronic documentation pertaining 


to the following operational activities of the Service: 


* the targeting of individuals suspected of engaging in threat-related activities, as 
well as the targeting-approval process; 

* the direction of human sources against authorized targets; 

¢ all exchanges of information with domestic partners; and 


~ advice to government. 


Findings 

Overall, the Service’s activities were in compliance with the CS/S Act, Ministerial 
Direction and operational policy during the review period. SIRC found that CSIS 
had reasonable grounds to suspect that the targets of the investigation posed a 
threat to the security of Canada and that the targeting authorities were proportion- 
ate to the seriousness of the threats. CSIS investigators collected only information 


that was strictly necessary to the investigation. 


Further, the Service’s use of human sources and its exchanges of information with 
domestic partners complied with the CS/ZS Act and applicable Ministerial 
Direction. Although there were a few administrative errors in CSIS’s management 
of sources, they did not affect the quality of the investigation, nor did SIRC see 
them as serious. SIRC also found that all reports CSIS distributed to senior 


government officials accurately reflected information in its operational reports. 


SIRC was concerned about one exchange of information involving a foreign 
agency and noted a problem that arose as a consequence of a domestic partners 


misuse of CSIS information. 
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SIRC also learned that CSIS’s investigation of the terrorist organization brought it 


into contact with a sensitive Canadian institution. 


CSIS has a mandate to investigate threats to the security of Canada, no matter how 
sensitive the venue in which those threats arise. Nevertheless, certain Ministerial 
Directions and operational policies require CSIS to take particular care when there 
is the possibility that its investigative activities will bring it into contact with a sen- 
sitive Canadian institution, which includes the academic, media, political, 


religious and trade union sectors. 


a 


In accordance with Section 2 of the CS/S Act, when investigating activities that pose a 
threat to the security of Canada, CSIS is prohibited from investigating those involving 
lawful advocacy, protest and dissent unless they are carried on in conjunction with threat- 
related activities. However, there are occasions when it will investigate groups or individuals 
who simultaneously engage in a legitimate political activity and a threat-related activity; who 
engage in a threat-related activity under the guise of a legitimate political activity; or who 
engage in a legitimate political activity that evolves into a threat-related activity. 


These policies are more stringent than those governing other aspects of CSIS 
operations. They require that CSIS balance the use of intrusive investigative 
techniques against possible damage to civil liberties or to these fundamental 
societal institutions. This review identified an area where, in SIRC’s opinion, 
operational policy needs to be expanded to cover CSIS contact with the sector 


in question. 


SIRC therefore recommended that CSIS extend its sensitive sector policy to 
require senior-level approval for certain investigative techniques. It is worth 


noting that SIRC made a similar recommendation in last year’s annual report 


(see SIRC study # 2004-06). 


EE 
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CSIS liaison with foreign agencies: review of a 
security liaison post 
Report # 2005-02 


Background 


CSIS maintains a number of Security 
Liaison Officer (SLO) posts outside SLOs: 
Canada. With the exception of 


Dy hin ins ondowend:Parighthe loca ¢ carry out regular liaison with foreign security 


tion of these posts is classified. This year, epOVULCIENCe AGENCIES, 
SIRC reviewed one of the busiest of e¢ provide security screening services in 
these posts, which receives thousands of support of Canada’s immigration program: 


messages annually and has numerous 
: | | e carry out the exchange of security 
exchanges with foreign security and 


: . à . intelligence informati ith 
intelligence agencies located in Ig Sar anes Muth approved 


that country. 0 
e provide advice to senior staff of the 

Methodology Canadian Mission or Embassy. 

SIRC’s objective was to determine 

whether the exchanges of information 

with the foreign agencies at this post 

were within the scope of the approved liaison agreements in place. SIRC also 

assessed whether activities at this post complied with the CS/S Act, with 


Ministerial Direction and with the Service’s operational policies and procedures. 


SIRC conducted this study by reviewing documents at CSIS Headquarters, as well 
as through on-site visits to the post. For context, the report also considered trends 
identified in previous SLO studies and SIRC’s ongoing reviews of CSIS’s foreign 


arrangements. 


Findings 
SIRC found that the SLO post in question was managed effectively and that its 
operations complied with the CS/S Act, Ministerial Direction, as well as with CSIS 


operational policy and guidelines. 
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SIRC made five recommendations. 


First, SIRC reiterated a recommendation from its Section 54 report on Maher 
Arar—that CSIS Security Liaison Officers should maintain a written record 
when requests for information from CSIS Headquarters are transmitted 


verbally to foreign intelligence agencies. 


The four remaining recommendations concerned issues related to the documenta- 


tion used by CSIS to manage its foreign relationships. 
SIRC recommended that CSIS update the post profile. 


To ensure that CSIS Headquarters and SLOs are kept apprised of information 
exchanged with foreign partners, operational policy requires that CSIS employees 
submit a written report following a contact or visit with a representative of a 
foreign service. Not only are these reports important for managing CSIS’s foreign 
relationships, they also help to keep the appropriate SLOs informed of discussions 
with foreign agencies and of information exchanged with their foreign counter- 
parts. During the review period, such reports were not submitted regularly to CSIS 
Headquarters by the post. SIRC recommended that CSIS Headquarters remind 


operational branches and SLOs to submit these reports in a timely fashion. 


SIRC also recommended that CSIS produce an assessment document 
concerning a new relationship with a specific foreign agency, especially since 


CSIS Headquarters made the same request in 2003. 


Finally, with respect to CSIS’s documentation of a separate and relatively new 
foreign arrangement with a particular intelligence agency, SIRC noted a lack of any 
written documentation regarding possible human-rights concerns cited by 
organizations such as Amnesty International and Human Rights Watch. As a 
result, SIRC recommended CSIS develop an operational policy for document- 
ing its relationships with agencies that are known or reputed to have engaged 


in human-rights abuse. 


ee 
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Review of the Integrated Threat 


Assessment Centre 
Report # 2005-03 


Background 

In April 2004, the Government of 
Canada announced Securing an Open 
Society: Canadas National Security Policy. 
One outcome was the establishment of 
the Integrated Threat Assessment Centre 
(ITAC) in July 2004, to ensure that ter- 
rorist threat assessments can be quickly 
transmitted to those decision-makers 
who need this information. It officially 
opened in October 2004. 


ITAC allows for increased involvement 
by municipal and provincial authorities 
in evaluating and countering threats to 
Canada’s national security. Located at 
CSIS Headquarters, [TAC is a functional 
component of the Service. It is governed 
by the CSIS Act, Ministerial Direction, 
CSIS operational policies, and is subject 
to review by SIRC. 


Many within the security and intelligence 
community have adopted the term “fusion 
centres” when referring to the integration of all 
information relevant to the security and defence 
of a country. 


ITAC brings together analysts, security experts, 
enforcement and intelligence officials from 
the Canada Border Services Agency, the 
Communications Security Establishment, the 
Department of National Defence, Foreign Affairs 
Canada, Privy Council Office, the Ministry of 
Public Safety, Transport Canada, Ontario 
Provincial Police, Sûreté du Québec, RCMP 
and CSIS. 


The ITAC Director is appointed by the National Security Advisor to the Prime 


Minister, in consultation with the Director of CSIS. The current ITAC Director, 


seconded from the RCMP, was appointed in July 2005 for a two-year term. CSIS’s 


role with respect to other ITAC partners is one of first among equals. The Service 


supplies the Centre’s administrative, security and support services and administers 


its budget. 


Methodology 


This review was a foundation study to be used as a basis for future SIRC reviews. 


SIRC examined all available documentation concerning the formation and opera- 


tions of ITAC, as well as its predecessor, the Integrated National Security 


Assessment Centre (INSAC). 


ES A 
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SIRC was provided with all threat assessments produced by INSAC between 
February 2003 and July 2004, as well as ITAC threat assessments produced 
between October 2004 and February 2005. Of these, SIRC reviewed a sample of 
INSAC and ITAC reports to assess whether drafting, review and distribution 


processes complied with the CS/S Act, Ministerial Direction and operational policy. 


Findings 

SIRC found that, for the most part, the Service complied with the Act as well as 
Ministerial Direction. However, SIRC also found that the Service had not yet 
integrated the operations of the Centre into existing operational policies or 
approved new ITAC-specific policies. SIRC recommended that CSIS review its 
policies to determine where ITAC-specific amendments are required to 


address the role of this organization. 


ITAC produces assessments that warn the government about terrorist threats to 
Canada and to Canadian interests abroad. The Centre consults with its partners 
and clients in identifying specific topics, and with an advisory committee to 
develop its work plan. Each assessment integrates open-source and classified 
intelligence obtained from various domestic and foreign agencies. Classified 
information is extracted by ITAC staff on-site from partner agencies’ respective 
electronic networks that hold criminal, intelligence and immigration information. 
SIRC found that ITAC’s electronic capacity gives it unprecedented and 


far-reaching access to Canadian intelligence sources. 


Once completed, [TAC’s threat assessments are distributed to agencies and depart- 
ments at the federal, provincial, territorial and municipal levels of government, as 
well as to Canadian law enforcement agencies. They are also provided to foreign 
agencies. SIRC found that most of these exchanges were conducted using approved 
CSIS cooperation agreements with foreign security and intelligence agencies. 
However, the Committee noted that CSIS was exchanging information with 
another foreign fusion centre without a Section 17 arrangement, as required under 
the CSIS Act. SIRC recommended that CSIS formalize its relationship with 
this centre and seek an approved foreign arrangement from the Minister of 


Public Safety. 


ITAC also redistributes within the Canadian government the threat assessments 
produced by counterparts in the United States, the United Kingdom, Australia and 
New Zealand. These assessments accounted for almost three-quarters of all reports 
distributed by ITAC between October 2004 and August 2005. SIRC noted that, 
as of January 2005, ITAC was in the process of analyzing distribution problems 


and was studying its network to identify bottlenecks. 
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Review of a counter-intelligence investigation 


Report # 2005-04 


Background 

SIRC examined a long-running counter- 

intelligence investigation, which was last According to Section 2(a) of the CSIS Act, 
reviewed in 1996. A foreign intelligence “espionage... that is against Canada or 


service was suspected of covert espionage  etrmental to the interests of Canada or activi- 


and foreign interference in Canada, as 


defined by Sections 2(a) and 2(b) of the 
CSIS Act. 


ties directed toward or in support of such 
espionage” are threats to the security of Canada. 


tion 2(b) defi ign i 
Ieee enone on Ce Section 2(b) defines foreign interference threats 


; ; as “foreign influenced activities within or relating 
industries (aeronautical, telecommunica- 


tions, military, scientific or technological) to Canada that are detrimental to the interests 


were being targeted by the foreign of Canada and are clandestine or deceptive or 


A - : 2 H ” 
intelligence service. It also looked into involve a threat to any person. 
suspected incidents of spying on 


expatriates who had relocated to Canada. 


Methodology 

SIRC’s review concentrated on the Service’s management of this investigation 
between January 2002 and December 2004, plus some material outside of the 
review period. This included hard-copy and electronic documentation related to 


targeting decisions and the management of human sources. 
Findings 


Overall, the counter-intelligence investigation complied with the CS/S Act, 


Ministerial Direction and operational policy during the review period. 
SIRC concluded that: 


+ CSIS had reasonable grounds to suspect that this foreign intelligence service or 


its agents posed a threat to the security of Canada; 


the level and intrusiveness of the investigation were proportionate to that threat; 
and 


+ the Service only collected information strictly necessary to fulfill its mandate. 
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CSIS’s investigation was terminated during the review period. SIRC noted that 
CSIS had thoroughly investigated all suspected espionage and foreign interference 
activities, and was satisfied that these were either unsupported by corroborative 
evidence or were isolated incidents. Further, the Service assured SIRC it was pre- 
pared to deal on a case-by-case basis with any future threats posed by the foreign 


intelligence service in question. 


Based on the information available for its review, SIRC accepted the Service’s 
evaluation that this foreign intelligence service no longer presented a threat to the 


security of Canada. 


There were no recommendations arising from this review. 


Report # 2005-05 


Note: 
SIRC is currently working on review # 2005-05, but it had not been finalized at 
the time this annual report went to print. A summary of this review will appear in 


SIRC’s 2006-07 annual report. 


Review of foreign arrangements with countries 
suspected of human rights violations 


Report # 2005-06 


Background 

The CSIS Act authorizes CSIS to enter into arrangements with foreign intelligence 
agencies for purposes of exchanging information concerning threats to the security 
of Canada. In cases involving countries that have a questionable commitment to 
human rights, Ministerial Direction stipulates that arrangements will be consid- 
ered only if they are required to protect the security of Canada. Once an 
arrangement is established, CSIS continues to monitor the foreign agency’s human 


rights record through annual assessments. 


As provided under Section 38(a)(iii) of the CSZS Act, SIRC reviews these arrange- 
ments and monitors the information and intelligence that is exchanged. This year, 
SIRC chose to review CSIS’s relationships with agencies from four countries 


suspected of human rights violations. 
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Methodology 
This study examined CSIS’s foreign arrangements with seven foreign agencies, as 


well as information exchanged as a result of these arrangements. 
For each foreign agency, SIRC examined: 


* the rationale for establishing and—if applicable—expanding the arrangement; 
* the relationship between CSIS and the agency; 

¢ the nature of the information exchanged; 

+ special conditions or limitations on the collection or use of information; and 

* an assessment of the intelligence disclosed to—and received from—the 


foreign agency. 


The review covered the period January 1, 2002-December 31, 2004. Some 


information was also requested outside this period. 


Findings 
Overall, SIRC found that CSIS’s exchanges of information with these agencies 
were within the scope of the respective foreign arrangements, and that the Service 


complied with the CS/S Act, Ministerial Direction and operational policies. 


However, SIRC did note some concerns. First, it found that, even though CSIS 
was fully compliant in providing certain information to a foreign agency, this 
could have contributed to that agency’s decision to detain a Canadian citizen 


(who was also a CSIS target) upon arrival in that foreign country. 


Second, SIRC was concerned that, even cine believes that CSIS’s 
though CSIS was fully compliant in 


conducting the exchanges in question, policy framework should reflect 
information the Service received and used 


from a foreign agency may have been the challenges of dealing with 
obtained under duress. SIRC also noted that 
questions submitted by CSIS to this agency 


via a third party may have been used in rights violations. 


interrogating a Canadian citizen in a man- 


countries suspected of human 


ner that violated his human rights. CSIS 

had assessed both of these individuals as posing a threat and it obtained the 
necessary authority to launch investigations. However, it is outside SIRC’s capacity to 
review whether other domestic or foreign agencies, who were also investigating these 


individuals, may have contributed to these individuals’ detention and/or questioning. 
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Regarding information that could have been obtained through human rights 
violations, SIRC asked whether CSIS treated it differently than information received 
by other means. CSIS replied that it takes “no piece of information at face value and 
must find a way to independently corroborate the information before an assessment 
as to the reliability of the information is assigned.” CSIS further acknowledged that 
in most cases, it “will not know whether a piece of information originated from an 
abuse of human rights, [but] if suspected, the Service has to balance that against the 


need to secure information to protect Canadians and Canadian interests.” 


CSIS noted that employees are expected to scrutinize closely the information received 
or exchanged with agencies in countries with questionable human rights records, and 
are encouraged to use due diligence when assessing the information obtained. While the 
Service indicated that human rights issues are taken into account during the exchange 


process, there is currently no specific operational policy requiring that it do so. 


SIRC recognizes that for CSIS to safeguard Canada’s national security the Service 
must maintain relationships and exchange information with agencies around the 
world—some of whom have questionable human rights records. Nevertheless, 
SIRC believes that CSIS’s policy framework should reflect the challenges of 


dealing with countries suspected of human rights violations. 


SIRC recommended that CSIS amend its policy governing the disclosure 
of information to foreign agencies, to include consideration of the human rights 


record of the country and possible abuses by its security or intelligence agencies. 


As part of its review, SIRC also noted references to secure telephone conversations 
that took place between a Security Liaison Officer (SLO) stationed abroad and CSIS 
Headquarters. When SIRC inquired about the content of these conversations, the 


Service responded that there were no written records of these verbal discussions. 


As a result, SIRC recommended that CSIS Headquarters should maintain a written 
record of secure telephone conversations with SLOs—specifically conversations 


that contain operational information—and include this in its reporting. 


SIRC also learned that detailed discussions on the parameters and terms of 
arrangements are usually held between CSIS and the foreign agencies only after a 
foreign arrangement has been established. SIRC believes that these issues should 


be raised earlier in the process of establishing such arrangements. 


SIRC recommended that CSIS review its procedures so that the parameters 
and methods of exchange—as well as the Service’s expectations—are commu- 


nicated to the foreign agency prior to entering into new foreign arrangements. 
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Review of CSIS’s electronic-surveillance and 
information-gathering techniques 


Report # 2005-07 


Background 

When CSIS was created in 1984, there were fewer than ten major telephone 
companies operating in Canada, and it would be a decade before the Internet 
would become a household word. Since then, telecommunications services have 


grown exponentially, as have the online activities of Canadians. 


Rapidly evolving technologies have resulted in dramatic changes to the types of 
techniques that can be used to conduct electronic surveillance. Advances in 
broadband and wireless communication are increasingly challenging the ability of 
CSIS and police to lawfully access information needed to ensure public safety. 
Currently Canadian telephone and Internet service providers are not required to 
build or maintain intercept capabilities in their networks. As a result, when a new 
technology is introduced, CSIS and the police often have to research and engineer 


unique and costly means of gaining lawful access to these networks. 


The pace of technological change—and the speed with which terrorists and 
foreign intelligence agencies are adopting these innovations—means that 
Canadian law enforcement and security agencies must stay abreast of new 


developments. So too must SIRC, to continue to perform its review function. 


Section 21(3) of the CS/S Act permits the Service, with the authorization of a 

Federal Court judge, to “intercept any communication or obtain any information, 

record, document or thing.” However, Canada is one of the few G-8 countries that 

does not have legislation outlining mandatory requirements for companies to 

provide interception capability. The 

proposed Modernization of Investigative 

Techniques Act would have addressed The Government of Canada introduced the 
Modernization of Investigative Techniques Act 


in November 2005, but the bill only received its 


this deficiency. 


Some groups expressed concern about first reading before Parliament was dissolved 
the impact that this proposed legislation prior to the federal election. Similar legislation 
could have had on privacy rights in has, however, been in place for several years in 
Canada. SIRC believes that these con- other countries, including the United States, the 
cerns could be accommodated, however, United Kingdom and Australia. More informa- 
in a modernized legislative framework, tion is available at the Public Safety website 


bringing Canada in line with other close (www.psepc-sppcc.ge.ca). 
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allies. It is worth noting that a 2006 public opinion survey suggested that 49 per- 
cent of Canadians believe that police and intelligence agencies should have more 
powers to ensure security, even if it means Canadians have to give up some per- 


sonal privacy safeguards. ! 


Methodology 

SIRC reviewed two warrant applications approved by the Federal Court in 2004, 
one for a counter-intelligence investigation and the other for a counter-terrorism 
investigation. SIRC examined hard-copy and electronic documentation pertaining 
to each of the warrant applications, as well as the implementation of warrant 


powers against authorized targets. 


Findings 
SIRC found that the Service complied with the CS/S Act and all relevant 
operational policies in its application for, and execution of, warrant powers in 


support of the counter-intelligence investigation. 


Contrary to operational policy, SIRC found that CSIS continued to collect infor- 
mation on a counter-terrorism target for a short period of time after terminating 
its investigation. CSIS confirmed, however, that it did not process this information 
and that it subsequently deleted the information. In addition, SIRC was unclear 
why CSIS believed that warrant powers were necessary to investigate another 


counter-terrorism target. 


SIRC also noted some administrative delays within CSIS in submitting documents 
related to the implementation of warrant powers against certain counter-terrorism 
targets. It also found that several other warrant implementation files did not 


contain all the documents required by operational policy. 


SIRC agreed with CSIS that different situations may require different types of 
documentation and that these requirements may change over time. In the interest 
of accountability and efficiency, however, SIRC recommended that CSIS review 
and revise the warrant policy in question so that it reflects current best 
practices. Pursuant to this recommendation, the Service has undertaken to revise 


its policy in this regard. 


' Security Monitor (Wave 6), Ekos Public Opinion Research, (June 2006), page 16. 
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Review of activities and investigations in a 
CSIS region 


Report # 2005-08 


Background 

SIRC frequently reviews CSIS’s activities in a particular region of Canada. These 
regional reviews provide insights into how investigations authorized by CSIS 
Headquarters are implemented in the field, and help SIRC to gain a better 


understanding of a region’s activities, priorities and challenges. 


This regional review was timely as it allowed SIRC to examine the first warranted 
investigation of a new and emerging threat within Canada: homegrown 


Islamic extremism. 


Methodology 
With respect to the warranted investigation, SIRC assessed the Service’s 
compliance with the CS/S Act, Ministerial Direction and relevant operational 


policy by examining CSIS’s: 


* acquisition and execution of warrant powers, along with special operations; 


targeting approval process and investigation of targets; 


recruitment, development and tasking of human sources; 
* cooperation, liaison and exchanges of information with domestic partners; and 


* internal security measures and procedures. 
This review covered the period January 1, 2002 to December 31, 2004. 


Findings 

SIRC agrees with the Service’s assessment that homegrown Islamic extremism is a 
serious threat to national security. CSIS’s investigations identified several individ- 
uals involved in planning terrorist acts, or engaged in fundraising, recruitment and 
training. SIRC found that the region’s description of threat-related activities in its 
requests for warrants accurately reflected the information held by the Service. 
Further, the scope of warrant powers requested and subsequently exercised by the 
Service were appropriate to the threat, and complied with the CS/S Act, all Federal 


Court conditions, as well as the Service’s own operational policies. 
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Although human sources were handled effectively, SIRC observed that there was a 
lack of coordination regarding joint handling of a source by two regions. SIRC also 
found that one source was directed against targets within a sensitive institution 
prior to appropriate approval having been secured, although approval was soon 


granted thereafter. 


SIRC had concerns about the use of a certain interception technique used by 
the Service and recommended that CSIS obtain an updated legal opinion 


governing the use of this particular technique. 


A review of internal security measures, including violations and breaches, is a 
standard part of every regional review. SIRC found internal security issues were 
dealt with appropriately in the region, with the exception of a district office, where 
potential violations were not documented. Although SIRC was assured that other 
internal safeguards would have prevented any violation, SIRC recommended that 
existing operational policy be strictly adhered to by all regions, regardless of 


location, size or staff complement. 


B. Investigation of complaints 


How SIRC investigates complaints 

In addition to its review function, SIRC is responsible for investigating complaints 
from the public about CSIS. Almost all complaint cases begin as inquiries to 
SIRC— either in writing, in person or by phone. SIRC staff respond promptly to 
such inquiries, usually instructing the prospective complainant about what the 
CSIS Act requires for their concern to become a formal complaint. Once a written 


complaint is received, SIRC conducts an initial review. 


SIRC has all of the powers of a Where a complaint does not meet certain 


statutory requirements, SIRC declines 
superior court, and has access to jurisdiction and the complaint is not 
investigated. If jurisdiction is established, 


all information that might be in 


complaints are investigated through a 
the possession of CSIS, except quasi-judicial HEURE presided GE: by one 

or more Committee members, assisted by 
for Cabinet confidences. staff. In investigating complaints, SIRC 
has all of the powers of a superior court, 
and has access to all information that 
might be in the possession of CSIS, except 


for Cabinet confidences. 
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A complainant has the right to be represented by counsel and to make representa- 
tions at the hearing. Pre-hearings may be conducted to establish and agree on 
procedures with the complainant and/or the complainant’s counsel. SIRC’s Senior 
Counsel provides legal advice on procedural and substantive matters, and will also 
cross-examine Service witnesses when, for national security reasons, evidence must 


be heard without the complainant being present. 


At the completion of a hearing, SIRC prepares a report with findings, including 
any recommendations SIRC considers appropriate. This report is sent to both the 
Minister of Public Safety and the Director of CSIS. Any information with national 
security implications is removed from the version of the report that goes to the 
complainant. Summaries of these reports, edited to protect national security and 
the privacy of complainants, are also included in SIRC’s annual report 


to Parliament. 


Types of complaints 


Four kinds of matters may be investigated by SIRC: 


e complaints lodged by persons “with respect to any act or thing done by the Service” 
(Section 41); 


¢ complaints received concerning denials of security clearances to government 
employees or contractors (Section 42); 


e referrals from the Canadian Human Rights Commission of allegations made to it; and 


e Minister’s reports in regards to the Citizenship Act. 


The types of complaints that SIRC investigates are described in the CS/S Act and 
take several forms. Under Section 41 of the Act, SIRC can investigate “any act or 
thing” done by the Service. Under Section 42, it can hear complaints about denials 
of security clearances to federal government employees and contractors (see 
“Determining jurisdiction of a complaint under Section 41 and 42”). Section 42 
does not permit SIRC to accept jurisdiction to hear complaints 
concerning less intrusive background screening or reliability checks, which are 
generally conducted simply to determine the trustworthiness or suitability of 
a potential federal employee. These complaints are addressed through an 


organization's designated grievance procedure. 
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Under the CS/S Act, individuals who have been denied a security clearance must 
be informed of this action by the Deputy Head of the organization. These individ- 
uals have the right to make a complaint to SIRC, and where appropriate, it will 
investigate and report its findings and any recommendations to the Minister, the 
Director of CSIS and the Deputy Head. SIRC also provides the complainant with 
a report of its findings, taking into consideration the obligation to protect classi- 


fied information. 


Should the Canadian Human Rights Commission receive a written notice from a 
Minister of the Crown about a complaint that relates to the security of Canada, 
the Commission may refer the matter to SIRC. Upon receipt of such a referral, 
SIRC carries out an investigation and reports its findings to the Commission, the 
respondent and the complainant. SIRC also has the authority to conduct 


investigations into matters referred to SIRC pursuant to the Citizenship Act. 


Determining jurisdiction of a complaint under Section 41 


Under Section 41 of the CS/S Act, SIRC shall investigate complaints made by “any person” 
with respect to “any act or thing done by the Service.” Before SIRC investigates, two 
conditions must be met: 


1. the complainant must first have complained in writing to the Director of CSIS and not 
have received a response within a reasonable period of time (approximately 30 days), 
or the complainant must be dissatisfied with the response; and 


2. SIRC must be satisfied that the complaint is not trivial, frivolous, vexatious or made in 
bad faith. 


Under Section 41(2) of the Act, SIRC cannot investigate a complaint that can otherwise be 
addressed under existing grievance procedures of the CS/S Act or the Public Service 
Labour Relations Act (formerly known as the Public Service Staff Relations Act). 


qo 
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Determining jurisdiction of a complaint under Section 42 


With respect to decisions by federal deputy heads to deny security clearances, Section 42 
of the CS/S Act says SIRC shall investigate complaints from: 


1. any person refused federal employment because of the denial of a security clearance; 


2. any federal employee who is dismissed, demoted, transferred or denied a transfer or 
promotion for the same reason; and 


8. anyone refused a contract to supply goods or services to the government for the 
same reason. 


A complaint under Section 42 of the Act must be filed within 30 days of the denial of the 
security clearance. SIRC may extend this period if valid reasons are presented. 


Table 1 provides the status of all complaints directed to SIRC over the past three 
fiscal years, including complaints that were misdirected to SIRC, deemed to be 
outside SIRC’s jurisdiction or investigated and resolved without a hearing 


(i.e., administrative review). 


Table 1 
Resolution of complaints* 


* This reflects all complaints received by SIRC. Not all complaints resulted in an investigation. Some were redirected to another 
government institution, or were determined to be outside SIRCS jurisdiction. Others were withdrawn by the complainants. 
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New procedures 
During 2005-06, SIRC developed in consultation with CSIS new practices to 


streamline the complaints investigation process and ensure procedural fairness. 


First, revisions were made to the way in which documents are disclosed to SIRC 
by the Service. It is important to note that SIRC’s access to information in this area 
is limited only by Subsection 39(3) of the CS/S Act, which states that CSIS may 
withhold Cabinet confidences from SIRC. New procedures have been adopted 
based on the principle of continuing disclosure, as provided for in Subsection 
226(1) of the Federal Court Rules, as well as in Subsection 6(5) of the Canadian 
Human Rights Tribunals Rules. It allows SIRC to be notified by CSIS in a timely 
manner when the Service becomes aware of documents relating to a complaint that 


have not previously been made available to SIRC. 


Another innovation is the “pre-hearing conference.” Introduced in January 2006, 
this conference is conducted by a presiding Member of SIRC with all parties in 
attendance to resolve preliminary procedural matters (e.g., allegations to be inves- 
tigated, the identity and number of witnesses to be called). Provided that no issues 
of national security are raised, the conference can be conducted by telephone and 


a transcript is later provided to the parties. 
As of March 31, 2006, four pre-hearing conferences had been held by SIRC. 


SIRC complaint decisions in 2005-06 
The following are summaries of the decisions rendered by SIRC during the period 


under review, in response to complaints filed with SIRC. 


Report on the investigation into the complaint in the 
matter of Bhupinder Liddar 


REPORT #1 
A complaint was filed with SIRC under Section 42 of the CS/S Act after the 
complainant, Mr. Bhupinder Liddar, was denied a security clearance, based on a 


recommendation (referred to as a “denial brief”) by CSIS. 


After reviewing the complaint, SIRC found there was no reasonable basis for that 


recommendation, and that it was inaccurate and misleading for several reasons. 
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First, SIRC concluded that the denial brief contained an unfair and prejudicially 
inaccurate account of the information that the Service had in its possession when 
it began the security clearance investigation. Next, SIRC concluded that the brief 
was based on a field investigation conducted by an inexperienced CSIS investiga- 


tor, who arrived at unfounded conclusions. 


SIRC found that there was no reliable evidence to support a conclusion that 
the complainant might engage in activities that would constitute a threat to the 
security of Canada, or that the complainant might disclose classified information 


in an unauthorized way. 
SIRC recommended that: 


+ The Deputy Head of the relevant federal department/agency grant the 
complainant the requested security clearance; and 

¢ CSIS institute procedures to ensure that accurate notes are taken, or that a 
recording is made, of security screening interviews. These should be 
kept for five years after an interview, or for even longer periods should an 


interviewee challenge the outcome of a security screening investigation. 


In response to this latter recommendation, CSIS informed SIRC in December 
2005 that it had revised its practices concerning note-taking and consensual 
recording of interviews. Investigators are now required to make an offer to record 
an interview of a subject when conducted for government security screening. The 
Service will continue its requirement to prepare an accurate, complete report of the 
proceedings, regardless of whether the subject consents to the interview being 


recorded. 


Denial of security clearance 


REPORT #2 
SIRC reported a second decision that was also pursuant to Section 42 of the CSIS 


Act concerning the denial of a security clearance. 


SIRC found that the decision to deny the security clearance was made on incom- 
plete and at times incorrect information. Some corroborated information that was 
favourable to the complainant was not included in the denial brief. Moreover, 
SIRC found that concerns identified by the employing department about the 
complainants loyalty and reliability were not supported by the evidence presented 


during the complaints hearing. 
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SIRC also found that there was a lack of procedural fairness in this case by the 
employing department, since the complainant was not able to respond to the 
allegations prior to the decision to deny the security clearance. The complainant 
was not made aware by the employing department of the reasons for the denial, 


including the security concerns identified by CSIS. 
SIRC recommended that: 


¢ the complainant be granted the requested security clearance; 

¢ CSIS should verify or corroborate security clearance information provided 
by an applicant or by sources when it can be done easily; 

¢ the employing department/agency should clarify its procedures so that an 
individual in these circumstances is provided with information concerning 
any adverse findings by CSIS. This should be done in a manner that 
respects national security, but provides the individual with an opportunity 
to know the reasons for a denial of security clearance; 

+ both CSIS and the employing department/agency give consideration to 
recent remarks by the Privacy Commissioner—that as law enforcement and 
national security agencies collect more information from more sources, 
there is a greater chance that information of questionable accuracy could 
influence decisions or be taken out of context’; 

+ the Minister responsible for the employing department/agency write to and 
inform the complainant’s former Member of Parliament that—contrary to 
earlier information—there was no evidence that the complainant’s charac- 
ter or past association would affect the individual’s suitability to be granted 
a security clearance at any level; and 

+ the employing department/agency take measures to ensure the quality and 
the accuracy of information that is transcribed from hand-written personal 


history forms. 


Alleged discrimination 


REPORT #3 
SIRC reported a decision concerning a complaint that was referred to SIRC by the 
Canadian Human Rights Commission under Section 45 of the Canadian Human 


Rights Act (CHRA). 


2 See Office of the Privacy Commissioner, Annual Report to Parliament (2004): Report on the Personal 
Information Protection and Electronic Documents Act, (page 15). 
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The complainant—a former CSIS employee—was suffering from an illness that 
meets the definition of disability as provided under the CHRA. It was alleged that 
the Service had failed to accommodate the complainant’s disability, and instead 
allegedly took advantage of that disability to obtain statements and cause termina- 
tion of employment. It was further alleged that CSIS had refused the 
complainant's request for an extension of the 25-day limit for appealing or 


grieving a dismissal. 


SIRC found that the complainant, when working for CSIS, was suffering from a 
disability consistent with Section 7 of the CHRA. SIRC also concluded that there 
was evidence the Service either knew or ought to have known that the complainant 


was suffering from a disability. 


SIRC determined that the complainant was treated in an adverse manner by CSIS 
because CSIS relied on statements previously made by the complainant as the 
grounds for the termination of employment. Therefore, SIRC agreed that the 
complainant presented a legitimate case of discrimination on a ground prohibited 
by the CHRA. The Committee maintained that CSIS should have accommodated 
the complainant by requesting a health review, and should have provided the 
complainant with an opportunity to respond to allegations prior to termination 


of employment. 
SIRC recommended that: 


+ CSIS’s human resources policies on Health Review be amended to require 
supervisors and other staff to inform their managers or the manager of an 
employee in question when they have reason to believe that an employee is 
in need of medical assistance; 

+ the Service allow the complainant to submit a grievance; and 

¢ should the Canadian Human Rights Commission investigate the com- 
plainant’s allegations, the CHRC should not publicly release any 
information identified in SIRC’s report that is subject to national security 


considerations. 


Alleged improper response to a complainant’s illness 


REPORT #4 
SIRC reported a decision concerning a complaint pursuant to Section 41 of the 
CSIS Act, which states that any person may make a complaint about “any act or 


thing done by the Service.” 
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The complainant—a former CSIS employee—alleged that CSIS had: 


* pressured the complainant to remain in the workplace and to confess to actions 
that this individual did not commit; 
+ breached the Employees Assistance Program’s (EAP) code of confidentiality; and 


+ failed to assist the complainant when in need of medical treatment. 


SIRC found that the cumulative effect of the stress and exhaustion, combined 
with the uncertainty of the outcome of the disciplinary process, induced the 
complainant to remain in the workplace, and to make incriminating statements in 
circumstances that rendered the statements unreliable. SIRC further maintained 
that CSIS failed to both assess the reliability of the complainant’s confession and 
provide the complainant with an opportunity to respond to a new alleged 


infraction prior to termination of employment. 


SIRC found that a reasonable person would interpret the actions of CSIS’s Chief of 
Health Services—who was responsible for the EAP—as “counselling” with respect to 
the complainant. As a result, SIRC found that the code of confidentiality was 
breached when the Chief of Health Services brought an investigator to take a 


statement from the complainant. 
SIRC recommended that the Service: 


¢ add a note to the complainant’s personnel file, advising that certain 
statements by the complainant were obtained under circumstances such 
that the remarks should be considered unreliable; 

¢ ensure that it follows the Breach of Conduct and Discipline Policy prior to 
discipline being imposed on an employee; 

* create a policy to require that all pertinent information having an impact 
on the reliability of statements (e.g., competency of the person to make 
a free and voluntary statement) be included in all internal security 
investigation files; 

° remind its employees that all their written records may be subject to the 
Access to Information Act, the Privacy Act, as well as to operational policy, 
and that these should only be disposed of in accordance with the Service’s 
disposal-of-records policies; 

* create a policy to require that a written record be kept of an assessment by 
senior management regarding the reliability and relevance of oral and 
written statements before deciding how to conclude an internal security 


investigation; 
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* post a notice at the offices of Health Services and on any website pertain- 
ing to the Services EAP that any communication other than with a 
counsellor, as defined by the EAP policy, will not be subject to any code of 
confidentiality. Staff working for the EAP must declare to participants 
seeking assistance under the EAP that only communications with a 
counsellor will be subject to the code of confidentiality; 

* amend its EAP policy to require that reasonable steps be taken to 
ensure any required consent provided by an employee is given freely and 
voluntarily, and that a record of those steps should be kept on the 


employee’s file; and 


amend CSIS’s human resources policies to require that supervisors and 
other staff inform their managers or the manager of an employee in 
question when they have reason to believe that an employee is in need of 


medical assistance. 
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CSIS accountability mechanisms 


A. Reporting requirements 


CSIS DIRECTOR’S ANNUAL REPORT (2004-05) 

Every year, the Director of CSIS must submit a Top Secret report to the Minister 
of Public Safety, describing in detail the Service’s priorities and operational 
activities. The CS/S Act requires that the Inspector General of CSIS examine this 
report and submit a certificate to the Minister, attesting to the extent to which he 
or she is satisfied with its contents. Finally, the Minister sends a copy of both 


documents to SIRC for its review, as required by Section 38(a) of the CSIS Act. 


The 2004-05 Director’s report stated that in supporting the Service’s highest pri- 
ority—public safety—CSIS is working to prevent a terrorist attack from either 
occurring or originating in Canada. The Director noted that this is having an 
impact on the agency's resources, and discussed the strategies being used to 


combat this challenge. 


Attention was also drawn to a new dimension of the threat posed by Islamic 
extremism. While the threat from al-Qaida remains strongest overseas, a terrorist 
attack on Canadian soil is now considered probable. For the first time, CSIS also 


warned about the relatively new threat posed by homegrown converts. 


The Director's report also noted that the Service continues to investigate attempts by 
foreign countries to conduct espionage and interfere with expatriate communities 


in Canada. 


The report highlighted efforts by CSIS to strengthen its cooperation with domestic 
partners. The Service also reported having excellent relations with its key foreign 
partners, and that it had assisted foreign intelligence services in newly democra- 
tized states by providing training on the principles and techniques of intelligence 


collection. 


The report included details about the Services human sources and security 
screening programs, as well as a description of its compliance with Ministerial 


Direction and National Requirements from the Minister of Public Safety. 


Readers should note that CSIS posts public, unclassified reports on its website 


(www.csis-scrs.gc.ca). 
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CERTIFICATE OF THE INSPECTOR GENERAL (2005) 

The position of Inspector General (IG) was established in 1984 under the CS/S 
Act. The IG functions as the “eyes and ears” of the Minister of Public Safety, 
reviewing the Services operations and providing assurance that CSIS is complying 


with the CS/S Act, Ministerial Direction and operational policy. 


Every year, the IG submits a certificate to the Minister stating the extent to which 
he or she is satisfied with the CSIS Director’s Annual Report. The certificate 
informs the Minister of any instances of CSIS failing to comply with either the Act 


or Ministerial Direction, or an unreasonable or unnecessary exercise of powers. 


In the latest certificate, the IG noted that the Director of CSIS had reported three 
incidents of non-compliance with operational policy for 2004-05. The IG looked 
into these incidents and found that appropriate action had been taken in each case. 
The IG also identified two additional cases of non-compliance. However, she indi- 
cated that the only corrective action required was “a greater degree of diligence in 


respecting the reporting requirements.” 


The IG also expressed concern about several inaccuracies she identified in the 
Director’s report. Two concerned statistical errors but others were, in her view, 
more substantive. According to the certificate, the Service has acknowledged the 


inaccuracies and has advised the IG that corrective steps would be taken. 


The IG concluded that there had been substantial improvements in the response 
time of the Service in assisting her office staff with their work. “The concerns 
raised above,” she added, “are not intended in any way to detract from the 
devotion or dedication of the Service or its employees to serve Canada and to 


counter threats to the security of the state.” 


For more information, please refer to the Inspector General’s home page on the 


Public Safety website (www. psepc-sppcc.gc.ca). 


UNLAWFUL CONDUCT BY CSIS 

Under Section 20(2) of the CSIS Act, the Director of CSIS must submit a report 
to the Minister when, in the Director’s opinion, a CSIS employee may have acted 
unlawfully in performing his or her duties and functions. The Minister, in turn, 


must send the report with his or her comments to the Attorney General of Canada 


and to SIRC. 


In 2005-06, there were no activities requiring such a report. 
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DISCLOSURES OF INFORMATION 

Section 19 of the CS/S Act prohibits information obtained by the Service in the 
course of its investigation from being disclosed except in specific circumstances. Of 
note, Section 19(2)(d) gives the Minister of Public Safety the power to override 
any invasion-of-privacy concerns, authorizing the Service to disclose information 
deemed to be in the national or public interest. When such information is released, 
the Director of CSIS must submit a report to SIRC. In the past, there have been 
only two disclosures under this section of the Act. In 2005-06, CSIS reported to 


SIRC that there were no such disclosures of information. 


The Service can also disclose information in written or verbal form to any law 
enforcement body or federal government entity, such as the Department of National 
Defence and Foreign Affairs Canada. When CSIS permits the use of its information 
by the RCMP for use in judicial proceedings, it must do so in writing. 


A disclosure letter from CSIS permits the RCMP to use the Service’s information 
to pursue a criminal investigation. Should the RCMP wish to use this information 
in a court of law, they must obtain an advisory letter from the Service granting 


them permission to do so. 


The following table summarizes the Service’s Section 19 disclosures by branch. 


Table 2 
CSIS disclosures of information under Section 19 of the CS/S Act 


(a) Disclosed under Section 19(2)(a) 
(b) Disclosed under Section 19(2)(b) 
(c) Disclosed under Section 19(2)(c) 
(a) Disclosed under Section 19(2)(d) 
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Conditions for disclosure of information by CSIS 


Under Section 19(2) of the CS/S Act, there are four situations in which the Service may 
disclose information obtained in the performance of its duties and functions. These are 
defined as follows: 


(a) information that may be used in the investigation or prosecution of an alleged contra- 
vention of any federal or provincial law may be disclosed to a law enforcement agency 
having jurisdiction over the matter, the Minister of Public Safety or the Attorney 
General of the province in question: 


(6) information related to the conduct of Canada’s external relations may be disclosed to 
the Minister of Foreign Affairs; 


(c) information related to the defence of Canada may be disclosed to the Minister of 
National Defence; and 


(d) information that, in the opinion of the Minister, is essential to the public interest may 
be disclosed to any minister of the Crown or employee of the Public Service 
of Canada. 


B. Section 17 arrangements 


ARRANGEMENTS WITH DOMESTIC AGENCIES 

In carrying out its duties and functions, CSIS often collaborates with federal 
departments and agencies, provincial governments and law enforcement 
agencies. Since 9/11, more groups have become involved in national security, 
including police and non-governmental partners (especially concerning critical 
infrastructure). This creates a challenge for the Service, as it must cultivate 
and maintain healthy relationships with both new and existing partners to 
ensure that information is exchanged efficiently and that joint operations are 


conducted effectively. 


2222222222 
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From sharing information to conducting 
joint operations, domestic arrangements Under Section 17(1) of the CS/S Act, the 
can take many forms. As of March 31, Service may, with the approval of the Minister of 
2006, CSIS had 29 Memoranda of Public Safety, enter into an arrangement or 
Understanding in place with domestic RES cooperate with domestic agencies 
for the purpose of performing its duties and 
functions. Section S38(a){ii) of the same 
Act authorizes SIRC to review all domestic 
arrangements. 


partners so that information could be 
exchanged. Of these, 17 were with federal 
departments or agencies, and 10 were 
with provincial and municipal entities 
(e.g., governments, agencies, police). Also 
of note, the arrangement with the 
National Security Advisor, established in 


2004-05, was renewed for one more year. 


ARRANGEMENTS WITH FOREIGN AGENCIES 

Section 17(1) of the CS/S Act states that the Service can enter into arrangements 
with foreign agencies to exchange information concerning threats to the security of 
Canada. New foreign arrangements require the approval of the Minister of Public 
Safety, in consultation with the Minister of Foreign Affairs. Even without such an 
arrangement, CSIS can still accept unsolicited information from an agency or 


organization of a foreign country. 


The Service can also expand the scope of existing active arrangements, defining the 
subject matter and the extent of authorized exchanges. In the case of enhanced 
arrangements, the Director of CSIS is granted more discretion and has the authority 
to approve the expansion of activities without obtaining Ministerial approval, but 
subject to any Ministerial caveats or instructions that may have been imposed when 


the initial arrangement received approval. 


SIRC reviews all new, enhanced or renewed foreign arrangements, as provided under 


Section 38(a)(iii) of the CSS Act. To do so, it examines whether: 


¢ CSIS’s foreign arrangements were in compliance with the conditions set out in 


the CSIS Act, Ministerial Direction and operational policy; 


approvals from the Minister of Public Safety and the Director of CSIS were in 
place when the Service began exchanging information; 

¢ the human rights record of the foreign agencys host country—including 
open-source reporting from human rights agencies—was considered; and 


¢ the most recent agency assessment met CSIS guidelines. 


In 2005-06, SIRC chose to review thirteen foreign arrangements with agencies in 


nine countries. 


I 
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SIRC found that all foreign arrangements were in accordance with the CS/S Act, 


Ministerial Direction and operational policy. 


SIRC also found that the Service had informed itself of the human rights situation 
in all the countries and agencies in question. Moreover, the Service had proceeded 
cautiously with exchanges of information involving countries with questionable 
human rights records, although SIRC will continue to monitor one particular 


arrangement. 


Although two assessments were not submitted on an annual basis as required, 
SIRC noted an improvement concerning the annual submission of agency 


assessments and that, overall, these met the Services guidelines. 


C. Policy and governance framework 


NATIONAL REQUIREMENTS FOR SECURITY INTELLIGENCE 

Subsection 6(2) of the CS/S Act states that the Minister of Public Safety may issue 
written directions to the Director of CSIS. The document, entitled “National 
Requirements for Security Intelligence,” outlines where the Service should focus its 
investigative efforts, and provides general direction to CSIS in its collection, analysis 
and advisory responsibilities. It is based on a Memorandum to Cabinet, prepared 
annually by CSIS for the Minister of Public Safety to present to his or her 


Cabinet colleagues. 


In 2005-06, a Memorandum was reviewed and approved by Cabinet, but no 
National Requirements were issued. The Service informed SIRC that, in the 
absence of specific Ministerial Direction, it relied on the priorities approved 
by Cabinet, which would normally have served as the basis for the annual 


National Requirements. 


MINISTERIAL DIRECTION 
Under Subsection 6(2) of the CSIS Act, the Minister of Public Safety may issue 


directions governing CSIS’s activities and investigations. 
No new directions were issued in the year under review. 


This outcome is consistent with what SIRC had predicted in its 2000-01 annual 


report.” At that time, it foresaw that Ministerial Direction would likely not be 


> SIRC Annual Report 2000-01, page 8. 
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updated regularly in the future. SIRC expected that increased emphasis on the 
Service’s own operational policies would serve as the source for special instructions 


and guidelines for implementation. 


CHANGES IN CSIS OPERATIONAL POLICY 

CSIS operational policy embodies the rules which govern the range of activities that 
CSIS undertakes in doing its work. Operational policy is updated regularly in 
accordance with legislative and other changes. These updates are reviewed by SIRC 
to ensure that they conform to the CS/S Act, Ministerial Direction and existing oper- 


ational policies. 


In 2005-06, CSIS was preparing for a significant reorganization of its operations, 
implemented in May 2006. According to the Service, an evolving threat environ- 
ment required that CSIS make these changes to increase operational capability, 


consolidate and enhance analysis functions and enhance corporate support.‘ 


CSIS revised almost 50 policies in 2005-06, of which 40 were changes reflecting the 
government department name change from Solicitor General to Public Safety and 
Emergency Preparedness Canada. Other significant influences on policy included 
the Service’s role in assisting Canadian military operations (for which CSIS is 
developing a new policy), as well as the expansion of intelligence collection by 


CSIS overseas. 


GOVERNOR-IN-COUNCIL REGULATIONS AND APPOINTMENTS 
Section 8(4) of the CS/S Act states that the Governor-in-Council may issue 
regulations to the Service concerning the powers and duties of the Director of CSIS, 


as well as the conduct and discipline of Service employees. 


The Governor-in-Council did not issue any regulations in 2005-06. 


D. CSIS operational activities 


The following section describes CSIS operational activities, and provides an overview 
of the priorities and achievements of each operational branch during 2005-06. This 
information provides a useful background that helps SIRC carry out its own work. 
It should be noted that many of the organizational units discussed below have 


changed as a result of the May 2006 reorganization. 


4 CSIS press release, May 1, 2006. 
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COUNTER INTELLIGENCE BRANCH 

The Counter Intelligence Branch focuses its operations on the hostile activities of 
foreign intelligence services known to be operating within Canada. The branch 
investigates threats to national security, including espionage and foreign- 
influenced activities (e.g., attempts to monitor, influence or coerce émigré 
communities in Canada). The branch is also responsible for investigating threats 
to Canadian economic security, specifically economic espionage, the clandestine 
acquisition of technologies and transnational criminal activity. For an example of 
a SIRC study in this area, see Review of a counter-intelligence investigation 
(#2005—04) in this annual report. 


In 2005-06, the Service reported to SIRC that espionage activities in Canada are 
becoming steadily more complex and sophisticated. This is particularly true of 
cyber-based and other electronically-based attacks on Canadian targets. The 
branch reported that several successful operations were undertaken against the 


espionage activities of a number of foreign states. 


CSIS also noted that this branch had received an increasing number of requests 
from other Canadian government departments to contribute its assessment and 
analysis on a range of issues. For example, the branch examined over 80,000 visa 
applications during the period under review, and successfully detected a number of 


known or suspected intelligence officers seeking entrance into Canada. 


Table 3 
Authorized targets (2005-06) 
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COUNTER PROLIFERATION BRANCH 

The Counter Proliferation Branch investigates activities related to the proliferation 
of weapons of mass destruction (WMD) through the development and procure- 
ment programs of foreign states of concern or terrorist organizations. The branch 
keeps a close watch on rogue states or groups who sponsor or commit acts of 
terrorism, as well as the activities of foreign intelligence services. The branch also 


examines the threat of chemical, biological, radiological and nuclear terrorism. 


The branch reported a number of successes in its investigations, allowing the 
Service to play an important role in sharing intelligence with its foreign partners. 
It also expanded its intelligence collection activities on state-sponsored terrorism 
and participated in Canadian government efforts to identify covert attempts to 


transfer funds to international terrorist organizations. 


The Counter Proliferation Branch also has units that assist other CSIS operations. 
These include the Threat Assessment Unit (TAU), which produces threat 
assessment reports on a wide range of topics, and the Immigration Assessment 
Unit, which liaises with the Canada Border Services Agency. TAU’s assessments 
serve as an early warning mechanism to the government about threats to Canada 
and to Canadian interests abroad. In 2005-06, it produced 360 threat 


assessments—compared to 450 in the previous year. 


COUNTER TERRORISM BRANCH 
The role of the Counter Terrorism Branch is to advise the Government of Canada 
on threats of serious violence that could affect the safety and security of Canadians 


and Canada’s allies. 


For the fifth year in a row, Islamic extremism—particularly al-Qaida-inspired or 
related—remains the main concern of this branch. Moreover, the Service believes 
that the threat posed by these terrorist groups has increased in 2005-06. A 
priority of the branch is the interdiction and removal of such radicals 


from Canada. 


The Service initiated several new investigations of alleged foreign extremists or 
terrorist groups that may have infiltrated into Canada. The Service also identified 
several previously unknown domestic extremists involved in threat-related 
activities. In cooperation with other domestic agencies, the branch prevented a 
suspected foreign extremist from entering Canada, and disrupted a Canadian- 


based terrorist cell. 
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Many of the Counter Terrorism Branch’s operations are conducted in cooperation 
with the RCMP. The Service advises the government on threats to Canada’s 
national security and the RCMP investigates criminal activity that poses a similar 
threat. Under the Anti-Terrorism Act (2001), the role of the RCMP in combating 
international terrorism was enhanced, resulting in closer ties with CSIS in matters 
of national security. This has resulted in successful, collaborative intelligence 


gathering and technical operations. 


CSIS reported to SIRC that while there remains some duplication of investiga- 
tions, efforts are being made within each organization to address this matter. Also, 
as noted in previous annual reports, CSIS continues to participate in four of the 
RCMP’s Integrated National Security Enforcement Teams (INSETs), located in 
several regions across Canada. Now in its fifth year of operation, this program is 


projected to expand to a fifth region in 2006. 


The participating CSIS regions report positive working relationships with the 
teams. Close cooperation and regular communication have limited potential 


overlap between the mandates of both organizations. 


RESEARCH, ANALYSIS AND PRODUCTION BRANCH 

The Research, Analysis and Production Branch produces security intelligence 
assessments to support the Service’s operations and the Canadian government s 
decision-making in relation to threats to national security. It develops strategic and 
operational analyses of current threats and emerging issues. The Intelligence Briefs, 
CSIS Reports and CSIS Studies are the key documents prepared by this branch. 
CSIS produced 41 of these reports in 2005-06 and distributed them throughout 


the security intelligence community and to other clients. 


As SIRC reported in its 2004-05 annual 


For more information on the Terrorist Entity report, CSIS has a role in the Terrorist 


list, see the Public Safety website at Entity Listing process, including develop- 
www.psepc-sppcc.ge.ca. Readers should also ing Security Intelligence Reports (SIRs) 
refer to SIRC’s study # 2004-03, summarized in 


SIRC’s Annual Report for 2004-05. 


that describe the grounds for listing an 
entity. These reports help the Minister of 
Public Safety decide whether to recom- 
{| ii | ii" at a mencdiothe Governormine@ouncil tordde 


particular entity to the Terrorist Entity list. 
In 2005-06, the branch produced nine SIRs. It also began its second two-year 


review of existing SIRs in the same period, to determine whether it is reasonable 


to maintain or to de-list an entity. 
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Finally, the branch supports CSIS’s consultations with Foreign Affairs Canada on 
listing the names of persons or groups under Schedule 1 of the United Nations 


Suppression of Terrorism Regulations (UNSTR). 


SECURITY SCREENING BRANCH 
One of the largest branches of CSIS, Security Screening has two program streams, 


government screening and immigration screening. 


Government screening—CSIS performs security clearance investigations for all 
government employees’ whose duties require access to classified assets or informa- 
tion. In each investigation, the Service provides requesting departments or agencies 
with a security assessment, which is an appraisal of an individual’s reliability as it 
relates to loyalty to Canada. The largest clients of this service are Public Works and 
Government Services Canada (PWGSC) and the Department of National Defence 
(DND)—accounting for over 25 percent and 20 percent respectively of all 
requests in 2005-06. 


As indicated in Table 4 below, CSIS received 42,100 requests for new or updated 
security clearances and provided 37,800 security assessments in 2005—06. Although 
the volume of requests increased by about 15 percent from the previous fiscal year, 
the number of security assessments issued by CSIS remained roughly the same, 


indicating that not all requests could be completed within the period under review. 


Table 4 
Government screening* 


* Figures have been rounded to the nearest 100. 


> Although CSIS will provide security assessments to the RCMP based on information contained in its records, 
it does not conduct such investigations on behalf of Canada’s national police force. The RCMP conducts these 


investigations on its own behalf. 
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To track its efficiency in responding to security screening requests, CSIS calculates 
its turnaround times using a median number of days.° As indicated in Table 5, the 
median turnaround times generally decreased in 2005—06 from the previous fiscal 
year. There was a significant decrease in the time taken to prepare security 


assessments for DND at all levels. 


Table 5 
Median turnaround (in days) 


The Service does not issue denials of security clearance. Rather, it advises the 
requesting department or agency of information that would affect CSIS’s ability to 
recommend clearance. On rare occasions, CSIS will recommend to a requesting 
agency that a clearance be denied. However, it is the responsibility of the request- 
ing agency to accept or reject this recommendation. In 2005-06, the Service issued 


19 information briefs reporting information of an adverse nature, and issued one 


denial brief. 


CSIS also provides site-access screening. Unlike a government security clearance, a 
site-access clearance only gives an individual access to certain secure areas within 
installations or provides accreditation for a special event. In 2005-06, CSIS 
received over 60,000 requests for this type of screening, and provided four 


information briefs to requesting agencies. 


® CSIS reports its turnaround statistics using median numbers rather than averages because this mitigates the 


impact of unusually short or lengthy processing times, and better represents the typical amount of time to 
process an assessment. 


EEE 
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Table 6 
Site-access screening programs* 
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* Figures have been rounded to the nearest 100. 
** Refers to a one-time request to review previously granted passes, due to elevated security concerns related to the 


U.S. presidential elections. 


CSIS advice on security screening can take one of five forms: 


1. Notices of assessment are issued in those government and immigration screening 
cases when CSIS finds no adverse information on an applicant. 


2. Incidental letters are issued to Citizenship and Immigration Canada (CIC) and to the 
Canada Border Services Agency (CBSA) when the Service has information about an 
applicant who is or has been involved in non-security related activities described under the 
Immigration and Refugee Protection Act (IRPA). 


3. Information briefs are issued in government screening cases when CSIS has informa- 
tion that could have an impact on the requesting agency’s decision to grant an applicant 
a security clearance or site access. It is also provided in immigration screening cases 
when the Service has information that an applicant is or was involved in activities that do 
not necessarily warrant inadmissibility for entry into Canada. 


4. Inadmissibility briefs are issued to CIC/CBSA when an applicant is deemed to be 
inadmissible to Canada under the security provisions of the IRPA. 


5. Denial briefs are issued when the Service recommends to a requesting agency that a 
security clearance or site access be denied to an individual. 
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Table 7 
Types of immigration screening requests 


Immigration screening—CSIS's Security Screening Branch also conducts investiga- 
tions and provides advice to Citizenship and Immigration Canada as well as the 
Canada Border Services Agency to support the processing of refugee claims or appli- 
cations for immigration or citizenship. The Services authority in this regard is 


provided under Sections 14 and 15 of the CS/S Act. 


In 2005-06, the branch received approximately 92,000 requests under various 
immigration screening programs (see Table 7)—slightly fewer than in previous years. 
There was a significant drop—almost 20 percent—in the number of refugee 
determination screening requests, compared to the previous year. Meanwhile, the 
number of citizenship requests almost doubled. Also of note, there was an increase— 


about 13 percent—in the number of immigration screening requests. 


* Figures have been rounded to the nearest 100. 


** Represents those individuals who arrive at the Canadian border claiming refugee status. 


“™* Represents those refugees (as defined by IRPA) who apply from within Canada for permanent resident status. 


The above table shows that CSIS finds no adverse information in the vast majority 
of its screening investigations of refugee claimants or immigration/ citizenship 
candidates—one in every 250 immigrant applications or refugee claims screened, 
and one in every 2,500 citizenship applications screened. In 2005-06, of the total 
briefs regarding immigration screening (349), CSIS issued 232 information briefs 


and 117 inadmissibility briefs. There were also 12 incidental letters. 


oo 
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SIRC noted that generally the Services turnaround times for the provision of 
information or inadmissibility briefs are quite lengthy. For information briefs 
related to immigration cases, it takes between 12 to 18 months to complete, 
depending on where the application was filed. In refugee cases, the median turn- 
around time was ten months for files subject to the Front End Screening program. 
For inadmissibility briefs, SIRC noted similar median times. For immigration files, 
the turnaround times ranged from a year to 18 months, while refugee files ranged 


from eight to 11 months. 


Table 8 provides a three-year highlight of the Services median turnaround time in 


providing notices of assessment. 


Table 8 
Median turnaround time (in days) for notices of assessment 


Other screening activities—In 2005-06, the Security Screening Branch vetted over 
36,000 visa applications of foreign nationals. It also started participating in the Free 
and Secure Trade (FAST) program and conducted over 3,000 security assessments of 
truck drivers who applied for a FAST border pass under this program. Consult the 
Canada Border Services Agency website at www.cbsa-asfc.gc.ca/import/fast/ 


menu-e.html for more information on this program. 


Other programs—The Front End Screening (FES) and the Electronic Data 
Exchange (EDE) programs were introduced in 2001 to facilitate Canada’s 
immigration and refugee screening processes. The FES program checks all refugee 
applications against CSIS records to identify potential security risks as early as 
possible in the refugee determination process. Further information on the FES 
program can be found in SIRC study # 2003-01, which was summarized in SIRC’s 
2003-04 annual report. 
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The EDE is an electronic network for filing screening applications that serve to 
accelerate processing times. Over 50 government clients use this service, such that 
almost all screening requests for refugee claimants or immigration/citizenship 
candidates are filed electronically. As in previous years, CSIS reported to SIRC that 
it is continuing to expand EDE access to additional clients, including six new 


government clients and two new immigration posts in the fiscal year. 


FOREIGN LIAISON AND VISITS BRANCH 

The Foreign Liaison and Visits (FLV) Branch manages the Service’s liaison with 
foreign agencies and coordinates visits to CSIS Headquarters and CSIS regional 
offices by foreign representatives. FLV is also responsible for coordinating all 
Section 17(1) arrangements with foreign security intelligence or law enforcement 


agencies, as well as the operation of security liaison posts abroad. 


At the end of the 2005-06 fiscal year, CSIS had a total of 265 foreign arrange- 
ments with 144 countries. During that period, CSIS received Ministerial approval 
to establish six new arrangements, modify or enhance four others, and to suspend 


three arrangements. 


Of the 265 foreign arrangements, 217 were active, 39 were dormant (i.e., no 
liaison contact for a period of at least one year), and nine were suspended or 
restricted (including the three mentioned in the previous paragraph). Any foreign 
arrangement classified as “dormant” or “restricted” remains as such until an update 


assessment of the relationship is completed. 


The FLV Branch is also responsible for security liaison posts. The Service relies on 
these posts to liaise with foreign security and intelligence agencies. Security liaison 
officers are also called upon to assess the effectiveness of individual Section 17 foreign 
arrangements and submit annual assessments on each foreign agency in terms of 
their reliability as a partner, and their human rights record. For more information, 
see CSIS liaison with foreign agencies: review of a security liaison post 
(# 2005-02) in this annual report. 


As in past years, SLO posts abroad faced increasing workloads related to immigra- 
tion screening requirements. As a result, CSIS Headquarters provided temporary 


assistance and relief to certain SLO posts to assist with screening backlogs. 


EN 
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FEDERAL COURT WARRANTS AND WARRANT STATISTICS 

Warrants are one of the most powerful and intrusive tools available. They provide 
CSIS with Federal Court authorization to use investigative techniques that would 
otherwise be illegal, such as monitoring of telephone communications. For this 
reason, the use of warrants by CSIS deserves continued scrutiny—a task that SIRC 


takes very seriously. 


Each year, SIRC collects statistics on the 


Services warrant applications and on — Warrant application refers to the process 
warrants granted by the Federal Court. 


Though SIRC does not have the 


resources to examine all Warrants granted 


by which CSIS submits warrant requests for 
consideration by the Service’s Warrant Review 
Committee, the Minister of Public Safety and 


he Service by the Federal Court, i 
to the Service by the Federal Court, It the Federal Court. 


will look at a certain number of warrants 


as part of its annual reviews. | 
Warrants are documents issued by a Federal 


Court judge under Section 21(3), 22 or 23 of the 
CSIS Act, authorizing the Service to implement 
specific powers against particular individuals. 


When SIRC examines a warrant, it looks 
into all aspects of the warrant process, 
starting with the development of the war- 


rant application. SIRC verifies whether: 


¢ CSIS’s justification for requesting warrant powers was reasonable; 
¢ CSIS complied with the applicable legal and policy requirements in applying for 
warrant powers; and 


¢ the warrant application accurately reflected the information held by CSIS. 


SIRC also looks at the actual warrant approved by the Federal Court and what 
happens after that approval (i.e., how the warrant powers were used by CSIS). 


Table 9 
Warrant statistics 
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During the period under review, 24 new warrants were approved by the 
Federal Court. It also approved the renewal or replacement of 203 warrants. 
Included among the 227 warrants were 31 urgent warrants approved in 2005-06: 
more than three times the number approved in the previous year. In 2005-06, 
there were 248 expired or terminated warrants, compared to 220 in the previous 


fiscal year. 


The Service also reported judicial decisions in 2005-06 that affected its applica- 
tions for warrants, the execution of powers contained in warrants, or the warrant 
process generally. In two cases, the Court did not approve warrant powers. In the 
first instance, the judge decided that although the activities of the individual 
clearly constituted a threat to the security of Canada, the granting of warrant 
powers was premature. In the second instance, the judge refused the application on 
factual grounds. On other applications, the Federal Court requested additional 
information and clarification before approving the warrants. It also requested that 
the Service submit interim reports on the execution of certain warrant powers to 


ensure they were used for the purposes intended. 


During 2005-06, the Federal Court dismissed an application for warrants. The 
decision was based on the fact that the Service had not provided full, fair and 
accurate disclosure of all material facts in the affidavit. The Court’s decision was 
without prejudice to the right of the Service to bring forward a new application in 


relation to the same targets. 


The Service subsequently provided the Court with a full explanation of the 
circumstances in question, and at that time, also informed the Minister of Public 
Safety, SIRC and the Office of the Inspector General. As a precautionary measure, 
the Director imposed a moratorium on the filing of warrant applications with the 
Federal Court until he was satisfied, on a case by case basis, that the Services 


disclosure obligations had been addressed. 


The Director has instigated a full review of the warrant process under the 
leadership of the Service’s General Counsel. This request stemmed from his con- 
cerns about efficacy, timeliness and accountability of the current procedures, as the 
warrant application process has become increasingly complex and cumbersome 
over recent years. The implementation of the recommendations of the warrant 
review, which is scheduled for Fall 2006, is subject to consultation with the 


Department of Justice and the Department of Public Safety. 
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Moreover, since the dismissal of the warrant application, CSIS’s Director and 
General Counsel have appeared before a Federal Court panel to discuss the case 


and the process for preparing and submitting warrant applications. 


Also of note, although Section 28 of the CS/S Act authorizes the Governor- 
in-Council to make regulations governing the forms of warrants, practices and 
procedures applicable to the application hearings, as well as the location and 
manner in which hearings may be held, there were no such regulations made 


during this or any previous review period. 


INTEGRATED THREAT ASSESSMENT CENTRE 

For details on the Centres mandate and how it operates, see Review of the 
Integrated Threat Assessment Centre (# 2005-03) in this annual report. During 
2005-06, ITAC issued 98 threat assessments and redistributed 382 others that 
were produced by the fusion centres of allied intelligence agencies. [TAC was also 
responsible for advising the National Security Advisor to the Prime Minister 


concerning several special threat assessments. 


The majority of ITAC staff are seconded from partner agencies for a period of 
two years. Secondees are subject to the CS/S Act in the same fashion as CSIS 
employees. Despite being operational for two years, ITAC was not fully staffed at 


the end of the period under review. 
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Want to know more about SIRC? 


COMMITTEE MEMBERSHIP 

SIRC is chaired by the Honourable Gary Filmon, P.C., O.M., 
who was appointed on June 24, 2005. The other Members are 
the Honourable Raymond Speaker, P.C., O.C., the Honourable 
Baljit S. Chadha, P.C., the Honourable Roy Romanow, PC., 
O.C.,, Q.C., and the Honourable Aldéa Landry, PC. 
STR OR OF 


All Members of SIRC are Privy Councillors, who are appointed 
by the Governor-in-Council after consultation by the Prime 


Minister with the leaders of the Opposition parties. 


SIRC provides assurance to Parliament—and through it, to 
Canadians—that CSIS complies with legislation, policy and 
Ministerial Direction in the performance of its duties and func- 
tions. SIRC seeks to ensure that the Service does not undermine 
the fundamental rights and freedoms of Canadians. It is the only 
independent, external body equipped with the legal mandate and 
expertise to review the activities of CSIS. Moreover, SIRC is a 
cornerstone of Canada’s democratic tradition as it ensures 
the accountability of one of the government’s most powerful 


organizations. 


In addition to attending monthly committee meetings, mem- 
bers preside over complaints hearings, prepare reviews and 
complaint reports in consultation with SIRC staff, visit CSIS 
regional offices, appear before Parliament and exercise other 


duties associated with their responsibilities. 
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SIRC meetings and 
briefings 2005-06 


April 18, 2005: SIRC’s Executive 
Director addressed the Special 
Senate Committee reviewing the 
Anti-Terrorism Act. 


May 11, 2005: SIRC staff partici- 
pated in the first Review Agencies 
Forum, attended by representatives 
of the Office of the Commissioner 
of the Communications Security 
Establishment (CSE) and the 
Inspector General of CSIS. 


May 17, 2005: SIRC’s Executive 
Director and senior staff met with 
Officials from the United Kingdom’s 
Intelligence and Security Committee. 


May 18-19, 2005: SIRC co-hosted 
the International Symposium on 
Review and Oversight, together with 
its partner, the Canadian Centre of 
Intelligence and Security Studies of 
Carleton University. 


May 20, 2005: The Executive 
Director and senior staff met with 
Officials of the Dutch Supervisory 
Committee for Intelligence and 
Security Services. 


May 31, 2005: SIRC met with the 
Independent Advisor to the Minister 
of Public Safety, regarding Air India. 


June 7, 2005: The Executive 
Director and senior staff met with 
their counterparts from the 
O'Connor Commission concerning 
its policy review. 


June 8, 2005: The Associate 
Executive Director and Senior 
Counsel addressed the Special 
House Committee reviewing the 
Anti-Terrorism Act. 


August 22, 2005: The Executive 
Director and senior staff met with 
their counterparts from the 
O'Connor Commission concerning 
its policy review. 


Continued on the next page 
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SIRC meetings and 
briefings 2005-06 


(continued) 


October 6, 2005: The Executive 
Director attended a Queen's 
University-Government of Canada 
policy seminar in Kingston on 
Canada-U.S. relations regarding the 
security environment. 


October 11, 2005: The Executive 
Director was a guest lecturer at 
Carleton University’s Canadian 
Centre of Intelligence and Security 
Studies graduate seminar on 
intelligence, statecraft and interna- 
tional affairs. 


October 20-22, 2005: The 
Executive Director and staff 
attended the annual conference of 
the Canadian Association of 
Security and Intelligence Studies 
in Montreal. 


November 17, 2005: SIRC’s Chair 
and Executive Director appeared at 
a public hearing of the O'Connor 
Commission, concerning its policy 
review. 


November 18, 2005: The Executive 
Director was a guest lecturer at 
a Carleton University political sci- 
ence course entitled “Oversight and 
Access.” 


December 2, 2005: The Associate 
Executive Director made a presen- 
tation to an international seminar 
in Brasilia, Brazil, on intelligence 
and the democratic state. 


December 12, 2005: The Executive 
Director and senior staff met 
with their counterparts from the 
O'Connor Commission concerning 
its policy review, 


January 24, 2006: SIRC hosted 
the second Review Agencies 
Forum, attended by representa- 
tives of the Office of the 
Commissioner of the CSE, the 
Inspector General of CSIS, and the 
Commission for Public Complaints 
Against the RCMP. 


Continued on the next page 
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STAFFING AND ORGANIZATION 

SIRC is supported by an Executive Director, Susan Pollak, and a 
staff of 19, located in Ottawa. The staff comprises: an Associate 
Executive Director, a Deputy Executive Director, Senior 
Counsel, a Corporate Services Manager, Counsel, a Senior 
Paralegal (who also serves as Access to Information and Privacy 


Officer/Analyst), four administrative staff, and nine researchers. 


Committee Members provide staff with direction on research and 
other activities that are identified as a priority for the year. 
Management of day-to-day operations is delegated to the 
Executive Director with direction, when necessary, from the Chair 


as Chief Executive Officer. 


As part of their ongoing work, the Chair of SIRC, Committee 
Members, and senior staff participate in regular discussions with 
CSIS executive and staff, and other senior members of the 


security intelligence community. 


These exchanges are supplemented by discussions with academ- 


ics, security and intelligence experts and relevant 
non-governmental organizations, such as human rights groups. 
Such activities enrich SIRC’s knowledge about issues and 


opinions affecting the security intelligence field. 


SIRC also visits CSIS regional offices on a rotating basis to 
examine how Ministerial Direction and CSIS policy affect the 
day-to-day work of investigators in the field. These trips give 
Committee Members an opportunity to be briefed by regional 
CSIS staff on local issues, challenges and priorities. It is also an 


opportunity to communicate SIRC’s focus and concerns. 
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During the 2005-06 fiscal year, SIRC visited two regional offices. 
Over the last five years, SIRC has visited all six CSIS regional 
offices. In addition, SIRC staff received specialized training in a 
regional office concerning investigative techniques used by the 
Service. See S/RC meetings and briefings 2005—06 for a summary of 
additional activities undertaken by SIRC during this period. 


BUDGET AND EXPENDITURES 

SIRC continues to manage its activities within allocated 
resource levels. Staff salaries and travel within Canada for 
Committee hearings, briefings and review activities represent its 
chief expenditures. Table 10 below presents a breakdown of 


actual and estimated expenditures. 


INQUIRIES UNDER THE ACCESS TO INFORMATION 
AND PRIVACY ACTS 

The public may make requests to SIRC under both the Access to 
Information Act and the Privacy Act. Table 11 outlines the num- 
ber of requests SIRC has received under these acts for the past 


three fiscal years. 


Table 10 
SIRC expenditures 2005-06 


SIRC meetings and 
briefings 2005-06 
(continued) 


March 3, 2006: The Executive 
Director of SIRC and members of 
the Canadian Centre of Intelligence 
and Security Studies (Council of 
Advisors and Executive Committee) 
attended an international confer- 
ence, entitled “Critical Energy 
Infrastructure Protection Policy: 
Assessing Threats, Vulnerabilities 
and Responses.” 


March 15, 2006: The Executive 
Director was the guest lecturer at 
a Dalhousie University graduate 
seminar in Halifax, entitled 
“Parliamentary Oversight of the 
Canadian Security Intelligence 
Service.” 


March 21, 2006: The Executive 
Director and senior staff met with 
the United Kingdom’s Joint 
Parliamentary Committee on 
Human Rights. 
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Access to Information requests for SIRC’s studies represent the largest portion of 


access requests. SIRC waives the application fees for all such requests. 


Table 11 
Requests for release of information 


COMMUNICATIONS 

To commemorate its 20" anniversary, SIRC co-hosted a major international sym- 
posium with the Canadian Centre of Intelligence and Security Studies of Carleton 
University. Held in May 2005, the theme of this two-day event was “Making 
National Security Accountable: International Perspectives on Intelligence Review 
and Oversight,” which was explored in panel discussions and keynote speeches. 
The symposium attracted over 200 registered delegates and featured a range of 


experts from both Canada and abroad. 


Although SIRC’s annual report is the main communications vehicle for informing 
Parliament and Canadians about its work, it has implemented a modest commu- 
nications program. SIRC has also undertaken some public opinion research, which 
shows that Canadians’ awareness of review bodies remains very low, although 


perceptions of their independence and objectivity remain positive. 


SIRC’s website is continually updated with information relevant to the security 


and intelligence community. Since the website was first launched, traffic has 
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increased significantly, with the number SIRC posted an Arabic translation 


of “total successful requests” more than 
doubling, to 539,789 in April 2006, from Of “How to Make a Complaint” on 
201,267 a year ago. ; ; | 
its website in January 2006. 
In an effort to be inclusive and to ensure 
that its recourse mechanism is well- 
understood, SIRC posted an Arabic translation of “How to Make a Complaint” on 
its website in January 2006. In addition, CSIS’s home page now features a direct 
hyperlink to SIRC’s website. As principal spokesperson, the Chair has met with 
some journalists to discuss SIRC’s work, and is scheduled to deliver several 


speeches in the upcoming year. 


MODERN COMPTROLLERSHIP 

In 2005-06, SIRC contracted for an independent audit of its policy framework to 
confirm that its policies and procedures were consistent with Treasury Board 
requirements. It also aimed to identify gaps or omissions requiring attention. 
Moreover, SIRC developed competency profiles for all its staff and completed 


position descriptions for its researchers and counsel. 


In the coming year, SIRC will be implementing an improved financial manage- 
ment framework, which will introduce further rigor to the way resources are 
allocated and expenditures are monitored. The Report on Plans and Priorities is 
the foundation on which budgets for SIRC’s program activities and priorities 


are established. 


Also of note, SIRC contracted for an independent financial audit, which will 
examine how SIRC has used additional resources that were approved earlier by 


Parliament. This audit was completed in June 2006. 
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SIRC reviews since 1984 


Note: Reviews flagged with an “*” are Section 54 reports, which are special documents 
SIRC prepares for the Minister of Public Safety. 


10. 


RE 


Eighteen Months After Separation: An Assessment of CSIS Approach to 
Staffing Training and Related Issues (SECRET) (86/87-01)* 


Report on a Review of Security Screening for Applicants and Employees 
of the Federal Public Service (SECRET) (86/87-02)* 


The Security and Intelligence Network in the Government of Canada: 
A Description (SECRET) (86/87-03)* 


Ottawa Airport Security Alert (SECRET) (86/87-05)* 


Report to the Solicitor General of Canada Concerning CSIS Performance 
of its Functions (SECRET) (87/88-01)* 


Closing the Gaps: Official Languages and Staff Relations in the CSIS 
(UNCLASSIFIED) (86/87-04)* 


Counter-Subversion: SIRC Staff Report (SECRET) (87/88-02) 
SIRC Report on Immigration Screening (SECRET) (87/88-03)* 


Report to the Solicitor General of Canada on CSIS Use of Its Investigative Powers 
with Respect to the Labour Movement (PUBLIC VERSION) (87/88-04)* 


The Intelligence Assessment Branch: A SIRC Review of the Production Process 
(SECRET) (88/89-01)* 


SIRC Review of the Counter-Terrorism Program in the CSIS 
(TOP SECRET) (88/89-02)* 


Report to the Solicitor General of Canada on Protecting Scientific and 
Technological Assets in Canada: The Role of CSIS (SECRET) (89/90-02)* 


SIRC Report on CSIS Activities Regarding the Canadian Peace Movement 
(SECRET) (89/90-03)* 
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14. A Review of CSIS Policy and Practices Relating to Unauthorized Disclosure 
of Classified Information (SECRET) (89/90-04) 


15. Report to the Solicitor General of Canada on Citizenship/Third Party 
Information (SECRET) (89/90-05)* 


16. Amending the CSIS Act: Proposals for the Special Committee of the House 
of Commons (UNCLASSIFIED) (89/90-06) 


17. SIRC Report on the Innu Interview and the Native Extremism Investigation 
(SECRET) (89/90-—07)* 


18. Supplement to the Committee’ Report on Immigration Screening of 
January 18, 1988 (SECRET) (89/90-01)* 


19. A Review of the Counter-Intelligence Program in the CSIS (TOP SECRET) 
(89/90-08)* 


20. Domestic Exchanges of Information (SECRET) (90/91-03)* 


21. Section 2(d) Targets—A SIRC Study of the Counter-Subversion Branch 
Residue (SECRET) (90/91-06) 


22. Regional Studies (six studies relating to one region) (TOP SECRET) 
(90/9 1-04) 


23. Study of CSIS Policy Branch (CONFIDENTIAL) (90/91-09) 


24. Investigations, Source Tasking and Information Reporting on 2(b) largets 
(TOPSECRET FO0/91=05) 


25. Release of Information to Foreign Agencies (TOP SECRET) (90/91-02)* 


26.  CSIS Activities Regarding Native Canadians—A SIRC Review (SECRET) 
(90/91=07)% 


27. Security Investigations on University Campuses (TOP SECRET) (90/91-01)* 
28. Report on Multiple Targeting (SECRET) (90/91-08) 


29. Review of the Investigation of Bull, Space Research Corporation and Iraq 
(SECRET) (91/92-01) 


—_—_—_—————————————— 
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30. 


a 


FA 


33. 


34. 


hr 


36. 


Dre 


38. 


99. 


40. 


41. 


42. 


43. 


44. 


45. 


46. 


Report on Al Mashats Immigration to Canada (SECRET) (91/92-02)* 
East Bloc Investigations (TOP SECRET) (91/92-08) 


Review of CSIS Activities Regarding Sensitive Institutions (TOP SECRET) 
(91/92-10) 


CSIS and the Association for New Canadians (SECRET) (91/92-03) 


Exchange of Information and Intelligence between CSIS & CSE, Section 40 
(TOP SECRET) (91/92-04)* 


Victor Ostrovsky (TOP SECRET) (91/92-05) 

Report on Two Iraqis—Ministerial Certificate Case (SECRET) (91/92-06) 
Threat Assessments, Section 40 Study (SECRET) (91/92-07)* 

The Attack on the Iranian Embassy in Ottawa (TOP SECRET) (92/93-01)* 


“STUDYNT” The Second CSIS Internal Security Case (TOP SECRET) 
(91/92-15) 


Domestic Terrorism Targets—A SIRC Review (TOP SECRET) (90/91-13)* 


CSIS Activities with respect to Citizenship Security Screening (SECRET) 
(91/92=12) 


The Audit of Section 16 Investigations (TOP SECRET) (91/92-18) 


CSIS Activities during the Gulf War: Community Interviews (SECRET) 
(90/91-12) 


Review of CSIS Investigation of a Latin American Illegal (TOP SECRET) 
(90/91-10)* 


CSIS Activities in regard to the Destruction of Air India Flight 182 on 
June 23, 1985—A SIRC Review (TOP SECRET) (91/92-14)* 


Prairie Region—Report on Targeting Authorizations (Chapter 1) 
(TOP SECRET) (90/91-11)* 
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47. The Assault on Dr. Hassan Al-Turabi (SECRET) (92/93-07) 


48. Domestic Exchanges of Information (A SIRC Review—1991/92) (SECRET) 
(91/92—16) 


49. Prairie Region Audit (TOP SECRET) (90/91-11) 

50. Sheik Rahman's Alleged Visit to Ottawa (SECRET) (CT 93-06) 

51. Regional Audit (TOP SECRET) 

52. A SIRC Review of CSIS SLO Posts (London & Paris) (SECRET) (91/92-11) 
53. The Asian Homeland Conflict (SECRET) (CT 93-03) 

54. Intelligence-Source Confidentiality (TOP SECRET) (CI 93-03) 

55. Domestic Investigations (1) (SECRET) (CT 93-02) 

56. Domestic Investigations (2) (TOP SECRET) (CT 93-04) 

57. Middle East Movements (SECRET) (CT 93-01) 

58. A Review of CSIS SLO Posts (1992-93) (SECRET) (CT 93-05) 

59. Review of Traditional CI Threats (TOP SECRET) (CI 93-01) 

60. Protecting Science, Technology and Economic Interests (SECRET) (CI 93-04) 
61. Domestic Exchanges of Information (SECRET) (CI 93-05) 

62. Foreign Intelligence Service for Canada (SECRET) (CI 93-06) 


63. The Audit of Section 16 Investigations and Foreign Intelligence Reports 
(FOP SEGRE D)i(Cl.93=01) 


64. Sources in Government (TOP SECRET) (CI 93-09) 
65. Regional Audit (TOP SECRET) (CI 93-02) 


66. The Proliferation Threat (SECRET) (CT 93-07) 


222222222222 
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67. 


68. 


69. 


70. 


7. 


v2. 
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74. 
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76. 


ue 


78. 
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80. 


81. 
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83. 


84. 


The Heritage Front Affair. Report to the Solicitor General of Canada 
(SECRET) (CT 94-02)* 


A Review of CSIS’ SLO Posts (1993-94) (SECRET) (CT 93-09) 


Domestic Exchanges of Information (A SIRC Review 1993-94) (SECRET) 
(CI 93-08) 


The Proliferation Threat—Case Examination (SECRET) (CT 94-04) 
Community Interviews (SECRET) (CT 93-11) 

An Ongoing Counter-Intelligence Investigation (TOP SECRET) (CI 93-07)* 
Potential for Political Violence in a Region (SECRET) (CT 93-10) 

À SIRC Review of CSIS SLO Posts (1994-95) (SECRET) (CT 95-01) 
Regional Audit (TOP SECRET) (CI 93-10) 

Terrorism and a Foreign Government (TOP SECRET) (CT 94-03) 

Visit of Boutros Boutros-Ghali to Canada (SECRET) (CI 94-04) 

Review of Certain Foreign Intelligence Services (TOP SECRET) (CI 94-02) 


The Audit of Section 16 Investigations and Foreign Intelligence Reports 
(TOP SECRET) (CI 94-01) 


Domestic Exchanges of Information (A SIRC Review 1994-95) (SECRET) 
(CI 94-03) 


Alleged Interference in a Trial (SECRET) (CT 95-04) 
CSIS and a “Walk-In? (TOP SECRET) (CI 95-04) 


A Review of a CSIS Investigation Relating to a Foreign State 
(TOP SECRET) (CI 95-02) 


The Audit of Section 16 Investigations and Foreign Intelligence Reports 
(TOP SECRET) (CI 95-05) 
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100. 


101. 


102. 
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104. 


Regional Audit (TOP SECRET) (CT 95-02) 

A Review of Investigations of Emerging Threats (TOP SECRET) (CI 95-03) 
Domestic Exchanges of Information (SECRET) (CI 95-01) 

Homeland Conflict (TOP SECRET) (CT 96-01) 

Regional Audit (TOP SECRET) (CI 96-01) 

The Management of Human Sources (TOP SECRET) (CI 96-03) 
Economic Espionage I (SECRET) (CI 96-02) 

Economic Espionage II (TOP SECRET) (CI 96-02) 


Audit of Section 16 Investigations and Foreign Intelligence Reports 1996-97 
(TOP SECRET) (CI 96-04) 


Urban Political Violence (SECRET) (SIRC 1997-01) 

Domestic Exchanges of Information (1996-97) (SECRET) (SIRC 1997-02) 
Foreign Conflict —Part I (SECRET) (SIRC 1997-03) 

Regional Audit (TOP SECRET) (SIRC 1997-04) 

CSIS Liaison with Foreign Agencies (TOP SECRET) (SIRC 1997-05) 

Spy Case (TOP SECRET) (SIRC 1998-02) 

Domestic Investigations (3) (TOP SECRET) (SIRC 1998-03) 

CSIS Cooperation with the RCMP—Part I (SECRET) (SIRC 1998-04)* 
Source Review (TOP SECRET) (SIRC 1998-05) 

Interagency Cooperation Case (TOP SECRET) (SIRC 1998-06) 


A Case of Historical Interest (TOP SECRET) (SIRC 1998-08) 
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105. CSIS Role in Immigration Security Screening (SECRET) (CT 95-06) 
106. Foreign Conflict—Part II (TOP SECRET) (SIRC 1997-03) 
107. Review of Transnational Crime (SECRET) (SIRC 1998-01) 
108. CSIS Cooperation with the RCMP—Part II (SECRET) (SIRC 1998-04)* 


109. Audit of Section 16 Investigations & Foreign Intelligence 1997-98 
(TOP SECRET) (SIRC 1998-07) 


110. Review of Intelligence Production (SECRET) (SIRC 1998-09) 

111. Regional Audit (TOP SECRET) (SIRC 1998-10) 

112. CSIS Liaison with Foreign Agencies (TOP SECRET) (SIRC 1998-11) 
113. Allegations by a Former CSIS Employee (TOP SECRET) (SIRC 1998-12)* 
114. CSIS Investigations on University Campuses (SECRET) (SIRC 1998-14) 


115. Review of Foreign Intelligence Activities in Canada (TOP SECRET) 
(SIRC 1998-15) 


116. Files (TOP SECRET) (SIRC 1998-16) 


117. Audit of Section 16 Investigations & Foreign Intelligence (TOP SECRET) 
(SIRC 1999-01) 


118. A Long-Running Counter Intelligence Investigation (TOP SECRET) 
(SIRC 1999-02) 


119. Domestic Exchanges of Information (TOP SECRET) (SIRC 1999-03) 
120. Proliferation (TOP SECRET) (SIRC 1999-04) 


121. SIRCs Comments on the Draft Legislation Currently Before Parliament— 
Bill C-31 (PROTECTED) (SIRC 1999-05)* 


122. Domestic Targets (TOP SECRET) (SIRC 1999-06) 
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125: 


124. 
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126: 


127% 


128: 


129: 


134. 


185: 


136. 


157, 


138. 


159: 


140. 


Terrorist Fundraising (TOP SECRET) (SIRC 1999-07) 
Regional Audit (TOP SECRET) (SIRC 1999-08) 
Foreign State Activities (TOP SECRET) (SIRC 1999-09) 
Project Sidewinder (TOP SECRET) (SIRC 1999-10)* 
Security Breach (TOP SECRET) (SIRC 1999-1 1) 


Domestic Exchanges of Information 1999-2000 (TOP SECRET) 
(SIRC 2000-01) 


Audit of Section 16 Investigations and Foreign Intelligence Reports 
1999-2000 (TOP SECRET) (SIRC 2000-02) 


CSIS Liaison with Foreign Agencies (TOP SECRET) (SIRC 2000-03) 
Regional Audit (TOP SECRET) (SIRC 2000-04) 
Warrant Review (TOP SECRET) (SIRC 2000-05) 


Review of CSIS Briefs to Citizenship and Immigration Canada 1999-2000 
(TOP SECRET (SIRC 2001-02) 


CSIS Investigation of Sunni Islamic Extremism (TOP. SECRET) 
(SIRC 2002-01) 


Source Recruitment (TOP SECRET) (SIRC 2001-01) 
Collection of Foreign Intelligence (TOP SECRET) (SIRC 2001-05) 
Domestic Extremism (TOP SECRET) (SIRC 2001-03) 


CSIS Liaison with Foreign Agencies: Audit of an SLO Post (TOP SECRET) 
(SIRC 2001-04) 


Warrant Review (TOP SECRET) (SIRC 2001-06) 


Special Report following allegations pertaining to an individual 
(TOP SECRE D)? 
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141. Audit of Section 16 and Foreign Intelligence Reports (TOP SECRET) 
(SIRC 2002-02) 
142. Review of the Ahmed Ressam Investigation (TOP SECRET) (SIRC 2002-03) 


143. Lawful Advocacy, Protest and Dissent Versus Serious Violence Associated with 
the Anti-Globalization Movement (TOP SECRET) (SIRC 2002-04) 


144. Regional Audit (TOP SECRET) (SIRC 2002-05) 


145. Special Report (2002-2003) following allegations pertaining to an 
individual (TOP SECRET)* 


146. Front End Screening Program (TOP SECRET) (SIRC 2003-01) 


147. CSIS Section 12 Operational Activity Outside Canada (TOP SECRET) 
(SIRC 2003-02) 


148. Review of a Counter-Intelligence Investigation (TOP SECRET) 
(SIRC 2003-03) 


149. Review of a Counter-Proliferation Investigation (TOP SECRET) 
(SIRC 2003-04) 


150. CSIS Liaison with Foreign Agencies: Review of a Security Liaison Post 
(TOP SECRET) (SIRC 2003-05) 


151. CSIS Liaison with Foreign Agencies: Review of a Security Liaison Post 
(TOP SECRET) (SIRC 2004-01) 


152. Review of CSISS Investigation of Transnational Criminal Activity 
(TOP SECRET) (SIRC 2004-02) 


153. Review of the Terrorist Entity Listing Process (SECRET) (SIRC 2004-03) 


154. Review of Activities and Investigations in a CSIS Regional Office 
(TOP SECRET) (SIRC 2004-04) 


155. Review of a Counter-Terrorism Investigation (TOP SECRET) 
(SIRC 2004-05) 
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156. 


5% 


158. 


159: 


160. 


161. 


162 


163. 


164. 


165. 


166. 


167. 


168. 


169! 


Review of a Counter-Intelligence Investigation (TOP:SEGRET) 
(SIRC 2004-06) 


Review of CSIS’s Investigation of Threats against Canada’ Critical 
Information Infrastructure (TOP SECRET) (SIRC 2004-07) 


Review of CSIS’s Exchanges of Information with Close Allies (TOP 
SECRET) (SIRC 2004-08) 


Review of a Counter-Proliferation Investigation (TOP SECRET) 
(SIRC 2004-09) 


Terrorist Financing Activities in Canada (TOP SECRET) (SIRC 2004-10) 


Section 54 Report to the Minister of Public Safety and Emergency 
Preparedness (TOP SECRET)* 


Review of a counter-terrorism investigation (TOP SECRET) (SIRC 2005-01) 


CSIS liaison with foreign agencies: review of a security liaison post 


(TOP SECRET) (SIRC 2005-02) 


Review of the Integrated Threat Assessment Centre (TOP SECRET) 
(SIRC 2005-03) 


Review of a counter-intelligence investigation (TOP SECRET) 
(SIRC 2005-04) 


SIRC is currently working on this review, but it had not been finalized at 


the time this annual report went to print (SIRC 2005-05) 


Review of foreign arrangements with countries suspected of human rights 


violations (TOP SECRET) (SIRC 2005-06) 


Review of CSISS electronic-surveillance and information-gathering techniques 


(TOP SECRET) (SIRC 2005-07) 


Review of activities and investigations in a CSIS region (TOP SECRET) 
(SIRC 2005-08) 


Ee 
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LL — 


Recommendations 


During 2005-06, SIRC made 14 recommendations stemming from the reviews it 


conducted. These recommendations are summarized below. 


# 2005-01 | e CSIS extend its sensitive sector policy to require 
senior-level approval for certain investigative techniques. 


# 2005-02  ¢ CSIS Security Liaison Officers should maintain a 
written record when requests for information from CSIS 
Headquarters are transmitted verbally to foreign 
intelligence agencies. 


e CSIS update the post profile. 


e CSIS Headquarters remind operational branches and SLOs 
to submit reports [of discussions with foreign partners] in a 
timely fashion. 


e CSIS produce an assessment document concerning a new 
relationship with a specific foreign agency, especially since 
CSIS Headquarters made the same request in 2008. 


e CSIS develop an operational policy for documenting its 
relationships with agencies that are known or reputed to 
have engaged in human-rights abuse. 


# 2005-03 | e CSIS review its policies to determine where ITAC-specific 
amendments are required to address the role of this 
organization. 


e CSIS formalize its relationship with [another foreign fusion 
centre] and seek an approved foreign arrangement from 
the Minister of Public Safety. 
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# 2005-06 | + CSIS amend its policy governing the disclosure of informa- 
tion to foreign agencies, to include consideration of the 
human rights record of the country and possible abuses 
by its security or intelligence agencies. 


e CSIS Headquarters should maintain a written record of 
secure telephone conversations with SLOs—specifically 
conversations that contain operational information—and 
include this in its reporting. 


e CSIS review its procedures so that the parameters 
and methods of exchange—as well as the Service’s 
expectations—are communicated to the foreign agency 
prior to entering into new foreign arrangements. 


# 2005-07. e CSIS review and revise the warrant policy in question so 
that it reflects current best practices. 


# 2005-08 | + CSIS obtain an updated legal opinion governing the use 
of [a certain interception] technique. 


e Existing operational policy [concerning internal security 
measures] be strictly adhered to by all regions, regardless 
of location, size or staff complement. 


à oo ee ee 
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Members’ Statement 


This year marks a significant anniversary in Canada’s history. A quarter of a cen- 
tury has passed since the signing of the Canadian Charter of Rights and Freedoms, 
a document that guarantees freedom of conscience and religion; freedom of 
thought, belief, opinion and expression, including freedom of the press; freedom 
of peaceful assembly; and freedom of association. With the adoption of the 
Charter, these freedoms became constitutionally protected and Canadians gained 


recourse to the courts if the state infringed upon or denied their Charter rights. 


There is no question that the bedrock values articulated in that historic 
constitutional document have helped to define what it means to be Canadian. 
They have had a profound influence on government, including the work of review 
agencies such as the Security Intelligence Review Committee (SIRC). These 
freedoms have been brought into sharp relief in recent years when considered 
along with the state’s obligation to protect the safety of its citizens against a 


growing terrorist threat. 


In carrying out our duties, the Committee has often found itself considering 
Charter issues. For example, as part of our reviews, we regularly examine CSIS’s 
execution of judicially authorized warrant powers to ensure that intrusive 
investigative techniques comply with the law and the terms of the Court, and 


therefore do not constitute unreasonable search and seizure. 


SIRC recognizes that the conduct of security intelligence agencies can prompt 
impassioned debate about whether the ends can ever justify the means. We also 
have first-hand knowledge that there are individuals who will seek to exploit 
Canada’s rights and freedoms in order to harm our country, our citizens and our 


neighbours and friends around the world. 


It is against this backdrop that SIRC’s annual report features a summary of a 
Section 54 report that was submitted to the Minister of Public Safety on 
August 17, 2007. This type of report is relatively rare: only eight have been 
prepared in the last ten years. This latest report deals with the case of Mohammed 
Mansour Jabarah, a Canadian citizen and an admitted al Qaida member, who was 


convicted of terrorist-related offences in the United States. 
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In reviewing CSIS' role in this matter, we found that some of its actions violated 
certain rights as guaranteed under the Charter. As a result, we have made several 


recommendations to the Minister of Public Safety and the CSIS Director. 


It is important to understand why SIRC takes issue with some of CSIS’s actions 
and we invite readers to consider our analysis carefully. Mohammed Mansour 
Jabarah is a Canadian who, no matter how heinous his crimes and no matter how 
much we deplore them, is entitled to all of the rights and freedoms afforded to any 
other citizen under our Charter. Furthermore, an agent of the state must uphold 
the Charter otherwise Canadian officials would be free to pick and choose to 
whom certain guaranteed rights and freedoms would apply. Clearly, that would be 


unacceptable to all Canadians. 


“An agent of the state must SIRC recognizes that police and security 


intelligence agencies in the post 9/11 


uphold the Charter otherwise world must deal with daunting challenges, 


Canadian officials would be free 


including globalized and technologically 


sophisticated terrorist groups. We also 


to pick and choose to whom know that the relative safety that 


Canadians enjoy is thanks in large part to 


certain guaranteed rights and ‘the efforts of these same agencies on our 


behalf. But the obligation to ensure public 


freedoms would apply.” safety ought not to reduce in any way 


respect for the rule of law. 


Mr. Justice Ian Binnie of the Supreme Court of Canada characterized the compet- 
ing demands of national security and human rights as a “clash of titans.” It is true 
that at times, human rights and national security objectives may appear to clash. 
But in a healthy democracy where rights and freedoms have constitutional 
protection, we firmly believe that they can—indeed they must—coexist. 
That is a principle which all Canadians should uphold and that every citizen has a 


continuing responsibility to protect. 


a a PE FSR a 
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How this report is organized 


The Security Intelligence Review Committee provides assurance to the Parliament of 
Canada—and through it, to Canadians—that CSIS is acting lawfully in the performance 
of its duties. SIRC has two key functions. The first is to conduct in-depth reviews of CSIS 
activities to ensure that they accord with the CSS Act and the various policy instruments 
that flow from it, and with direction from the Minister of Public Safety. The second is to 
receive and investigate complaints by any person about any action of the Service. 


SIRC’s 2006-07 annual report is organized to reflect key findings and recommendations 
arising from its reviews and complaints investigations. Also included is more general 
background material, collected to inform Committee Members and to assist readers in 
understanding the broader context in which CSIS’s security intelligence work is carried 
out. The report’s three sections are: 


Section 1: A year in review 2006-07 
This section Summarizes nine reviews SIRC completed during the period covered by this 
report. It also provides information about five complaint reports issued by SIRC. 


Section 2: CSIS accountability mechanisms 

Featured in this section are descriptions of the policy and governance framework within 
which CSIS operates. This section also contains information provided by CSIS on 
operational activities, plans and priorities, organized according to the Service’s 
major branches. 


Section 3: About SIRC 
This section provides details about the outreach, liaison and administrative activities 
of SIRC, including its annual budget and expenditures. 
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A year in review 2006-07 


A. Review of CSIS security intelligence activities 


HOW SIRC CARRIES OUT ITS REVIEW FUNCTION 

The Security Intelligence Review Committee is the only body with the legal 
mandate and expertise to carry out ongoing, independent review of the activities 
of CSIS. SIRC was established under the CS/S Act (1984) to provide assurance 
to the Parliament of Canada and to Canadians that CSIS is acting in accordance 
with the law, policy and Ministerial Direction in the performance of its duties and 
functions. In doing so, SIRC seeks to ensure that CSIS respects the fundamental 


rights and freedoms of Canadians. 


To fulfill its mandate, SIRC directs staff 


to undertake a number of reviews each What’s the difference between an 
year. These provide a retrospective exam- oversight and a review agency? 


ination and assessment of specific CSIS 
investigations and functions. Under the 
CSIS Act, SIRC has virtually unlimited 


ower to review CSIS’s performance. 
P P 


An oversight body looks on a continual basis at 
what is taking place inside an intelligence service 


With the sole exception of Cabinet and has the mandate to evaluate and guide 


Éoutidences 1 SIRC. has the absolute current investigations or work in “real time.” 
authority to examine all information SIRC is a review body, so unlike an oversight 
concerning CSIS’s activities, no matter agency, it can make a full assessment of CSIS's 
how highly classified that information past performance without being compromised 
may be. by any involvement in its day-to-day operational 


decisions and activities. 
Each review includes SIRC’s findings 


and recommendations. Upon comple- 
tion, the report is forwarded to the 
Director of CSIS and the Inspector General of CSIS. 


SIRC is also authorized under Section 54 of the CS/S Act to provide special reports 
to the Minister of Public Safety on any matter that the Committee identifies as 


having special importance or that the Minister directs SIRC to undertake. 


EE 
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SIRC’s research program is designed to address a broad range of subjects. 


In deciding what to review, SIRC considers: 


* events with the potential to create threats to the security of Canada; 

* particular activities that could intrude on individual rights and freedoms; 

¢ the CSIS Director's annual classified report to the Minister; 

* the need to assess regularly each of the Service’s branches and regional offices; 
¢ SIRC’s statutory authorities as detailed in the CS/S Act; 

* priorities and concerns identified by Parliament or in the media; 

* commitments by SIRC to re-examine specific matters; 

* issues identified in the course of SIRC’s complaints functions; and 

* new policy directions or initiatives announced by CSIS 


or the Government of Canada. 


This approach allows SIRC to manage the inherent risk of being able to review 
only a small number of CSIS activities in any given year. Each review results in 
a “snapshot” of the Service’s actions in a particular context. Over more than 
two decades, SIRC’s reviews have provided Parliament and Canadians with a 
comprehensive picture of the Service’s operational activities, and assurance that 


CSIS is acting lawfully. 


SIRC is only one of several mechanisms designed to ensure CSIS’s accountability. 
The Service also remains accountable for its operations through the existing 
apparatus of government, specifically the Minister of Public Safety, the Inspector 
General of CSIS, the central agencies, the Auditor General, the Information 


Commissioner and the Privacy Commissioner of Canada. 


Se a 
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SIRC REVIEWS IN 2006-07 


Review of a security liaison post 


Review 2006-01 


Background 

During the period under review, CSIS maintained a number of Security Liaison 
Officer (SLO) posts! around the world—the number and locations of which are 
classified, except for those in London, Paris and Washington. These posts work 
with Citizenship and Immigration Canada to process immigration requests. They 
also exchange security intelligence information, provide advice to senior staff of 
the Canadian Mission or Embassy, and liaise with foreign security and intelligence 


agencies with whom the Service has approved arrangements. 


Methodology 

SIRC examined how the Service managed its relationships at the post as well as all 
information exchanges with relevant foreign security and intelligence agencies. 
SIRC also inquired into the management of CSIS staff at the post, visits to and 
from the region, and examined the assessments of those agencies with whom 
the SLO cooperates, a profile of the post itself, and all CSIS studies or reports 
pertaining to the countries which fall under the post’s areas of responsibility. 
In particular, SIRC evaluated the impact of the immigration security screening 


workload on other SLO functions. 


Findings 

SIRC found that the post was managed effectively and that its operations were in 
accordance with the CS/S Act, Ministerial Direction, and operational policy and 
guidelines. Staff at the post completed and submitted immigration tracking forms 
on a regular basis, and submitted all required contact and visit forms. The post 
provided timely and relevant information and advice concerning visits to CSIS 
Headquarters by foreign representatives. Appropriate approvals were sought and 
obtained regarding all visits. CSIS’s assessments of agencies with which the Service 
cooperates were, for the most part, completed accurately and submitted in a timely 
manner, and a new Section 17 arrangement with an organization in the region was 


established in accordance with Ministerial Direction and operational policy. 


! SLOSs have since been renamed Foreign Officers, as part of a corporate reorganization of CSIS. See Section 2 
for details. 
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All foreign exchanges included the appropriate caveats in accordance with opera- 
tional policy—specifically, the Service ensured that all information shared with 
foreign partners was identified as having originated from CSIS, and included 
restrictions on how it could be used. Finally, SIRC confirmed that the post 
complied with a CSIS directive not to provide information to or cooperate with a 
specific foreign intelligence organization during the period under review because 


of concerns about that agency’s reliability. 
There were no recommendations arising from this review. 


Review of activities and investigations 
in a CSIS regional office 


Review 2006-02 


Background 

SIRC regularly reviews, on a rotating basis, the activities and investigations of 
CSIS in each region of Canada. These regional reviews provide insight into how 
investigations authorized by CSIS Headquarters are implemented in the field. 
They also help SIRC gain a better understanding of the priorities and challenges 


of individual regional offices. 


This year, SIRC chose to review CSIS’s smallest regional office, which, despite its 


size, has full operational and administrative capabilities. 


Methodology 
For the period September 1, 2004 to August 31, 2005, SIRC assessed the 
activities of this regional office with reference to the CS/S Act, Ministerial 


Direction and operational policies. SIRC examined the regional offices: 


targeting approval process and investigation of targets; 

* acquisition and execution of warrant powers, along with special operations; 

* recruitment, development and tasking of human sources; 

* cooperation, liaison and exchanges of information with domestic partners; and 


* internal security measures and procedures. 


Findings 

SIRC found that the operations of the CSIS regional office were in full accord 
with all applicable laws, directions and policies. CSIS had reasonable grounds to 
suspect that the targets of authorized investigations in this region posed a threat 


to the security of Canada, and the intrusiveness of the techniques used was 
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proportionate to the suspected threat. The information collected by CSIS was 
strictly necessary to fulfill its mandate. SIRC was pleased to observe that regional 


staff are responding to emerging threats in a timely and professional manner. 


The regional office met all requirements of the Federal Court of Canada in 
applying for and executing warrant powers in specific investigations. Further, the 
Service acted appropriately and within the law in its management of human 
sources. There were a few administrative errors noted in certain human source 
files, but SIRC considered these minor and they did not affect the Services 


investigations. 

SIRC found no issues of concern regarding the regional office’s cooperation 
and exchange of information with domestic partners, or with the application of 
security policies, practices and procedures. 


There were no recommendations arising from this review. 


Review of a counter-terrorism investigation 


Review 2006-03 


Background 

The focus of this review was a nation-wide CSIS investigation of two Middle 
East-based organizations listed as terrorist entities under the Criminal Code of 
Canada. The Service’s aim was to discover whether there was any formal presence 
of these terrorist groups in Canada, to identify Canadian-based support networks 
and to identify persons or groups of persons in Canada who were associated with 


these Middle Eastern organizations. 


Although this was a relatively long-running investigation, there were never more 
than ten approved targets during the review period of September 1, 2002 to 
November 30, 2005. By the end of 2005, CSIS had not identified any formal 
organized presence of these groups in Canada, but the Service had initiated several 
new investigations of individuals believed to be either linked to, or acting on 


behalf of the organizations under investigation. 


Methodology 

This was the first time that SIRC had examined this particular investigation. 
SIRC analysed documentation pertaining to: the targeting of individuals suspected 
of engaging in threat-related activities; the management of human sources against 
authorized targets; and all exchanges of information with domestic and 


foreign organizations. 
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Findings 

The Service’s identification and investigation of targets were found to be in 
full accord with the CS/S Act as well as applicable Ministerial Direction and 
operational policies. In each investigation, CSIS had reasonable grounds to suspect 
a threat, and the targeting authorities were proportionate to the seriousness of the 
threats. CSIS investigators collected only information that was strictly necessary to 


the investigation. 


SIRC noted that the investigation suffered from a lack of resources throughout the 
review period, and that administrative responsibility for this file shifted repeatedly 
among CSIS operational desks. This had adverse consequences on the 
management of information and, to some degree, on the management of human 
sources. However, generally speaking, SIRC found CSIS to be in compliance with 


operational policies in the handling of its human sources. 


Section 2 of the CS/S Act prohibits the investigation of individuals involved in 
lawful advocacy, protest or dissent (LAPD), unless such activities are carried out in 
conjunction with threats to the security of Canada. Operational policy therefore 
requires that investigations which come into contact with LAPD receive special, 


high-level authorization. 


SIRC noted one case where policy requirements were not met. The Service was 
investigating several members of a Canadian-based community centre because it 
believed these individuals were engaged in threat-related activities unrelated to the 
centres LAPD endeavours. SIRC’s review confirmed that the Service’s investiga- 
tion was not focussed on these LAPD activities. Nonetheless, operational policy 
requires senior-level authorization because of the individuals’ involvement 
in LAPD activities. SIRC found that CSIS investigators failed to obtain the 
appropriate senior-level authorization in this case, and reminded the Service of 


their obligation to do so. 


The Service’s exchanges of information with domestic and international partners 
were appropriate, although a difficult working relationship with one foreign 
agency did affect CSIS’s investigations during the review period. SIRC also saw 
one case where ineffective coordination between CSIS and the RCMP resulted in 
CSIS losing track of an individual for several months. The RCMP and CSIS had 
exchanged information irregularly on this person. As a consequence of the RCMP’s 
decision to downgrade its investigation, CSIS no longer had accurate information 
regarding the individual’s whereabouts. CSIS could not locate the individual in the 
ensuing five months, until it learned that the individual was no longer in the 


country, whereupon CSIS terminated its investigation. 
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Finally, SIRC reviewed a case of a Canadian citizen detained by a foreign country 
for suspected involvement in terrorist activity. Media reports alleged that the 
individual had been mistreated while in detention. SIRC concluded that the 
Service had conducted an effective and appropriate investigation of the terrorism 
allegations and of the alleged mistreatment of the detainee. It also found that CSIS 
upheld its responsibility to the Department of Foreign Affairs and International 
Trade (DFAIT)—the lead agency responsible for this case. 


There were no recommendations arising from this review. 


Review of a Section 16 activity 
Review 2006-04 


Background 

Under the provisions of Section 16 of the CSS Act, either the Minister of National 
Defence or the Minister of Foreign Affairs may request, in writing, the assistance 
of the Service in collecting foreign intelligence within Canada. Foreign intelligence 
is defined as information or intelligence relating to the capabilities, intentions or 
activities of any foreign individual, state, organization or terrorist group as they 


relate to international affairs, defence or security. 


If che Minister of Public Safety agrees with the request, it is passed to the Director 
of the Service, along with written concurrence and direction. CSIS may retain 
in its Section 12 database any foreign intelligence it collects only if it aids 


investigations falling under Section 12 of the CS/S Act. 


The Act specifically prohibits any Section 16 collection being directed at Canadian 
citizens, landed immigrants or Canadian corporations. In the event that CSIS 
chooses not to retain Section 16 information for a Section 12 investigation, SIRC’s 


jurisdiction ends once the material has been provided to the requesting minister. 


A 1987 Tri-Ministerial Agreement establishes the roles and responsibilities of all 
parties involved in Section 16 collection. One such party is the Communications 
Security Establishment (CSE), which provides technical assistance in the 


collection of foreign intelligence. 


Section 16 information which CSE provides to the Service is routinely 
“minimized” to comply with various directions governing the prohibition against 
targeting Canadian nationals and Canadian businesses. Thus, the name of a 


Canadian person or entity, collected incidentally, would be reported to the Service 
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using language such as “a Canadian person” or “a Canadian company.” Under 
specific circumstances defined in policy, the Service may request identification 
from CSE if it can demonstrate that the information relates to activities that could 


constitute a threat to the security of Canada as defined in Section 2 of the CS/S Act. 


Methodology 
SIRC examined CSIS Section 16 collection on a foreign country (“Country A”)— 
assessing that activity against the CS/S Act, Ministerial Direction and, in particular, 


the 1987 Tri-Ministerial Agreement. Specifically, SIRC reviewed the following: 


all Section 16 reporting to and feedback from DFAIT in 2005; 

+ the application for and use of Section 16 warrant powers and handling of 
associated documents; 

+ the management of human sources who provided both threat-related 
information and foreign intelligence; and 

¢ the authorization for a corresponding investigation of threat-related activities, 


as well as all exchanges of information with DFAIT based on this threat. 


SIRC staff also received a briefing from CSIS and spoke informally to other Service 


employees. 


Findings 

CSIS’s foreign intelligence collection against Country A met the requirements of 
the CS/S Act, in that it did not involve any targeting of Canadians or Canadian 
organizations. The application for and use of Section 16 warrant powers, and the 
management of the human sources reviewed, were also appropriate and in accor- 


dance with legal and policy requirements. 


The CS/S Act restricts Section 16 collection to “within Canada.” This means that 
CSIS cannot task human sources to collect Section 16 information abroad. 
Although some sources undertook travel abroad, CSIS did not task these human 
sources to collect Section 16 information while they were outside of Canada. 
CSIS did, however, have the authority to task these human sources to collect 
information abroad under a Section 12 investigation of the threat-related activities 
of Country A. Some of that information proved to be valuable in meeting DFAIT’s 


Section 16 requirements. 


There were no recommendations arising from this review. 
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Review of a counter-terrorism investigation 
Review 2006-05 


Background 

Known for its support of al Qaida, this foreign-based group was among the first to 
be placed on Canada’s List of Terrorist Entities. This was SIRC’s first review of 
a Service investigation into suspected threat-related activity in Canada by this 
foreign-based group. It afforded SIRC the opportunity to look into a particular 


investigative technique occasionally employed by CSIS. 


Methodology 

SIRC reviewed the Service’s investigation from January 1, 2003 to December 31, 
2005. The objective of this review was to gain an understanding of this 
investigation and its challenges, and to assess the Service’s compliance with the 


CSIS Act, Ministerial Direction and operational policies. 
Specifically, SIRC reviewed the: 


* investigation and the targeting approvals of suspected group members; 

¢ implementation and execution of Federal Court warrant powers against 
the principal targets; 

* management of human sources, including those under development; 

* advice to government and domestic exchanges of information; and 


* exchanges of information and cooperation with foreign intelligence agencies. 


In addition, SIRC received two briefings—an overview of the Services 
investigation, plus a meeting with the lead CSIS investigator to discuss the 


Service’s interaction with the principal targets. 


Findings 

Overall, SIRC found that the Service complied with the CS/S Act, as well as 
Ministerial Direction and operational policies in its investigation of the targets. 
The information collected by CSIS did not indicate that the group’s members were 
involved in terrorist activities while in Canada, and CSIS therefore concluded that 
they were not an active, operational terrorist cell within Canada. SIRC agreed with 
CSIS’s assessment that it had reasonable grounds to suspect that the activities of 


the principal targets posed a potential threat to the security of Canada. 


There were no recommendations arising from this review. 


SIRC Annual Report 2006-2007 


44 Section 1: A year in review 2006-07 
a a a ee 


Review of CSIS’s collaboration and exchanges 
of intelligence post-9/11 


Review 2006-06 


Background 

This review was prompted in part by changes in CSIS’s relationships with 
foreign and domestic partners post-9/11. CSIS is exchanging greater amounts of 
information with its foreign partners, and with a greater number of foreign 
partners than in the past. Domestically, the RCMP’s role in investigating security 
threats has grown following the passage of the Anti-Terrorism Act, which 
criminalized actions affecting the national security of Canada. As a result, there is 


increasing pressure on CSIS to provide support for RCMP prosecutions. 


Methodology 

This review examined CSIS’s relationship with one of its foreign partners 
and with the RCMP. The objective was to assess compliance with the 
CSIS Act, Ministerial Direction, Memoranda of Understanding (MOU) and 
operational policies, and to review generally CSIS’s performance in the context 


of its relationship with the RCMP. 


To that end, SIRC examined all exchanges of information with the RCMP, all 
files pertaining to the CSIS-RCMP relationship at headquarters and in two 
regional offices, and all documents pertaining to CSIS’s relationship with two 
Integrated National Security Enforcement Teams for the 2005 calendar year.’ 
SIRC also examined CSIS’s targeting of two individuals between January 1 and 
July 31, 2005. 


Concerning the foreign agency, SIRC reviewed all exchanges of information 
between 2001 and 2005, CSIS’s 2001 and 2006 assessments of the agency, and all 


files pertaining to its relationship with the agency for the 2005 calendar year. 


2 More information on the Integrated National Security Enforcement Teams program is available in Section 2 
of SIRC’s 2002-03 Annual Report. 
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Findings 

CSIS’s exchanges of information with the foreign agency were within the scope of 
the foreign arrangement and complied with the CS/S Act, Ministerial Direction 
and relevant operational policies. SIRC had some concerns about internal 
mis-communication, as some CSIS officers did not know the status of CSIS’s 
relationship with the foreign agency during the 2002-04 period. This resulted in 
the SLO receiving incorrect tasking. There was, however, no improper exchange 


of information. 


CSIS’s exchanges of information with the RCMP were authorized under the CS/S 
Act and in accordance with Ministerial Direction and relevant operational policies. 
Looking more generally at the CSIS-RCMP relationship, SIRC noted a spirit of 
goodwill between the two organizations, as reflected in the new MOU—signed on 
September 12, 2006—and other initiatives. This new MOU replaces the original 


one signed in 1990, which had become obsolete. 


However, certain challenges remain. SIRC identified two instances that appeared 
to cause significant friction between CSIS and the RCMP in 2005. The first was 
an attempted RCMP prosecution using CSIS information. The second concerned 
the activities of a CSIS human source, which complicated an RCMP investigation 
for the purposes of criminal prosecution. SIRC notes, however, that there have 
been positive developments in the CSIS-RCMP relationship in that region 
since 2005. 


SIRC has already noted that the mechanism for exchanging information—in 
particular, the requirement that the RCMP seek and receive CSIS’s explicit 
permission before using CSIS information in judicial proceedings—was “brought 
into question”’ by the 1991 Supreme Court decision, À. v. Stinchcombe, requiring 
the Crown to disclose all relevant information to defence counsel. In 2007, CSIS 
and the RCMP established a working group to review and improve the process for 


using security intelligence in criminal prosecutions of national security offences. 


There were no recommendations arising from this review. 


3 Report 101, CSIS Cooperation with the Royal Canadian Mounted Police, Part 1 as reported in Section 1 of 
SIRC’s 1997-98 Annual Report. 
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Review of security screening outside 
of the federal government 


Review 2006-07 


Section 13 of the CS/S Act enables the Service to provide security assessments to 
federal and provincial governments, as well as police forces and foreign entities. 
The goal of the Security Screening program is twofold: to prevent a non-Canadian 
who poses a security concern or risk from entering or receiving status in Canada, 
and to prevent anyone of security concern from gaining authorized access to 


sensitive government assets, locations or information.‘ 
CSIS security assessments fall into two main program categories: 


1. Immigration, whereby the Service provides security assessments to Citizenship 
and Immigration Canada and the Canada Border Services Agency to support 
the processing of refugee claims or applications for immigration or 
citizenship; and 

2. Government Security Screening, whereby the Service: 

* provides security assessments to all federal departments and institutions, 
with the exception of the RCMP; 

* complies with requests from foreign agencies (via arrangements with other 
countries) concerning Canadians who are candidates for employment 
in a foreign country and require access to classified material; and 

* provides security assessments for non-clearance related programs such 
as: nuclear sites, the Parliamentary Precinct, provincial governments, 
sites of interest in respect to national security (e.g., airports and ports) and 


other programs. 


It should be noted that some programs fall under the Government Security Policy 
while others, such as the Airport Restricted Access Clearance Program and the 


Pree and Secure Trade program, are performed under different authorities 


and thresholds. 


This review focused on assessments for non-clearance related programs. 


* For more information on CSIS's Security Screening activities, please see Section 2 of this Annual Report. 
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Methodology 

SIRC assessed CSIS’s compliance with the CS/S Act, Ministerial Direction, 
operational policies, the Government Security Policy and relevant Memoranda of 
Understanding between the Service and its clients. SIRC conducted an in-depth 
review of a six-month sample of cases and a detailed analysis of all Information 


Briefs’ issued during the review period (there were no denial briefs issued during 
the review period of April 1, 2004 to March 31, 2006). 


Findings 

SIRC found considerable variance in the uniformity of Information Briefs, and a 
lack of consistency in the recording and transcribing of interviews conducted for 
use within these briefs.° SIRC was pleased to note that the Service only conducted 
screening checks for foreign agencies where an approved arrangement was in place, 
and that no recommendations were made, as per policy, to foreign entities. Finally, 
the Service complied with Ministerial Direction in keeping security screening 
information segregated from the Service’s other information holdings because of its 


sensitivity for the individuals undergoing assessment. 


Recommendations 


SIRC made two recommendations arising from this review: 


¢ SIRC observed a lack of differentiation in Information Briefs between varying 
degrees of risk posed by security screening subjects. For example, the Service 
assessments of a subject’s links with individuals known or thought to be threats 
to national security were supported in some cases by what SIRC considered to be 
less compelling information than in others. In another example, although some 
security screening subjects were offered the opportunity to address security 
issues in an interview with Security Screening Branch, others were not. SIRC 
found it problematic that no gradation exists within Information Briefs to 
address varying degrees of risk of screening applicants, and that these briefs were 
neither uniform nor consistent as required by policy. SIRC consequently recom- 
mended that the Service create policy to address this issue. 

¢ SIRC noted that midway through the review period, the Service abandoned the 
practice of retaining written consent forms for security assessments conducted 
for a foreign agency, making it impossible to determine that consent had, in fact, 


been sought and obtained. SIRC recommended that in cases where the Service 


Information Briefs are issued by CSIS in government screening cases when CSIS uncovers information 
which may be of concern. They are provided to the requesting agency which then decides whether or not 
to grant an applicant a security clearance or site access. 


® The Service has since changed the policy dealing with interviews. 
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cannot access written consent forms after the fact (i.e., foreign agencies), these 


forms be obtained for all security assessments. 


Review 2006-08 


Note: 
Review 2006-08 had not been finalized at the time this annual report went to 


print. A summary of this review will appear in SIRC’s 2007-08 annual report. 


Review of the CSIS Counter Espionage 
Investigations desk 


Review 2006-09 


Background 

Since 9/11, western intelligence agencies have increasingly shifted their attention 
and resources to counter-terrorism investigations. But there remain other security 
threats that need to be addressed. In 2006, CSIS and other federal authorities were 
involved in the arrest and deportation of a Russian spy who had been living in 
Canada for several years under a false identity. The case serves as a reminder that 


Canada remains a target of foreign espionage. 


This was acknowledged by CSIS Director Jim Judd in an October 2006 address 
to the annual Canadian Association for Security and Intelligence Studies confer- 
ence. He noted that “foreign espionage is, if anything, growing and in fact 


becoming even more sophisticated through the application of new technologies.” 


One of the ways the Service combats this threat is through its Counter Espionage 
Investigations desk. It was formed in 2002 to compartmentalize sensitive counter- 
espionage investigations which could lead to the prosecution of individuals 
who knowingly provide sensitive information or assets to hostile intelligence 


services or foreign governments in a manner detrimental to Canadian interests. 
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Methodology 

SIRC’s review examined the activities carried out by the Counter Espionage 
Investigations desk to assess compliance with the CS/S Act, Ministerial Direction 
and operational policies. It also explored how the Service investigates and supports 
the prosecution of counter-espionage offences through information sharing with 


law enforcement agencies. 


SIRC chose two investigations for in-depth review. For each, SIRC examined 
targeting decisions, investigative activities, operational reporting, as well as 
cooperation and exchanges of information with domestic and foreign partners. 
Because of the sensitivity of these cases, SIRC is prevented from offering any 


further details in this report. 


Findings 
SIRC found that CSIS complied with the CS/S Act, Ministerial Direction 


and operational policies in carrying out counter-espionage investigations. 


In the first investigation, SIRC found that close cooperation between CSIS and its 
domestic and foreign counterparts allowed a “serious security issue” to be resolved 


in a timely and efficient manner. 
In the second investigation, SIRC found that CSIS’s disclosure of information 
allowed the RCMP to take action against an individual engaged in 


unlawful activities. 


There were no recommendations arising from this review. 
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B. Section 54 Report 


Section 54 of the CS/S Act entitles SIRC to provide the Minister of Public Safety 
with a special report on any matter relating to the performance of CSIS’s duties 
and functions. SIRC determined that the events involving Mohammed Mansour 
Jabarah, as well as concerns raised by the Canadian Civil Liberties Association, 


were of sufficient importance to warrant a report of this nature. 


In April 2005, the then-Minister of Public Safety wrote to the Canadian Civil 
Liberties Association to assure them that CSIS’s actions in this investigation were 
“appropriate and in accordance with its mandate.” The Committee does not know 
on what advice the Minister based her response, but SIRC’s analysis suggests 
that Section 12 of the CS/S Act would not have authorized all aspects of the 
investigation. This serves as a reminder of the importance of Ministers receiving 


accurate and comprehensive advice on such sensitive matters. 


Review of the case of Mohammed 
Mansour Jabarah 


Review 2005-05 


Background 

Mohammed Mansour Jabarah, a Canadian citizen, is an admitted al Qaida 
member and leader of a terrorist cell that planned to bomb the American and 
Israeli embassies in Singapore and Manila. If successful, the result could have been 
catastrophic. However, when the plan was thwarted he fled and was apprehended 
in Oman in March 2002. On short notice, CSIS officials travelled to Oman and 
unexpectedly found themselves having to arrange for Jabarah to return to Canada. 


CSIS paid for his ticket. 


This investigation was unusual, if not unique, on several levels. In the post-9/11 
environment, Canada was working hard to learn as much as possible about the 
threat from al Qaida, and to demonstrate its reliability as a close ally of the United 


States in the fight against terrorism. 
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Nevertheless, despite Jabarah’s admissions, he could not be charged under the 
Criminal Code, since all of his terrorist activities pre-dated Canada’s Anti-Terrorism 
Act. CSIS engaged in consultations with Jabarah which led him to sign an 
agreement to facilitate his entry into the U.S. In May 2002, he was transported 
there with the assistance of CSIS and subsequently pleaded guilty to a number 
of terrorism-related offences. At the time SIRC’s review was finalized, Jabarah had 


still not been sentenced and he remains incarcerated. 


SIRC decided to name this individual in its Annual Report, given that so much 
information about this case is already in the public domain. On August 14, 2007, 
the Privacy Commissioner was informed of SIRC’s decision. This was done under 
paragraph 8(2)(m) of the Privacy Act which permits the disclosure of personal 
information when “the public interest in the disclosure clearly outweighs any 


invasion of privacy.” 


Methodology 

SIRC reviewed this investigation against CSIS operational policy and procedures, 
Ministerial Direction and applicable Canadian law, including the CS/S Act and 
the Charter of Rights and Freedoms. SIRC was also mindful of two facts: that 
Jabarah is a Canadian citizen, and that Canadian officials must act in accordance 


with the law. 


SIRC examined classified, electronic and hard copy documentation concerning: 
CSIS’s role during Jabarah’s time in Oman and during his accompanied travel from 
Oman to Canada; after his return to Canada; and his transfer to American custody. 
The Committee also reviewed unclassified, open source material (a book, letters, 
media reports, etc.). In addition, SIRC received a general briefing from CSIS and 
an extensive briefing from the investigators assigned to this case. SIRC also 
obtained legal advice from the Honourable Gérard LaForest, C.C., Q.C., a former 
member of the Supreme Court of Canada who is a recognized expert on 


the Charter. 


Because of the nature and gravity of the issues raised by its review, the Committee 
decided to submit its findings and recommendations directly to the Minister 


of Public Safety, under Section 54 of the CS/S Act. 
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Findings 

This review highlights a much wider debate occurring in most western 
democracies. In a November 2004 speech, Mr. Justice Ian Binnie of the Supreme 
Court of Canada characterized the competing demands of national security and 


human rights as a “clash of titans.” 


In reviewing this case, SIRC acknowledges that the context for these events, soon 
after 9/11, was such that the protection of Canada and cooperation with Canada’s 
close allies were priorities across the security and intelligence community. SIRC 
was also told that CSIS believed that Jabarah had consented freely and voluntarily 


to cooperate with CSIS and to relinquish his liberty to a foreign jurisdiction. 


Nevertheless, the Committee approached this study with the knowledge that 
Section 32 of the Charter applies to the actions of CSIS. Ministerial Direction 
further reinforces the requirement for CSIS to comply with the Charter. Because 
of events that occurred while Jabarah was in Canada and because CSIS helped to 
arrange his transportation to the U.S. on a Canadian government-owned aircraft, 
SIRC sought assurance that CSIS had exercised due diligence to ensure its 


actions were in accordance with Canadian law. 


SIRC’s review raised questions regarding CSIS’s contention that Jabarah’s decisions 
were made freely and voluntarily. SIRC concurs with LaForest that several of the 
circumstances surrounding this case would lead a court to scrutinize meticulously 
the actions of CSIS officials to determine whether Jabarah’s decisions were com- 
pletely voluntary. His decisions—made without the benefit of any independent 
legal advice—resulted in Jabarah’s self-incrimination and surrender to U.S. 
authorities. SIRC believes a court would also have considered other factors, 
including: his age; his emotional state; whether his fear of the alternatives 
influenced his return to Canada from Oman; the length of time he spent in the 
company of CSIS officials while in Canada; and the circumstances surrounding his 


decision to surrender himself to a foreign jurisdiction. 


SIRC was told by a CSIS investigator that Jabarah was not “read his rights” because 
CSIS is not a police service. This response—subsequently confirmed in writing 
by the Service—demonstrates a misunderstanding of the application of the Charter 


to government representatives carrying out their official duties. 


RP RP PP PE 


SIRC Annual Report 2006-2007 


Section 1: A year in review 2006-07 21 
LS SS 


Jabarah could not be prosecuted for any crime in Canada, since his terrorist 
activities pre-dated Canada’s Anti-Terrorism Act. Neither CSIS nor the police had 
any right to detain him. Based on these and other circumstances, the Committee 
concluded that Jabarah was “arbitrarily detained” by CSIS in violation of Section 9 
of the Charter. Because he was detained, his right to silence as protected by 
Sections 7 and 11(c) was violated, as was his right to counsel under Section 10. 
Furthermore, his right to remain in Canada as protected by Section 6 of the 


Charter (mobility rights) was breached. 


Another Canadian agency informed CSIS that Jabarah could not be criminally 
charged, since the acts which he committed did not take place in Canada and were 
not crimes in Canada at that time. However, CSIS knew that Jabarah could be 
prosecuted in the U.S. During its review, SIRC became aware of actions 
undertaken by CSIS (which remain classified) that materially assisted U.S. law 
enforcement officials. For that reason, SIRC believes that CSIS could not be 
independent with respect to any consultations that it carried out with Jabarah. 
Moreover, these actions led SIRC to conclude that CSIS strayed from its security 


intelligence mandate into the area of law enforcement. 


Finally, SIRC found that it was missing some documentation relevant to its review. 
SIRC saw references to meetings for which minutes were not kept, to interdepart- 
mental consultations for which there were no written records, and to operational 
email messages that had been deleted. SIRC was concerned by these gaps in the 
written record. It was especially troubled that an investigation of such importance 
and sensitivity—which had a direct impact on the indictment and prosecution of 
a Canadian by U.S. authorities—could be conducted by CSIS without requesting 


any formal legal advice from the Department of Justice. 


Recommendations 


SIRC made six recommendations stemming from this review: 


+ The 1987 Memorandum of Understanding (MOU) between CSIS and the 
Department of Foreign Affairs and International Trade (DFAIT) be updated 
to designate Foreign Affairs as the lead agency in cases involving Canadian citizens 
detained abroad. The MOU should also reflect the protocol recommended by 
Mr. Justice O’Connor, namely, “timely and open consultation among Canadian 
agencies” involved with Canadians detained abroad, “a coherent and unified 
approach” led by DFAIT and “accountability for the course of action adopted” 


in such cases. 
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+ CSIS amend its policies so that emails are automatically retained unless there 
is a conscious decision to delete them. 

+ The Service clearly communicate to its employees what would constitute 
“recorded information,” as distinct from “transitory records,” and should 
therefore be filed and retained under applicable federal legislation. 

+ Whenever possible, CSIS keep written records of its interdepartmental 
consultations, including but not limited to its formal and informal 
consultations with DFAIT and the Department of Justice. 

+ CSIS ensure that the storage, retention and retrieval of all operational 
information under its control, including email messages, is in accordance with 
applicable federal legislation, including the CS/S, Privacy, Access to Information 
and Library and Archives of Canada Acts. 

+ CSIS request and obtain written advice from the Department of Justice in 
operations where an individual is questioned in circumstances which may give 
rise to a detention, in order to ensure that the individual’s Charter rights are 
respected, and in all occasions when it is unclear whether the Services activity 


falls within its statutory mandate under Section 12 of the CSZS Act. 


Conclusion 

Jabarah is a terrorist but also a Canadian citizen, and no matter how despicable 
his actions, the Charter conferred on him certain fundamental rights. SIRC’s 
mission is to protect Canadians’ rights by ensuring that CSIS acts within the 
law. Therefore, the Service must comply with the Charter in carrying out 
its investigations as mandated by the CS/S Act, no matter what unexpected 


circumstances may arise. 
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C. Investigation of complaints 


HOW SIRC INVESTIGATES COMPLAINTS 

In addition to its review function, SIRC is responsible for investigating complaints 
about CSIS. Almost all complaint cases begin as inquiries to SIRC—either in 
writing, in person or by phone. SIRC staff respond promptly to such inquiries, 
usually instructing the prospective complainant about what the CS/S Act requires 


for a concern to become a formal complaint. 


Once a written complaint is received, SIRC conducts an initial review. Where a 
complaint does not meet certain statutory requirements, SIRC declines 
jurisdiction and the complaint is not investigated. If jurisdiction is established, 
complaints are investigated through a quasi-judicial hearing presided over by one 


or more Committee members, assisted by staff. 


In investigating complaints, SIRC has all of the powers of a superior court, and has 


access to all information in the possession of CSIS, except for Cabinet confidences. 


A complainant has the right to be represented by counsel and to make 
representations at the hearing. Pre-hearings may be conducted to establish and 
agree on procedures with the complainant and/or the complainant’s counsel. 
SIRC’s Senior Counsel provides legal advice on procedural and substantive 
matters, and will also cross-examine Service witnesses when, for national security 


reasons, evidence must be heard without the complainant being present. 


Types of complaints 


Four kinds of matters may be investigated by SIRC: 


¢ Complaints lodged by persons “with respect to any act or thing 
done by the Service” (Section 41); 


¢ Complaints concerning denials of security clearances to government 
employees or contractors (Section 42); 


e Referrals from the Canadian Human Rights Commission of 
allegations made to it; and 


e Minister’s reports in regards to the Citizenship Act. 


SIRC Annual Report 2006-2007 


24 Section 1: A year in review 2006-07 
EE me EE 


The types of complaints that SIRC investigates are described in the CS/S Act and 


take several forms. 


Under Section 41 of the CSIS Act, SIRC can investigate “any act or thing” 
done by the Service. Under Section 42, it can hear complaints about denials of 
security clearances to federal government employees and contractors. Section 42 
does not permit SIRC to accept jurisdiction to hear complaints concerning less 
intrusive background screening or reliability checks, which are conducted simply 
to determine the trustworthiness or suitability of a potential federal employee. 
These complaints are addressed through an organization’s designated grievance 


procedure. 


Pursuant to Section 42 of the CSIS Act, individuals who have been denied a 
security clearance must be informed of this action by the Deputy Head of 
the organization. These individuals have the right to make a complaint to SIRC, 
and where appropriate, it will investigate and report its findings and any 
recommendations to the Minister, the Director of CSIS, the Deputy Head 


concerned and the complainant. 


Should the Canadian Human Rights Commission receive a written notice from a 
Minister of the Crown about a complaint that relates to the security of Canada, 
the Commission may refer the matter to SIRC. Upon receipt of such a referral, 
SIRC carries out an investigation and reports its findings to the Commission, 
the Director of CSIS, the Minister of Public Safety, the Minister of the department 
concerned and the complainant. SIRC also has the authority to conduct 


investigations into matters referred to SIRC pursuant to the Citizenship Act. 


When SIRC’s investigation of a complaint made under Section 41 is concluded, it 
provides the Director of CSIS, the Minister of Public Safety and the complainant 
with a report of its findings and recommendations.’ Summaries of these reports, 
edited to protect national security and the privacy of complainants, are also 


included in SIRC’s annual report to Parliament. 


Table 1 provides the status of all complaints directed to SIRC over the past three 
fiscal years, including complaints that were misdirected to SIRC, deemed to 
be outside SIRC’s jurisdiction or investigated and resolved without a hearing 


(i.e., administrative review). 


7 The complainant receives a declassified version of the report. 
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How SIRC determines jurisdiction of a complaint... 


Under Section 41 


Under Section 41 of the CS/S Act, 
SIRC shall investigate complaints made 
by “any person” with respect to “any 
act or thing done by the Service.” 
Before SIRC _ investigates, two 
conditions must be met: 


1. The complainant must first have 
complained in writing to the Director 
of CSIS and not have received 
a response within a reasonable 
period of time (approximately 30 
days), or the complainant must be 
dissatisfied with the response; and 


2. SIRC must be satisfied that the 


complaint is not trivial, frivolous, 
vexatious or made in bad faith. 


SIRC cannot investigate a complaint 
that can otherwise be addressed under 
existing grievance procedures of the 
CSIS Act or the Public Service Labour 
Relations Act. 


...under Section 42 


With respect to security clearances, 
Section 42 of the CS/S Act says SIRC 
shall investigate complaints from: 


1. Any person refused _ federal 
employment because of the denial 
of a security clearance; 


2. Any federal employee who is 


dismissed, demoted, transferred 
or denied a transfer or promotion 
for the same reason; and 


3. Anyone refused a contract to 


supply goods or services to the 
government for the same reason. 


These types of complaints must be 
filed within 80 days of the denial of the 
security clearance. SIRC may extend 
this period if valid reasons are 
presented. 
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D. SIRC complaint decisions 2006-07 


The following are summaries of the five reports issued by SIRC during the period 


under review, in response to complaints filed. 


Alleged discrimination in an immigration 
process 


Report 2006-01 


SIRC reported a decision concerning a complaint that was referred to SIRC by the 
Canadian Human Rights Commission under Section 45 of the Canadian Human 
Rights Act (CHRA). The complainant in the case alleged discrimination in 
contravention of the CHRA after being denied a “security clearance”. Since this 
security assessment was required for the complainant’s immigration process, 
the allegation was that the complainant was prevented from becoming a Canadian 


citizen because of the denial of the clearance. 


The complaint specifically alleged: a delay by CSIS in processing the complainant’s 
security assessment which formed the basis of the advice to the Minister of 
Citizenship and Immigration provided under Section 14 of the CS/S Act; 
accusations made against the complainant by CSIS during an interview with 
the complainant; and poor treatment by the Service during an administered 


polygraph examination. 


SIRC concluded there was no evidence to support the allegations concerning the 
Service’s delay in processing the security assessment, or in the manner in which the 
citizenship interview and polygraph examination were conducted. SIRC found 
that the Service did not proceed with its investigation with intent to treat the 
complainant adversely because of his national or ethnic origin. Rather the Service 
investigated security concerns associated with the complainant’s application for 


Canadian citizenship. 


Recommendation 
+ SIRC recommended that the Canadian Human Rights Commission not 


investigate this complaint. 


8 The original complaint used the term “security clearance.” It should be noted that CSIS provides security 
assessments which form the basis of a clearance issued by the Minister of Citizenship and Immigration. 
CSIS itself does not issue clearances in these cases. For more information on the security screening process, 


see Section 2 of this Annual Report. 


5 


SIRC Annual Report 2006-2007 


28 Section 1: A year in review 2006-07 
ae ee 


Alleged actions by CSIS during a citizenship 
interview 


Report 2006-02 


SIRC reported a decision concerning a complaint pursuant to Section 41 of the 


CSIS Act dealing with the alleged actions of CSIS during a citizenship interview. 


SIRC found that CSIS failed to provide the complainant with proper notice before 
it conducted the citizenship interview. SIRC found that although CSIS’s report to 
Citizenship and Immigration Canada contained some errors, the report adequately 


reflected the content of the complainant's citizenship interview. 


Recommendation 

+ SIRC recommended that CSIS implement a procedure to verify that 
individuals about to be interviewed by CSIS for citizenship or immigration 
interviews be given adequate written notice by Citizenship and Immigration 


Canada that CSIS intends to interview them.’ 


Revocation of a security clearance 


Report 2006-03 


SIRC reported a decision on a complaint pursuant to Section 42 of the CS/S Act, 
concerning the revocation of a security clearance of a CSIS employee, which 


ultimately led to the employee’s dismissal. 


The complainant held a Top Secret security clearance. According to the 
Government Security Policy, a Top Secret security clearance may not be granted 
where there are reasonable grounds to doubt the applicant’s loyalty to Canada or 


reliability as it relates to loyalty. 
SIRC concluded there were reasonable grounds to believe the complainant: 
¢ May have knowingly associated with individuals considered to be a security threat; 


¢ Failed to report to CSIS self-admitted suspicions about those individuals 


activities; and 


SIRC has since been informed by CSIS that CIC is now notifying immigration interviewees about whether 
or not their interview will be conducted by the Service. 
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¢ May have disclosed classified information, which was a breach of security. 


SIRC concluded the Director had reasonable grounds to revoke the complainant's 


security clearance. 


Recommendations 
SIRC recommended that CSIS: 


+ Create and implement a policy requiring that its employees be informed of their 
right to legal representation and be given an opportunity to consult with a legal 
representative before and while an interview is conducted for the purposes 
of either a breach of security or a breach of conduct investigation; 

+ Create a roster of lawyers from the private sector who have a Top Secret 
clearance whom CSIS employees may retain; 

+ Create and implement a policy by which its investigators must declare a conflict 
of interest when an individual seeks their opinion about the retention of legal 
counsel; 

+ Create and implement a policy requiring that its employees input relevant 
information in a timely manner; 

¢ Amend its policy dealing with the destruction of investigative materials— 
including audio cassettes and notes—concerning a breach of security 
investigation or a disciplinary investigation; 

¢ Remind its employees that SIRC has the statutory right to access all information 
under the control of CSIS—except for matters of Cabinet confidence—includ- 
ing audio cassettes, handwritten notes and email messages, and that care should 
be taken to not destroy information that could have an impact on SIRC’s 
ability to exercise its right to access such information; and 

¢ Place greater emphasis on employees’ obligations with respect to the protection 


of classified information in its orientation course and other security briefings. 


Alleged false statements 


Report 2006-04 


SIRC reported a decision on a complaint made pursuant to Section 41 of the CS/S 
Act by Human Concern International (HCI), alleging that the Service made a false 
statement to the Federal Court of Canada, via the Minister of Public Safety 
and the Minister of Citizenship and Immigration. It was further alleged that a 
document filed by both Ministers was based on CSIS information that the Service 


knew—or ought to have known—would impugn the character, reputation and 
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standing of the complainant. Furthermore, HCI maintained that not being party 
to the court proceedings meant there was no formal opportunity to challenge a 


statement by the Service that was later published in two Canadian newspapers. 


Upon receipt of this complaint, SIRC encouraged the two parties to seek an 
alternative resolution of this dispute. When these discussions failed, SIRC 
undertook its own investigation. It found that the Service had made an unsubstan- 
tiated allegation about the complainant in its advice to the Ministers of Public 
Safety and Citizenship and Immigration which was in turn presented to the 
Federal Court. As well, SIRC found that CSIS knew that reliance would be placed 
on its advice by both the Ministers of Public Safety and Citizenship and 
Immigration, as well as the Federal Court. For this reason, and since HCI was not 
given an opportunity to respond to the impugned statement, CSIS should have 
taken care to avoid making an unsubstantiated statement which could lead to 


injury or loss of support and funding. 


Recommendations 
SIRC recommended that: 


¢ CSIS formally retract this particular statement and that it do so by informing 
the Minister of Citizenship and Immigration, the Minister of Public Safety, the 
Federal Court of Canada and the publishers of two newspapers; and 


¢ CSIS apologize to HCI for having made an unsubstantiated statement. 


Alleged delay in processing a citizenship 
application 


Report 2006-05 


SIRC reported on another complaint made pursuant to Section 41 of the CS/S Act, 
which alleged that CSIS deliberately and improperly caused a delay in the 
processing of the complainant’s citizenship application. The complainant, 
a permanent resident of Canada, applied for Canadian citizenship and was the 
subject of a security screening interview conducted by the Service, as requested 


by Citizenship and Immigration Canada (CIC).' 


19 Section 14 of the CSIS Act allows the Service to advise any Minister of the Crown on matters relating to the 
security of Canada, or provide any Minister of the Crown with information relating to security matters or 


criminal activities. 
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In this case, CSIS explained to SIRC that the investigator’s delay in filing the 
report of the interview with the complainant had occurred partly due to workload 


issues in the aftermath of 9/11. 


SIRC’s authority under Section 41 of the CS/S Act does not extend to investigat- 
ing CIC. Therefore, it was unable to determine CIC’s role in any delay in the 


processing of the complainant's citizenship application. Regarding the Service's 


role, SIRC found that the Service: 


+ delayed in scheduling the interview between the complainant and the screening 
investigator; 

+ delayed in completing and filing the interview report; and 

* contributed to additional delays by recommending that CIC consult with 


another federal agency. 


SIRC determined, however, that these delays—although regrettable—were 


unforeseeable and found the complainant's allegations were unsupported. 
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CSIS accountability mechanisms 


A. Reporting requirements 


CSIS DIRECTOR’S ANNUAL REPORT (2005-06) 

Each year, the Director of CSIS must submit a classified report to the Minister of 
Public Safety, detailing the Service’s priorities and operational activities. The CS/S 
Act also requires that the Inspector General of CSIS examine this report and 
submit a certificate to the Minister, which attests to the extent to which she is 


satisfied with its contents. Finally, the Minister sends a copy of both documents to 


SIRC for its review, as required by Section 38(a) of the CS/S Act. 


According to the Director’s Annual Report, the central priorities of the Service are 
the assurance of public safety and safeguarding of key critical infrastructure. The 
Director noted that he supports appropriate lawful access legislation to enhance 
CSIS’s ability to meet these priorities. He believes such legislation would 
enhance intelligence-gathering capabilities and facilitate CSIS’s access to modern 


telecommunications networks. 


The investigation of terrorism and terrorist threats to Canada and Canadian 
interests abroad remain the Services highest operational priority, in particular the 
numerous threats posed by Islamist extremism. The Director emphasized that the 
threat from al Qaida was most acute overseas, and that many of the Service’s 
targets (including some Canadian citizens) are involved in international terrorist 


groups whose activities directly threaten Canadian interests internationally. 


The Service continued to expand its role in supporting Canadian forces abroad. 
In 2005-06, this included support for Canadian forces in Afghanistan, 
involvement in the mission to recover Canadian hostages in Iraq and assistance 
in the evacuation of Canadian citizens from Lebanon. The Director publicly 


acknowledged these activities in October 2006. 


In addition, the Director reported that CSIS had ongoing investigations into many 
domestic terrorist-related activities, including the threat of serious violence related 
to Native extremism, militant Quebec nationalism and white supremacist and 
environmental movements. For the second year, the Director emphasized the 
threat posed by al Qaida inspired, homegrown extremists within Canada such as 


the ongoing criminal proceedings against fifteen individuals living in Toronto. 
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The Director's report also noted that the Service continued to investigate attempts 
by foreign countries to conduct espionage, access proprietary technologies and 
proliferate weapons of mass destruction. Three countries were considered priorities 


in 2005-06, but many other countries were engaged in similar activities. 


The security screening statistics reported by the Director have already been 
reported in SIRC’s 2005-06 annual report. The Director noted that CSIS 
expanded its security screening responsibilities by signing agreements with two 
provinces and assumed new obligations under a 2005 tripartite agreement, the 


Security and Prosperity Partnership of North America. 


The Director noted that CSIS expanded its cooperative network with domestic 
partners by adding two new Memoranda of Understanding in 2005-06. He also 
reported that CSIS maintains excellent relations with its key foreign partners. 
Emphasis was also placed on how the Service exercises due diligence concerning 
the human rights records of partner countries or agencies, and that it continues to 
provide training to new intelligence services on the principles of intelligence col- 


lection in democracies. 


Readers should note that CSIS posts public, unclassified reports on its website 


(www.csis-scrs.gc.ca). 


CERTIFICATE OF THE INSPECTOR GENERAL OF CSIS (2006) 

The position of Inspector General (IG) was established in 1984 under the CS/S 
Act. The IG carries out internal reviews of CSIS on behalf of the Minister of Public 
Safety, reviewing the Service’s operations and providing assurance that CSIS is 


complying with the CS/S Act, Ministerial Direction and operational policy. 


Every year, the IG submits a certificate to the Minister stating the extent to which 
he or she is satisfied with the CSIS Director’s Annual Report. The certificate also 
informs the Minister of any instances of CSIS failing to comply with either the Act 


or Ministerial Direction, or an unreasonable or unnecessary exercise of its powers. 


The IG reported being satisfied with the 2005-06 CSIS Director’s Annual Report, 
but noted there were some discrepancies between the statistics reported and the 
facts provided to the IG. The IG found that the Service had not acted beyond 
its statutory authority and that it exercised its duties and functions effectively 


and professionally. 
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The IG reported that for 2005-06, there was an increase in the number 
of incidents of non-compliance with operational policy. The IG defines 
non-compliance as any action that is not in adherence with rules, procedures, 
principles and guidelines set out in operational policy. She does not differentiate 


the relative importance of any instance of non-compliance. 


Among the concerns brought forward by the IG was that CSIS’s 2005 annual 
direction statement was based on national security intelligence requirements issued 
to CSIS by an ad-hoc Cabinet Committee. According to the IG, the national 
requirements become a Cabinet Confidence and therefore limit the IG’s right of 


access to all CSIS information. 


The IG found several cases where information was mishandled, including cases 
where her staff found discrepancies and inaccuracies in CSIS files, as well as 


instances where CSIS was unable to locate or retrieve documentation requested. 


The IG identified several gaps in current CSIS policy. She noted that the 
policy framework did not reflect the current procedures for the approval of 
information exchanges with partner agencies. The IG observed that there is a 
growing disconnect between policy and practice with respect to the execution of 


warrant powers. 


Section 16 of the CSIS Act requires the Service to limit the collection of foreign 
intelligence to within Canada, while security intelligence collected under Section 12 
may be obtained within Canada and abroad." In her 2006 certificate, the 
IG noted considerable overlap between the Service’s Section 12 and Section 16 
investigations, leading her to conclude that in some cases, the effect of the 


geographical restriction of Section 16 is meaningless. 


Finally the IG concluded that she observed a gap in operational policies governing 


certain CSIS operations overseas. 


For more information, please refer to the Inspector General’s home page on the 


Public Safety website (publicsafety.gc.ca). 


11 See SIRC review 2006-04 for details on a Section 16 activity. 
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UNLAWFUL CONDUCT BY CSIS 

Under Section 20(2) of the CS/S Act, the Director of CSIS must submit a report 
to the Minister when, in the Directors opinion, a CSIS employee may have acted 
unlawfully in performing his or her duties or functions. The Minister, in turn, 
must send the report with his or her comments to the Attorney General of Canada 
and to SIRC. In 2006-07, no CSIS employees acted unlawfully, and no such 


reports were issued. 


DISCLOSURES OF INFORMATION 
Section 19 of the CS/S Act prohibits information obtained by the Service in 
the course of its investigations from being disclosed except in the following 


specific circumstances: 


1. information that may be used in the investigation or prosecution of an alleged 
contravention of any federal or provincial law may be disclosed to a law 
enforcement agency having jurisdiction over the matter, the Minister 
of Public Safety or the Attorney General of the province in question; 

2. information related to the conduct of Canada’s external relations may be 
disclosed to the Minister of Foreign Affairs; 

3. information related to the defence of Canada may be disclosed to the Minister 
of National Defence; and 

4. information that, in the opinion of the Minister, is essential to the public 
interest may be disclosed to any Minister of the Crown or employee of the 
Public Service of Canada. 


Of note, Section 19(2)(d) gives the Minister of Public Safety the power to override 
any invasion-of-privacy concerns, authorizing the Service to disclose information 
deemed to be in the national or public interest. When such information is released, 
the Director of CSIS must submit a report to SIRC. This is an exceedingly rare 


occurrence—there have been only two disclosures under this Section of the Act. 


The Service may also disclose information verbally or in writing to any law 
enforcement body or federal government entity, such as the Department of 
National Defence and Foreign Affairs Canada. When CSIS permits the use of its 


information by the RCMP in judicial proceedings, it must do so in writing. 


The Service provided over 130 disclosure letters during fiscal year 2006-07. 
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B. Foreign and domestic arrangements 


Sections 13 and 17 of the CS/S Act allow CSIS to enter into arrangements with 
foreign and domestic organizations or agencies in order to perform its duties and 
functions. SIRC receives copies of these arrangements as they are initiated, and 


examines a selection of them every year. 


ARRANGEMENTS WITH DOMESTIC AGENCIES 

CSIS often collaborates with federal departments and agencies, provincial govern- 
ments and law enforcement agencies. Since 9/11, more groups have been involved 
in national security, including police forces and other government partners. 
This creates a challenge for the Service, as it must cultivate and maintain healthy 
relationships with both new and existing partners to ensure that information 


is exchanged efficiently and that joint operations are conducted effectively. 


Although many domestic arrangements take the form of a Memorandum of 
Understanding (MOU), CSIS may collaborate with any domestic agency whether 
or not an MOU is in place. As of March 31, 2007, CSIS had 35 MOUs with 
domestic partners: 19 with federal departments or agencies and 16 with provincial 


and municipal entities. 


In September 2006, the Service updated its MOU with the RCMP. The updated 
MOU reflects new mechanisms of cooperation and consultation between the two 
organizations. The MOU also outlines the implementation of a national counter- 
terrorism strategy to facilitate CSIS-RCMP cooperation and coordination. 
It establishes counter-terrorism threat overview and investigative priorities 


common to both organizations, as well as developing joint training programs. 


ARRANGEMENTS WITH FOREIGN AGENCIES 

As of March 31, 2007, CSIS had 271 foreign arrangements with agencies in 147 
countries. New foreign arrangements require the approval of the Minister of Public 
Safety, in consultation with the Minister of Foreign Affairs. Even without such an 
arrangement, CSIS can still accept unsolicited information from an agency or 
organization of a foreign country. The Minister approved seven new arrangements 


in 2006-07, and expanded six existing ones. 
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On occasion, the Service must alter foreign arrangements—to accommodate 
a change in the foreign partner’, to reactivate a dormant relationship, or to place 
an arrangement into dormancy. Eight arrangements were altered during the year 


under review. Another eight were restricted. 


The Director of CSIS has the discretion to approve the expansion or alteration 
of a foreign arrangement without Ministerial approval. These remain subject 
to any Ministerial caveats or instructions that may have been imposed when the 


initial arrangement was approved. 


SIRC reviews all new, enhanced or modified foreign arrangements, as provided 
under Section 38(a) (iii) of the CSZS Act. To do so, it examines whether: 


¢ CSIS foreign arrangements were in accordance with the conditions set out in the 
CSIS Act, Ministerial Direction and operational policy; 

* approvals from the Minister of Public Safety and the Director of CSIS were 
in place when the Service began exchanging information; 

¢ the human rights record of the foreign agency’s host country was considered; and 


¢ the most recent arrangement profile met CSIS guidelines. 


In 2006-07, SIRC reviewed 19 foreign arrangements with agencies in 14 countries. 
SIRC found that all foreign arrangements were in accordance with the CS/S Act, 


Ministerial Direction and operational policies. 


SIRC also found that the Service had informed itself of the human rights situation 
in all the countries and agencies in question. Moreover, the Service had proceeded 
cautiously with exchanges of information involving countries with questionable 


human rights records. 


SIRC also observed an improvement in the timely submission of arrangement 
profiles. All of the profiles reviewed by SIRC reflected the current security, human 


rights and political environment of the countries and agencies in question. 
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C. Policy and governance 


NATIONAL REQUIREMENTS FOR SECURITY INTELLIGENCE 

The Minister of Public Safety issues National Requirements for Security 
Intelligence, which contain general direction from government regarding where 
CSIS should focus its investigative efforts, as well as guidance on the Service's 


collection, analysis and advisory responsibilities. 


The 2006-08 National Requirements direct the Service to continue to maintain a 
flexible capability to meet Canada’s evolving security intelligence needs by relying 
on risk management. The Minister notes that today’s threat environment 
is increasingly international and transnational in nature, with many offshore 
threats to Canada’s security requiring foreign investigations. CSIS is therefore 


directed to continue to investigate threats to Canada’s security both within Canada 


and abroad. 


For 2006-08, the Minister has directed CSIS to pursue the following security 


intelligence priorities: 


+ Safeguarding against—and advising the government of—the possibility of a 
terrorist attack occurring in or originating from Canada, or affecting Canadian 
citizens or assets abroad; 

* Continuing to conduct research and analysis in support of the listing of 
terrorist entities under the Criminal Code of Canada and combating terrorist 
financing; 

¢ Supporting the Government of Canada’s efforts in Afghanistan; 

¢ Working closely with other government departments to combat transnational 
criminal activity; 

¢ Investigating threats to Canada’s national security arising from activities 
of countries that engage in espionage; 

¢ Continuing to identify and investigate countries and groups that have or may 
attempt to acquire weapons of mass destruction, and advising the government 
of the threats posed by these activities; 

¢ Supporting the collection of foreign intelligence in Canada to assist the Minister 
of Foreign Affairs and/or the Minister of National Defence pursuant to Section 
16 of the CSIS Act; 

¢ Delivering security screening programs to federal departments, agencies 
and other clients; 

¢ Providing the Government of Canada with intelligence assessments and 
ensuring that CSIS keeps itself informed of political, social and economic 


environments from which threats to the security of Canada may emerge; and 
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+ Ensuring CSIS’s technical equipment and information systems meet the require- 


_ments of its investigations. 


MINISTERIAL DIRECTION 

Under Section 6(2) of the CSIS Act, the Minister of Public Safety may issue 
written directions governing CSIS’s activities and investigations. The last time the 
Minister issued such direction was in 2001, when a compendium was provided 
to SIRC. In June 2007, however, SIRC received the latest National Requirements 
for Security Intelligence for 2006-08 (no direction was issued for 2005-06). 


CHANGES IN CSIS OPERATIONAL POLICY 

CSIS administrative, security, human resources and operational policies embody 
rules and procedures that govern the range of activities undertaken by the Service. 
Administrative, security and human resources policies are all internal corporate 
policies. Operational policies, which describe how CSIS employees should 
perform their duties, are updated regularly in accordance with government policy, 
legislative and other changes. They are reviewed by SIRC to ensure that they 


conform to the CS/S Act and Ministerial Direction. 


In 2006-07, CSIS revised and/or published over 120 policies. Some revisions were 
administrative in nature. The remainder were of an operational nature and 
pertained to, among other things, warrant acquisition and approvals for Section 12 
and 16 investigations. Although no new policies were developed as a result of 
CSIS’s organizational realignment, 14 corporate and 77 operational policies were 


amended (see CSIS operational activities). 


One of the policy projects the Service undertook in 2006-07 was the Director’s 
“Delegation of Responsibility” project—a review of all operational policies to 
determine where executive and management responsibilities must be delegated. 
CSIS informed SIRC that this project is ongoing and that it would share the 


results upon its, completion. 


GOVERNOR-IN-COUNCIL REGULATIONS AND APPOINTMENTS 
Section 8(4) of the CS/S Act states that the Governor-in-Council may issue 
regulations to the Service concerning the powers and duties of the Director of 


CSIS, as well as the conduct and discipline of Service employees. 


The Governor-in-Council did not issue any regulations in 2006-07. 
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D. CSIS operational activities 


In May 2006, CSIS implemented a new operational structure. According to the 
Service, this realignment of resources was designed to ensure that CSIS could 
increase its operational capacity, consolidate and enhance analysis and production 
facilities and improve corporate support. The Deputy Director Operations, who 


reports to CSIS’s Director, is now responsible for three groups: 


Canadian Security Intelligence Service 


Assistant Director 
Legal Services 


Deputy Director 
Operations 


Assistant Director 
Administration 


Assistant Director Assistant Director Atlantic Assistant Director Assistant Director 


Intelligence Operations Region Human Resources Secretariat and Finance 
: International Quebec Personnel 
Security Screening At à Region core | Secretariat | Finance 
Intelligence Asia / Europe Ottawa , Communicaio Materiel 
Assessments and Americas | Region Health Services SES Management 
Human Sources & Middle East Toronto Training and External Review Facilities 
Ops Support and Africa Region Development | | and Liaison Management 
Scientific and International Prairie Career [| Internal Information 
Technical Services Region Region Management Audit Management 
Integrated British Columbia Internal 
Threat Region Security 


Assessment 
Centre 


D 
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1. Intelligence, consisting of five branches: Security Screening; 
Intelligence Assessments; Human Sources and Operations Support; 
Scientific and Technical Services; and the Integrated Threat 
Assessment Centre; 

2. Operations, consisting of three branches and one region: International 
Terrorism; Middle East and Africa; Asia, Europe and Americas; and 
International Region; and 


3. Six regions. 
The functions of these groups are highlighted below. 


1. Intelligence 


SECURITY SCREENING BRANCH 
One of the largest branches of CSIS, Security Screening has two program 


streams—government screening and immigration screening. 


Government screening performs security clearance investigations for all 
government employees’? whose duties require them to access classified assets or 
information. The results of these investigations are security assessments—an 
appraisal of an individual’s reliability as it relates to loyalty to Canada—which are 
provided to the requesting department or agency. Traditionally, the largest clients 
of this service have been Public Works and Government Services Canada and the 
Department of National Defence (DND)—accounting for over 28 percent and 


26 percent respectively of all requests in 2006-07. 


As indicated in Table 2, in 2006-07, CSIS received 51,200 requests for new or 
updated security clearances and provided 55,000 security assessments to federal 
departments. The volume of requests increased by approximately 22 percent from 
the previous fiscal year, and the number of security assessments issued by CSIS 


increased by 46 percent compared with previous years. 


13 CSIS does not conduct security clearance investigations on behalf of Canada’s national police force. 
The RCMP conducts these investigations on its own behalf. 


ÉD 
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Table 2 
CSIS government security screening* 


* Figures have been rounded to the nearest 100. 


To track its efficiency in responding to security screening requests, CSIS calculates 
its turnaround times using a median number of days. As indicated in Table 3, the 
median turnaround times increased over the previous year’s levels in all but 
one case. The time it took to process a Level I clearance more than doubled for 


departments other than DND. 


Table 3 


'4 This number includes assessments performed for provincial governments and for access to nuclear facilities. 
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The Service does not decide who receives a security clearance. Rather, it advises the 
requesting department or agency of information that could have an impact on 
their decision to grant a clearance. On rare occasions, CSIS will recommend to a 
requesting agency that a clearance be denied. However, it is the responsibility of 
the requesting agency to accept or reject this recommendation. In 2006-07, the 
Service issued 14 information briefs reporting information of an adverse nature. 


No denial briefs were issued. 


CSIS also provides site-access screening. Unlike a government security clearance, a 
site-access clearance only gives an individual access to certain secure areas within 
buildings or provides accreditation for a special event. In 2006-07, CSIS received 
over 83,900 requests for this type of screening, and provided three information 
briefs to requesting agencies. The increase in requests for access to nuclear 
facilities, which rose by roughly 69 percent, is a result of a five-year renewal cycle 


for pre-existing clearances. 


There were no special events for which the Service provided assessments. All other 


site-access requests remained close to levels of previous years. 


Table 4 
Site-access scree 


* Figures have been rounded to the near 100. es — 


15 The FAST program came into effect in 2004-05. The data for 2006-07 represents screening requests for 
both FAST and CBSA, which CSIS is now calculating together. 
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CSIS advice on security screening can take one of five forms: 


1. Notices of assessment are issued in those government and immigration screening 
cases when CSIS finds no adverse information on an applicant. 


2. Incidental letters are issued to Citizenship and Immigration Canada (CIC) and to 
the Canada Border Services Agency (CBSA) when the Service has information about an 
applicant who is or has been involved in non-security related activities described under the 
Immigration and Retugee Protection Act (IRPA), 


3. Information briefs are issued in government screening cases when CSIS has 
information that could have an impact on the requesting agency's decision to grant 
an applicant a security clearance or site access. It is also provided in immigration 
screening cases when the Service has information that an applicant is or was involved 
in activities that do not necessarily warrant inadmissibility for entry into Canada. 


4. Inadmissibility briefs are issued to CIC/CBSA when an applicant is deemed to be 
inadmissible to Canada under the security provisions of the /APA. 


5. Denial briefs are issued when the Service recommends to a requesting agency that 
a security clearance or site access be denied to an individual. 


Immigration screening requires the Security Screening Branch to conduct 
investigations and to provide advice to Citizenship and Immigration Canada as 
well as the Canada Border Services Agency to support the processing of refugee 
claims or applications for immigration or citizenship. The Services authority in 
this regard is provided under Section 34(1) of the Immigration and Refugee 
Protection Act. 


EP 
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In 2006-07, the branch received 92,300 requests under various immigration 
screening programs (see Table 5). The number of requests received within and 
from outside Canada and the number of refugee determination and front-end 


screening requests were almost the same as the previous year. 


Table 5 Peon cere 
Immigration security screening 


* Figures have been rounded to the nearest 100. —™” 


CSIS finds no adverse information in the vast majority of its screening 
investigations of refugee claimants or immigration/citizenship candidates. 
In 2006-07 the Service issued 157 information briefs, 44 inadmissibility briefs and 


2 incidental letters related to immigration cases. 


As has been the case in recent years, the Services turnaround times for providing 
information or inadmissibility briefs were generally quite lengthy. Information 
briefs related to immigration cases took a median of 460 calendar days for an appli- 
cation filed in Canada, 620 days for those filed from the United States and 
161 days for those filed abroad. Information briefs related to permanent resident 
applicants who are refugees in Canada had a median turnaround time of 442 days, 
and those for files subject to the Front-End Screening program had a turnaround 


time of 365 days. For inadmissibility briefs, SIRC noted similar median times. 


16 This includes permanent residents from within and outside Canada (excluding the Refugee Determination 
Program), permanent residents from within the United States and applicants from overseas. 


'7 Individuals who arrive at the Canadian border or other ports of entry claming refugee status. 


'S Refugees, as defined by ZRPA, who apply from within Canada for permanent resident status. 
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Table 6 provides a three-year highlight of the Service’s median turnaround time 


in providing notices of assessment. 


Table 6 
Median turnaround time (in days) for notices of assessment 


Other screening activities 

In 2006-07, the Security Screening Branch vetted 114,500 visa applications 
of foreign nationals. The Branch also continued to provide screening for various 
site-access programs. For more information on this branch’s security screening 


activities, refer to SIRC Review 2006-07 in this year’s annual report. 


New programs 


The Security Screening Branch was involved in three new programs: 


¢ The Marine Facilities Restricted Area Access Control Program—designed to 
provide security assessments to ensure security of Canada’s ports; 

¢ The Trusted Traveller Program—a pre-clearance program for travellers 
who travel frequently to the United States. This program is currently under 
development and there is no date set for its implementation; and 

+ Passenger Protect—the Branch worked with other government departments in 
the development of airline passenger screening programs, in particular the 


domestic “no fly” program, which became operational on June 18, 2007. 


12 This includes certain classes of individuals who apply for permanent resident status within Canada. 


20 This includes persons who have been legally admitted to Canada for at least one year, and who may submit 
their application to Citizenship and Immigration offices in the United States. 
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INTELLIGENCE ASSESSMENTS BRANCH 

The Intelligence Assessments Branch (formerly Research, Analysis and 
Production) consolidates the key analytical function of the Service and centralizes 
its main intelligence reporting mechanisms. It develops strategic and operational 
analyses of current threats and emerging issues, and produces Intelligence Briefs, 


Threat and Risk Assessments, Studies and Pathfinders. 


This branch also has a role in the Terrorist Entity Listing process. Every two years, 
the Minister of Public Safety is obliged, under the Criminal Code, to review the 
Terrorist Entity Listing to determine whether there are reasonable grounds to add 
or remove entities from the list. The Minister bases this assessment on Security 
Intelligence Reports prepared by CSIS. In 2006-07, the Branch developed two 
such reports. The Minister’s review of the listing was completed and approved by 


the Governor-in-Council on November 9, 2006. 


HUMAN SOURCES AND OPERATIONS SUPPORT BRANCH 

This branch provides a range of support and coordination services including risk 
management for operational activities across the Service. It is the policy centre 
in a number of areas including operational security, multilingual services and 
management of human sources. It also houses the Threat Management Centre, 
which provides 24/7 support to operational staff in headquarters, regional offices 
and foreign offices, and coordinates the Service’s participation in major events 


such as the upcoming 2010 Winter Olympic Games in Vancouver. 


SCIENTIFIC AND TECHNICAL SERVICES BRANCH 
This branch develops and deploys technical tools and mechanisms to support the 


operations and investigations of CSIS’s other branches. 


INTEGRATED THREAT ASSESSMENT CENTRE 

The Integrated Threat Assessment Centre (ITAC) produces assessments that warn 
the government about terrorist threats to Canada and to Canadian interests 
abroad. Once completed, [TAC’s threat assessments are distributed to domestic 
and foreign partners. Additionally, ITAC acts as a distribution hub for threat 
assessments produced by counterparts in the United States, the United Kingdom, 


Australia and New Zealand.” 


*! For more information about ITAC, refer to Section 1 of SIRC’s 2005-06 Annual Report. 
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During the period under review, ITAC issued 83 threat assessments and 
redistributed 1,150 others produced by allied fusion centres. [TAC also began 
publishing Media Watch advisories at the beginning of the fiscal year, which are 
published each business day for distribution to clients. Further, ITAC provided 
90 threat assessment briefings to its domestic clients. Presentations were provided 
to several government departments, including the Canada Revenue Agency and 
the Canada Border Services Agency. Also of note, ITAC produced one threat 


assessment at the request of the National Security Advisor. 


In its previous annual report, SIRC observed that ITAC was not fully staffed but 
ITAC reported that as of March 31, 2007, the Centre was fully staffed. 


2. Operations 


Since the May 2006 realignment, each operational branch is responsible for 
investigating all threats emanating from within their respective geographic areas, 
with the exception of the International Terrorism Branch, which focuses exclusively 


on al Qaida and al Qaida- inspired groups regardless of geographic boundaries. 


INTERNATIONAL TERRORISM BRANCH 

This branch conducts investigations globally and within Canada, focusing on 
Islamist extremists engaged in a variety of terrorist-related activities which pose a 
direct threat to Canadians and Canadian interests. Notable among this branch's 


areas of interest is the radicalization of Islamists within Canada. 


MIDDLE EAST AND AFRICA BRANCH 

The Middle East and Africa Branch concentrates its investigative effort on threats 
that emanate from, or have as their major focus in, Middle East and African 
countries. This includes issues of terrorism, foreign-influenced activities, the 


proliferation of weapons of mass destruction and espionage. 


ASIA, EUROPE AND AMERICAS BRANCH 
This branch investigates threats emanating from its vast area of geographic 
responsibility, namely espionage, terrorism (including domestic extremism) 


transnational criminal activity and foreign-influenced activities. 
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INTERNATIONAL REGION 


The International Region (formerly Foreign Liaison and Visits) manages the 


Service's liaison with foreign agencies and coordinates visits to CSIS Headquarters 


and CSIS regional offices by foreign representatives. It is also responsible for 


coordinating all Section 17(1) arrangements with foreign security intelligence or 


law enforcement agencies, as well as the operation of Foreign Officer posts abroad. 


As part of CSIS’s realignment, a new category 
of position, Foreign Officers (FO), was created. 
FO is the Service’s generic term for any CSIS 
employee working at a post or mission abroad. 
FOs can include the formerly named Security 
Liaison Officers, the administrative assistants 
who support them, temporary duty officers 
who are working in a post, technical officers 
assigned to a post, and foreign secondment 
officers. FOs duties include: 


e Management and collection of information 
on threats to the security of Canada; 


e Management and collection of immigration 
security assessments; 


e Liaison with foreign governments 
or institutions; and 


e Collaborating and sharing information with 
Staff at Canada’s missions abroad. 


The Service relies on these foreign posts 
to assist in liaising with foreign security 
and intelligence agencies, as well as to 
coordinate visits to CSIS Headquarters 
and regional offices by foreign represen- 
tatives. SIRC’s most recent examination 
of one of these foreign posts is summa- 
rized in SIRC Review 2006-01 in this 


years annual report. 


FEDERAL COURT WARRANTS 
AND WARRANT STATISTICS 
Warrants are one of the most powerful 
and intrusive tools available to the 
Service. They provide CSIS with Federal 
Court authorization to use investigative 
techniques that would otherwise be ille- 
gal, such as the monitoring of telephone 
communications. For this reason, the use 
of warrants by CSIS is an important 


aspect of SIRC’s reviews. 


Each year, SIRC collects statistics on the 
Services warrant applications and on 
warrants granted by the Federal Court 
under Sections 12 and 16 of the CS/S 


Act. SIRC does not have the resources to examine all warrants granted to the 


Service. It does, however, look at a certain number of warrants as part of its annual 


review activity. 


RER RE RES LC I PO 


SIRC Annual Report 2006-2007 


Section 2: CSIS accountability mechanisms 53 


When SIRC examines a warrant, it looks into all aspects of the warrant process, 
starting with the development of the warrant application. SIRC verifies whether: 


+ the warrant application accurately reflected the information held by CSIS; 
+ CSIS’s justification for requesting warrant powers was reasonable; and 
+ CSIS complied with the applicable legal and policy requirements in applying 


for warrant powers. 


SIRC also looks at the actual warrant approved by the Federal Court and 


the Service's execution of warrant powers (i.e., how the warrant powers were used 


by CSIS). 


Table 7 
Warrant Statistics 


* Included in this number were 25 urgent warrants. 


In 2006-07, the Federal Court approved 42 new warrants—almost twice as many 
as the previous year. However, the Federal Court approved the renewal or replace- 
ment of only 134 warrants—a sharp drop from 203 reported in the previous year. 
Forty-two warrants were either terminated or expired without being renewed dur- 
ing the same period. No warrant applications were denied and all warrant powers 


requested by the Service were granted by the Federal Court. 
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In SIRC’s 2005-06 annual report, SIRC reported on CSIS’s review of the warrant 
process, which stemmed from a moratorium imposed by the Director after a war- 
rant application was rejected by the Federal Court.” During this moratorium—in 
effect from June 22, 2005 to June 28, 2006—there were 38 warrants approved on 
an exceptional basis by the Director and the Service’s General Counsel. As a result 
of a year-long assessment of the warrant process, CSIS reported to SIRC that it is 
finalizing a streamlined approach to warrant review which is expected to be in 


effect by late 2007. 


In preparing this report, SIRC asked the Service if the Federal Court had asked for 
any warrant applications to be modified before they were approved. Three 


instances were reported. 


22 : : : ‘ A k À 
For more information on the moratorium, see “Federal Court Warrant and Warrant Statistics” in Section 2 of 


SIRC 2005-06 Annual Report. 
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About SIRC 


COMMITTEE MEMBERSHIP 

SIRC is chaired by the Honourable Gary Filmon, P.C., O.M., 
who was appointed on June 24, 2005. The other Members are 
the Honourable Raymond Speaker, P.C., O.C., the Honourable 
Baljit S. Chadha, P.C., the Honourable Roy Romanow, P.C., 
OC. 06. and the Honourable Aldea Landry, PC: CM, 


ae 


All Members of SIRC are Privy Councillors, who are appointed 
by the Governor-in-Council after consultation by the Prime 


Minister with the leaders of the Opposition parties. 


SIRC provides assurance to Parliament—and through it, 
to Canadians—that CSIS complies with legislation, policy 
and Ministerial Direction in the performance of its duties and 
functions. SIRC seeks to ensure that the Service does not 
undermine the fundamental rights and freedoms of Canadians. 
It is the only independent, external body with the legal mandate 
and expertise to review the activities of CSIS. Moreover, SIRC 
is a cornerstone of Canada’s democratic tradition as it ensures 
the accountability of one of the government’s most powerful 


organizations. 


In addition to attending monthly committee meetings, 
members preside over complaints hearings, direct staff to 
undertake reviews, prepare complaint reports in consultation 
with staff, visit CSIS regional offices, appear before Parliament 


and exercise other duties associated with their responsibilities. 
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SIRC meetings and 
briefings 2006-07 


April 5, 2006: The Chair spoke to 
the Associates of the |.H. Asper 
School of Business at the University 
of Manitoba in Winnipeg. 


May 1, 2006: The Associate 
Executive Director and the Senior 
Counsel met with a delegation from 
the Czech Parliament. 


May 12, 2006: The Chair and 
Executive Director delivered a pres- 
entation to Federal Court Judges 
regarding SIRC’s warrant reviews. 


June 8, 2006: The Associate 
Executive Director and Senior 
Researchers attended the third 
Review Agencies Forum hosted 
by the Inspector General of CSIS. 
In attendance were officials 
from the Commissioner of 
the Communications Security 
Establishment, the Inspector 
General of CSIS, and the 
Commission for Public Complaints 
Against the RCMP. 


September 19, 2006: The 
Executive Director, the Associate 
Executive Director and the 
Senior Counsel met with Sir Peter 
Gibson, UK Intelligence Services 
Commissioner, his assistant David 
Massam and a representative from 
the UK High Commission. 


September 22, 2006: The Chair 
spoke to the Global Business Forum 
in Banff, Alberta. 


September 26, 2006: The 
Executive Director, the Associate 
Executive Director and the Senior 
Counsel met with a Norwegian 
Parliamentary Committee. 


Continued on the next page 
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SIRC meetings and 
briefings 2006-07 
(continued) 


October 2-4, 2006: The Chair, one 
Committee Member and the 
Executive Director attended the 
International Intelligence Review 
Agencies Conference in Cape Town, 
South Africa. The Chair also partici- 
pated in a panel discussion. 


October 10, 2006: The Executive 
Director spoke at a Carleton 
University seminar on Intelligence, 
Statecraft and International Affairs. 


October 26-28, 2006: The 
Executive Director and several staff 
attended the annual conference 
of the Canadian Association of 
Security and Intelligence Studies, 
held in Ottawa. 


November 1, 2006: The Chair, the 
Members of the Committee, the 
Executive Director, the Associate 
Executive Director and the Senior 
Counsel appeared before the 
Standing Committee on Public 
Safety and National Security of the 
House of Commons. 


November 17, 2006: The 
Executive Director spoke at a 
Carleton University seminar entitled 
National Security and Intelligence in 
the Modern State. 


December 10, 2006: The Chair 
appeared on CTV’s Question Period. 


January 31, 2007: The Associate 
Executive Director, Senior Counsel 
and Senior Researchers attended 
the fourth Review Agencies Forum, 
hosted by the Commission for 
Public Complaints Against the 
RCMP. 
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STAFFING AND ORGANIZATION 

SIRC is supported by an Executive Director, Susan Pollak, and 
an authorized staff complement of 20, located in Ottawa. 
The staff comprises: an Associate Executive Director, Senior 
Counsel, a Senior Advisor, a Corporate Services Manager, 
Counsel, a Senior Paralegal (who also serves as Access to 
Information and Privacy Officer/Analyst), plus researchers and 


administrative staff. 


Committee Members provide staff with direction on research 
and other activities that are identified as a priority for the year. 
Management of day-to-day operations is delegated to the 
Executive Director with direction, when necessary, from the 


Chair as Chief Executive Officer. 


As part of their ongoing work, the Chair of SIRC, Committee 
Members and senior staff participate in regular discussions with 
CSIS executive and staff, and other senior members of the 
security intelligence community. These exchanges are 


supplemented by discussions with academics, and other experts. 


SIRC also visits CSIS regional offices on a rotating basis to 
examine the day-to-day work of investigators in the field. These 
trips give Committee Members an opportunity to be briefed by 
regional CSIS staff on local issues, challenges and priorities. It is 


also an opportunity to communicate SIRC’s focus and concerns. 


During 2006-07, SIRC visited two regional offices. 
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BUDGET AND EXPENDITURES 

SIRC continues to manage its activities within allocated resource levels. Staff 
salaries and travel within Canada for Committee meetings, hearings, briefings and 
review activities represent SIRC’s chief expenditures. Table 8 below presents a 


breakdown of actual and estimated expenditures. 


Table 8 
SIRC expenditures 2006-07 


INQUIRIES UNDER THE ACCESS TO INFORMATION 

AND PRIVACY ACTS 

The public may make requests to SIRC under both the Access to Information Act 
and the Privacy Act. Table 9 outlines the number of requests SIRC has received 
under these Acts for the past three fiscal years. 


Requests for SIRC’s reviews represent the largest portion of these requests. SIRC 


waives the application fees for all such requests. 


Table 9 


COMMUNICATIONS 

Although SIRC’s annual report is the main communications vehicle for informing 
Parliament and Canadians about its work, it has also implemented a modest 
communications program. SIRC has also undertaken some public opinion 
research, which shows that Canadians’ awareness of review bodies remains very 


low, although perceptions of their independence and objectivity remain positive. 
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On occasion, the Committee is invited to attend and speak at conferences. In 
September 2006, the Chair delivered a speech to the Global Business Forum 
in Banff, Alberta, concerning “Global Threats to National Security.” In it, he 
examined the impact of the current threat environment on Canada’s economic 
security and well-being, described CSIS’s role in combating such threats and 


explained SIRC’s review functions. 


In October 2006, the Chair delivered a speech on “Country Experiences: 
Oversight Mechanisms, Challenges and Opportunities” at the International 
Intelligence Review Agencies Conference, held in Cape Town, South Africa. This 
biannual conference brings together review agencies similar to SIRC to discuss 
issues of common concern. The Executive Director and another Member of the 


Committee were also in attendance. 


SIRC’s website represents another important communications vehicle. It is 
continually updated with information relevant to the security and intelligence 
community. All of SIRC’s annual reports since its creation are available, plus copies 
of speeches, backgrounders and other publications, as well as information on the 


roles and responsibilities of SIRC. 


As principal spokesperson, SIRC’s Chair has met with journalists to discuss SIRC’s 
work and appeared on CT'V’s Question Period. He also wrote an op-ed piece, which 
was published in the Calgary Herald. 


MANAGEMENT ACCOUNTABILITY 

SIRC continues to make progress in this area, although as a very small federal 
agency without dedicated staff responsible for financial and human resource 
management, SIRC must increasingly rely on external contractors, diverting 


resources from its core functions. 


In 2006-07, SIRC developed a financial management framework to improve the 
allocation and monitoring of expenditures. The latter aspect has been delayed, 
however, by technical problems related to software transition, preventing SIRC 
from realizing the full benefits of a modernized and automated monitoring of its 


expenditures. 


In June 2006, SIRC received the results of an independent, external audit, which 
was a condition of receiving additional funding approved by Parliament in 2004. 
This audit found that “SIRC’s internal processes are reasonably well-controlled, 
thus enabling SIRC to properly manage the expenditure of public funds with 


prudence and probity.” Coincidentally, the Treasury Board Secretariat initiated 


SIRC Annual Report 2006-2007 


Section 3: About SIRC 61 


another audit of hospitality and travel expenses of small federal agencies and 
included SIRC in its ambit. The results of this second audit are expected to be 


published by the Treasury Board Secretariat in the coming year. 


Following the successful development of a Management Action Plan and Risk 
Assessment in 2004—05, SIRC participated in an online reporting exercise under 
the government-wide Management Accountability Framework. The results of this 


exercise will be published by the Treasury Board Secretariat. 


Also, SIRC completed a threat and risk assessment by an accredited security 
officer from the Privy Council Office to ensure compliance with the Management 
of Information Technology Security initiative. SIRC has also enhanced physical 


security by upgrading its alarm system and further shielding its hearing room. 
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SIRC reviews since 1984 


This listing is also available on the SIRC website at www.sirc-csars.gc.ca. 
Section 54 reports—flagged with an *—are special reports the Committee 
makes to the Minister of Public Safety. 


Eighteen Months After Separation: An Assessment of CSIS Approach 
to Staffing Training and Related Issues (SECRET) (86/87-01) * 


Report on a Review of Security Screening for Applicants and Employees 
of the Federal Public Service (SECRET) (86/87-02) * 


The Security and Intelligence Network in the Government of Canada: 
A Description (SECRET) (86/87-03) * 


Ottawa Airport Security Alert (SECRET) (86/87-05) * 


Report to the Solicitor General of Canada Concerning CSIS Performance 
of its Functions (SECRET) (87/88-01) * 


Closing the Gaps: Official Languages and Staff Relations in the CSIS 
(UNCLASSIFIED) (86/87-04) * 


Counter-Subversion: SIRC Staff Report (SECRET) (87/88-02) 

SIRC Report on Immigration Screening (SECRET) (87/88-03) * 
Report to the Solicitor General of Canada on CSIS Use of Its Investigative 
Powers with Respect to the Labour Movement (PUBLIC VERSION) 


(87/88-04) * 


The Intelligence Assessment Branch: A SIRC Review of the Production 
Process (SECRET) (88/89-01) * 


SIRC Review of the Counter-Terrorism Program in the CSIS 
(TOP SECRET) (88/89-02) * 


Report to the Solicitor General of Canada on Protecting Scientific and 
Technological Assets in Canada: The Role of CSIS (SECRET) (89/90-02) * 
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24. 
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SIRC Report on CSIS Activities Regarding the Canadian Peace Movement 
(SECRET) (89/90-03) * 


A Review of CSIS Policy and Practices Relating to Unauthorized Disclosure 
of Classified Information (SECRET) (89/90-04) 


Report to the Solicitor General of Canada on Citizenship/Third Party 
Information (SECRET) (89/90-05) * 


Amending the CSIS Act: Proposals for the Special Committee of the House 
of Commons (UNCLASSIFIED) (89/90-06) 


SIRC Report on the Innu Interview and the Native Extremism Investigation 
(SECRET) (89/90-07) * 


Supplement to the Committees Report on Immigration Screening of January 
18, 1988 (SECRET) (89/90-01) * 


A Review of the Counter-Intelligence Program in the CSIS (TOP SECRET) 
(89/90-08) * 


Domestic Exchanges of Information (SECRET) (90/91-03) * 


Section 2(d) Targets—A SIRC Study of the Counter-Subversion Branch 
Residue (SECRET) (90/91-06) 


Regional Studies (six studies relating to one region) (TOP SECRET) 
(90/91-04) 


Study of CSIS Policy Branch (CONFIDENTIAL) (90/91-09) 


Investigations, Source Tasking and Information Reporting on 2(b) Targets 
(TOP SECRET) (90/91-05) 


Release of Information to Foreign Agencies (TOP SECRET) (90/91-02) * 


CSIS Activities Regarding Native Canadians—A SIRC Review (SECRET) 
(90/91-07) * 


Security Investigations on University Campuses (TOP SECRET) 
(90/91-01) * 
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Report on Multiple Targeting (SECRET) (90/91-08) 


Review of the Investigation of Bull, Space Research Corporation and Iraq 
(SECRET) (91/92-01) 


Report on Al Mashats Immigration to Canada (SECRET) (91/92-02) * 
East Bloc Investigations (TOP SECRET) (91/92-08) 


Review of CSIS Activities Regarding Sensitive Institutions (TOP SECRET) 
(91/92-10) 


CSIS and the Association for New Canadians (SECRET) (91/92-03) 


Exchange of Information and Intelligence between CSIS and CSE, 
Section 40 (TOP SECRET) (91/92-04) * 


Victor Ostrovsky (TOP SECRET) (91/92-05) 

Report on Two Iragis—Ministerial Certificate Case (SECRET) (91/92-06) 
Threat Assessments, Section 40 Study (SECRET) (91/92-07) * 

The Attack on the Iranian Embassy in Ottawa (TOP SECRET) (92/93-01) * 


“STUDYNT” The Second CSIS Internal Security Case (TOP SECRET) 
(91/92-15) 


Domestic Terrorism Targets—A SIRC Review (TOP SECRET) (90/91-13) * 


CSIS Activities with respect to Citizenship Security Screening (SECRET) 
(91/92-12) 


The Audit of Section 16 Investigations (TOP SECRET) (91/92-18) 


CSIS Activities during the Gulf War: Community Interviews (SECRET) 
(90/91-12) 


Review of CSIS Investigation of a Latin American Illegal (TOP SECRET) 
(90/91-10) * 
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45. CSIS Activities in regard to the Destruction of Air India Flight 182 
on June 23, 1985—A SIRC Review (TOP SECRET) (91/92-14) * 


46. Prairie Region—Report on Targeting Authorizations (Chapter 1) 
(TOP SEGRET)(90/91-1 1) * 


47. The Assault on Dr. Hassan Al-Turabi (SECRET) (92/93-07) 


48. Domestic Exchanges of Information (A SIRC Review—1991/92) 
(SECRET) (91/92-16) 


49. Prairie Region Audit (TOP SECRET) (90/91-11) 
50. Sheik Rahman’ Alleged Visit to Ottawa (SECRET) (CT 93-06) 
51. Regional Audit (TOP SECRET) (September 1993) 


52. A SIRC Review of CSIS SLO Posts (London & Paris) (SECRET) 
(91/92-11) 


53. The Asian Homeland Conflict (SECRET) (CT 93-03) 

54. Intelligence-Source Confidentiality (TOP SECRET) (CI 93-03) 

55. Domestic Investigations (1) (SECRET) (CT 93-02) 

56. Domestic Investigations (2) (TOP SECRET) (CT 93-04) 

57. Middle East Movements (SECRET) (CT 93-01) 

58. A Review of CSIS SLO Posts (1992-93) (SECRET) (CT 93-05) 

59. Review of Traditional CI Threats (TOP SECRET) (CI 93-01) 

GO. — Protecting Science, Technology and Economic Interests (SECRET) (CI 93-04) 
61. Domestic Exchanges of Information (SECRET) (CI 93-05) 

62. Foreign Intelligence Service for Canada (SECRET) (CI 93-06) 


63. The Audit of Section 16 Investigations and Foreign Intelligence Reports (TOP 
SECRET) (CI-93-11) 
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Sources in Government (TOP SECRET) (CI 93-09) 
Regional Audit (TOP SECRET) (CI 93-02) 
The Proliferation Threat (SECRET) (CT 93-07) 


The Heritage Front Affair. Report to the Solicitor General of Canada 
(SECRET) (CT 94-02) * 


A Review of CSIS’ SLO Posts (1993-94) (SECRET) (CT 93-09) 


Domestic Exchanges of Information (A SIRC Review 1993-94) (SECRET) 
(CI 93-08) 


The Proliferation Threat—Case Examination (SECRET) (CT 94-04) 
Community Interviews (SECRET) (CT 93-11) 


An Ongoing Counter-Intelligence Investigation (TOP SECRET) 
(E193-07))* 


Potential for Political Violence in a Region (SECRET) (CT 93-10) 

A SIRC Review of CSIS SLO Posts (1994-95) (SECRET) (CT 95-01) 
Regional Audit (TOP SECRET) (CI 93-10) 

Terrorism and a Foreign Government (TOP SECRET) (CT 94-03) 

Visit of Boutros Boutros-Ghali to Canada (SECRET) (CI 94-04) 

Review of Certain Foreign Intelligence Services (TOP SECRET) (CI 94-02) 


The Audit of Section 16 Investigations and Foreign Intelligence Reports 
(TOP SECRET) (CI 94-01) 


Domestic Exchanges of Information (A SIRC Review 1994-95) 
(SECRET) (CI 94-03) 


Alleged Interference in a Trial (SECRET) (CT 95-04) 


CSIS and a “Walk-In” (TOP SECRET) (CI 95-04) 
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À Review of a CSIS Investigation Relating to a Foreign State (TOP 
SECRET) (CI 95-02) 


The Audit of Section 16 Investigations and Foreign Intelligence Reports 
(TOP SECRET) (G1F95-05) 


Regional Audit (TOP SECRET) (CT 95-02) 
A Review of Investigations of Emerging Threats (TOP SECRET) (CI 95-03) 
Domestic Exchanges of Information (SECRET) (CI 95-01) 

Homeland Conflict (TOP SECRET) (CT 96-01) 

Regional Audit (TOP SECRET) (CI 96-01) 

The Management of Human Sources (TOP SECRET) (CI 96-03) 
Economic Espionage I (SECRET) (CI 96-02) 

Economic Espionage II (TOP SECRET) (CI 96-02) 


Audit of Section 16 Investigations and Foreign Intelligence Reports 1996-97 
(TOP SECRET) (CI 96-04) 


Urban Political Violence (SECRET) (SIRC 1997-01) 

Domestic Exchanges of Information (1996-97) (SECRET) (SIRC 1997-02) 
Foreign Conflict—Part I (SECRET) (SIRC 1997-03) 

Regional Audit (TOP SECRET) (SIRC 1997-04) 

CSIS Liaison with Foreign Agencies (TOP SECRET) (SIRC 1997-05) 


Spy Case (TOP SECRET) (SIRC 1998-02) 


100. Domestic Investigations (3) (TOP SECRET) (SIRC 1998-03) 


TOP 


CSIS Cooperation with the RCMP—Part I (SECRET) (SIRC 1998-04) * 


SR SSS SSS SSS SSS SSS 
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Source Review (TOP SECRET) (SIRC 1998-05) 

Interagency Cooperation Case (TOP SECRET) (SIRC 1998-06) 

A Case of Historical Interest (TOP SECRET) (SIRC 1998-08) 

CSIS Role in Immigration Security Screening (SECRET) (CT 95-06) 
Foreign Conflict—Part II (TOP SECRET) (SIRC 1997-03) 

Review of Transnational Crime (SECRET) (SIRC 1998-01) 

CSIS Cooperation with the RCMP—Part II (SECRET) (SIRC 1998-04) * 


Audit of Section 16 Investigations and Foreign Intelligence 1997-98 
(TOP SECRET) (SIRC 1998-07) 


Review of Intelligence Production (SECRET) (SIRC 1998-09) 

Regional Audit (TOP SECRET) (SIRC 1998-10) 

CSIS Liaison with Foreign Agencies (TOP SECRET) (SIRC 1998-11) 
Allegations by a Former CSIS Employee (TOP SECRET) (SIRC 1998-12) * 
CSIS Investigations on University Campuses (SECRET) (SIRC 1998-14) 


Review of Foreign Intelligence Activities in Canada (TOP SECRET) 
(SIRC 1998-15) 


Files (TOP SECRET) (SIRC 1998-16) 


Audit of Section 16 Investigations and Foreign Intelligence 
(TOP SECRET) (SIRC 1999-01) 


A Long-Running Counter Intelligence Investigation (TOP SECRET) 
(SIRC 1999-02) 


Domestic Exchanges of Information (TOP SECRET) (SIRC 1999-03) 


Proliferation (TOP SECRET) (SIRC 1999-04) 
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152: 


153; 


134. 


155: 


136. 


197 


155. 


SIRC'’s Comments on the Draft Legislation Currently Before Parliament— 
Bill C-31 (PROTECTED) (SIRC 1999-05) * 


Domestic Targets (TOP SECRET) (SIRC 1999-06) 
Terrorist Fundraising (TOP SECRET) (SIRC 1999-07) 
Regional Audit (TOP SECRET) (SIRC 1999-08) 
Foreign State Activities (TOP SECRET) (SIRC 1999-09) 
Project Sidewinder (TOP SECRET) (SIRC 1999-10) * 
Security Breach (TOP SECRET) (SIRC 1999-11) 


Domestic Exchanges of Information 1999-2000 (TOP SECRET) 
(SIRC 2000-01) 


Audit of Section 16 Investigations and Foreign Intelligence Reports 
1999-2000 (TOP SECRET) (SIRC 2000-02) 


CSIS Liaison with Foreign Agencies (TOP SECRET) (SIRC 2000-03) 
Regional Audit (TOP SECRET) (SIRC 2000-04) 
Warrant Review (TOP SECRET) (SIRC 2000-05) 


Review of CSIS Briefs to Citizenship and Immigration Canada 1999-2000 
(TOP SECRET) (SIRE 2001-02) 


CSIS Investigation of Sunni Islamic Extremism (TOP SECRET) 
(SIRC 2002-01) 


Source Recruitment (TOP SECRET) (SIRC 2001-01) 
Collection of Foreign Intelligence (TOP SECRET) (SIRC 2001-05) 
Domestic Extremism (TOP SECRET) (SIRC 2001-03) 


CSIS Liaison with Foreign Agencies: Audit of an SLO Post 
(TOP SECRET) (SIRC 2001-04) 


oo 
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139. Warrant Review (TOP SECRET) (SIRC 2001-06) 


140. Special Report following allegations pertaining to an individual (TOP 
SECRET) * 


141. Audit of Section 16 and Foreign Intelligence Reports (TOP SECRET) 
(SIRC 2002-02) 


142. Review of the Ahmed Ressam Investigation (TOP SECRET) 
(SIRC 2002-03) 


143. Lawful Advocacy, Protest and Dissent Versus Serious Violence Associated with 
the Anti-Globalization Movement (TOP SECRET) (SIRC 2002-04) 


144. Regional Audit (TOP SECRET) (SIRC 2002-05) 


145. Special Report (2002-2003) following allegations pertaining to an individual 
CHOP SECRET )* 


146. Front End Screening Program (TOP SECRET) (SIRC 2003-01) 


147. CSIS Section 12 Operational Activity Outside Canada (TOP SECRET) 
(SIRC 2003-02) 


148. Review of a Counter-Intelligence Investigation (TOP SECRET) (SIRC 
2003-03) 


149. Review of a Counter-Proliferation Investigation (TOP SECRET) 
(SIRC 2003-04) 


150. CSIS Liaison with Foreign Agencies: Review of a Security Liaison Post 
(TOP SECRET) (SIRC 2003-05) 


151. CSIS Liaison with Foreign Agencies: Review of a Security Liaison Post 
(TOP SECRET) (SIRC 2004-01) 


152. Review of CSISS Investigation of Transnational Criminal Activity 
(TOP SECRET) (SIRC 2004-02) 


153. Review of the Terrorist Entity Listing Process (SECRET) (SIRC 2004-03) 
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Review of Activities and Investigations in a CSIS Regional Office 
(TOP SECRET) (SIRC 2004-04) 


Review of a Counter- Terrorism Investigation (TOP SECRET) 
(SIRC 2004-05) 


Review of a Counter-Intelligence Investigation (TOP SECRET) 
(SIRC 2004-06) 


Review of CSIS Investigation of Threats against Canadas Critical 
Information Infrastructure (TOP SECRET) (SIRC 2004-07) 


Review of CSISS Exchanges of Information with Close Allies 
(TOP SECRET) (SIRC 2004-08) 


Review of a Counter Proliferation Investigation (TOP SECRET) 
(SIRC 2004-09) 


Terrorist Financing Activities in Canada (TOP SECRET) (SIRC 2004-10) 


Section 54 Report to the Minister of Public Safety and Emergency 
Preparedness (TOP SECRET) * 


Review of a Counter Terrorism Investigation (TOP SECRET) 
(SIRC 2005-01) 


CSIS Liaison with Foreign Agencies: Review of a Security Liaison Post 
(TOP SECRET) (SIRC 2005-02) 


Review of the Integrated Threat Assessment Centre (TOP SECRET) 
(SIRC 2005-03) 


Review of a Counter-Intelligence Investigation (TOP SECRET) 
(SIRC 2005-04) 


Section 54 Report to the Minister of Public Safety: Review of the case of 
Mohammed Mansour Jabarah (TOP SECRET) (SIRC 2005-05) * 


Review of Foreign Arrangements with Countries Suspected of Human Rights 
Violations (TOP SECRET) (SIRC 2005-06) 
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168. Review of CSISS Electronic-Surveillance and Information-Gathering 
Techniques (TOP SECRET) (SIRC 2005-07) 


169. Review of Activities and Investigations in a CSIS Region (TOP SECRET) 
(SIRC 2005-08) 


170. Review of a Security Liaison Post (TOP SECRET) (SIRC 2006-01) 


171. Review of Activities and Investigations in a CSIS Regional Office (TOP 
SECRET) (SIRC 2006-02) 


172. Review of a Counter-Terrorism Investigation (TOP SECRET) 
(SIRC 2006-03) 


173. Review of a Section 16 activity (TOP SECRET) (SIRC 2006-04) 


174. Review of a Counter-Terrorism Investigation (TOP SECRET) 
(SIRC 2006-05) 


175. Review of CSIS’ collaboration and exchanges of intelligence post-9/11 
(TOP SECRET) (SIRC 2006-06) 


176. Review of Security Screening outside of the Federal Government 
(TOP SECRET) (SIRC 2006-07) 


177. Review 2006-08 had not been finalized at the time this annual report 
went to print. À summary of this review will appear in SIRC’s 2007-08 


annual report. 


178. Review of the CSIS Counter Espionage Investigations Desk 
(TOP SECRET) (SIRC 2006-09) 
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Recommendations 


During 2006-07, SIRC made 19 recommendations, 8 stemming from reviews it 


conducted and 11 from complaints investigations. These are summarized below. 


Review 
2005-05 


e The 1987 Memorandum of Understanding between CSIS and the 
Department of Foreign Affairs and International Trade be updated 
to designate Foreign Affairs as the lead agency in cases involving 
Canadian citizens detained abroad. 


e CSIS amend its policies so that emails are automatically retained 
unless there is a conscious decision to delete them. 


e CSIS clearly communicate to its employees what would constitute 
“recorded information,” as distinct from “transitory records,” 
and should therefore be filed and retained under applicable 
federal legislation. 


e Whenever possible, CSIS keep written records of its interdepart- 
mental consultations, including but not limited to its formal and 
informal consultations with the Departments of Foreign Affairs 
and Justice. 


e CSIS ensure that the storage, retention and retrieval of all opera- 
tional information under its control, including email messages, is 
in accordance with applicable federal legislation, including the 
CSIS, Privacy, Access to Information and Library and Archives 
of Canada Acts. 


e CSIS request and obtain written advice from the Department 
of Justice in operations where an individual is questioned in 

circumstances which may give rise to a detention, in order to 
ensure that the individual’s Charter rights are respected, and in 
all occasions when it is unclear whether the Service’s activity falls 
within its statutory mandate under Section 12 of the CS/S Act. 


Review 
2006-07 


e CSIS create policy to address the varying degrees of risk of 
screening applicants, and to ensure that these briefs are uniform 
and consistent. 


e CSIS obtain written consent forms for security assessments 
in cases where the Service cannot access them after the fact 
(i.e. foreign agencies). 
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Report 
2006-01 


Report 
2006-02 


Report 
2006-03 


Report 
2006-04 


The Canadian Human Rights Commission not investigate 
this complaint. 


CSIS implement a procedure to verify that individuals about to 
be interviewed by CSIS for citizenship or immigration interviews 
be given adequate written notice by Citizenship and Immigration 
Canada that CSIS intends to interview them. 


CSIS create and implement a policy requiring that its employees 
be informed of their right to legal representation and be given an 
opportunity to consult with a legal representative before and while 
an interview is conducted for the purposes of either a breach of 
security or a breach of conduct investigation. 


CSIS create a roster of lawyers from the private sector who have 
a lop Secret clearance whom CSIS employees may retain. 


CSIS create and implement a policy by which its investigators 
must declare a conflict of interest when an individual seeks their 
opinion about the retention of legal counsel. 


CSIS create and implement a policy requiring that its employees 
input relevant information in a timely manner. 


CSIS amend its policy dealing with the destruction of investigative 
materials — including audio-cassettes and notes—concerning 
a breach of security investigation or a disciplinary investigation. 


CSIS remind its employees that SIRC has the statutory right 

to access all information under the control of CSIS— except 

for matters of Cabinet confidence—including audio cassettes, 
handwritten notes and email messages, and that care should be 
taken to not destroy information that could have an impact on 
SIRC’s ability to exercise its right to access such information. 


CSIS place greater emphasis on employees’ obligations with 
respect to the protection of classified information in its orientation 
course and other security briefings. 


CSIS formally retract a statement and that it do so by informing 
the Minister of Citizenship and Immigration, the Minister of Public 
Safety, the Federal Court of Canada and the publishers of two 
newspapers. 


CSIS apologize to Human Concern International for having made 
an unsubstantiated statement. 
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Members’ Statement 


For more than two decades, the Security Intelligence Review Committee (SIRC) 
has served to reassure Parliament and through it, Canadians, that the Canadian 
Security Intelligence Service (CSIS) is exercising its mandate to protect Canada’s 
national security effectively and appropriately. In recent years, amidst dramatic 
changes to the nature and scope of the security intelligence landscape, SIRC’s 
accountability function has taken on increasing significance. Unlike the Cold War 
era when there was a clear demarcation of interests between Western and Communist 
states, threats to national security today are much more diffuse and complex— 
transcending traditional state, political and geographic boundaries. The 
phenomena of transnational and homegrown terrorism are two such examples of 
this changing security environment. In response to this still-evolving context, most 
western nations, including Canada, have implemented fundamental changes to the 


ways in which they approach terrorism issues. 


This transition has underscored the importance of independent, expert and 
informed review of CSIS. Whether in response to new legislative measures, 
changes to the security certificate process, various court decisions, findings from 
public inquiries or increased demands from government for security intelligence 
assessments, CSIS has implemented significant adjustments to its intelligence collec- 
tion priorities and methods. SIRC has worked diligently to understand and 
evaluate these transformations, while ensuring that CSIS acts appropriately, effectively 
and in accordance with the law. Our reviews and complaint decisions provide an 
important means to reassure Canadians that CSIS continues to investigate new 
and evolving threats to national security in a manner that respects Canada’s core 
democratic values. We accept this responsibility with an enormous sense of pride 


and probity. 
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With virtually unlimited access to all information under the control of CSIS— 
Cabinet confidences being the sole exception—SIRC is also uniquely situated to 
provide context to the debates about the nature and scope of the threat environment, 
and how these are addressed. Although SIRC does not promote any particular 
viewpoint or policy perspective, our reviews and complaint decisions provide 
important snapshots of CSIS’s work—offering examinations of the nature and 
extent of the threat environment, and whether the Service addresses these threats 


appropriately and effectively and in a manner that respects its powers and authorities. 


It is our hope that the declassified review summaries and complaints decisions that 
are published in our annual reports can help to inform ongoing public debate 


about the role of CSIS in protecting Canada’s national security. 


“With the Canadian Charter of 
Rights and Freedoms coming into 
play more often in matters of 
national security, and the advent 
of the newly created special advo- 
cate process, the guidance of the 
courts is both important and 
necessary if we, as a nation, are 
to find and preserve the right 
balance between national security 


and individual rights.” 


Readers of this year’s annual report will 
note that in two of SIRC’s decisions in 
complaints during 2007—08, SIRC recom- 
mended that CSIS amend its policy of 
destroying operational notes and, instead, 
retain those notes. These recommendations 
echoed our earlier recommendations and 
were aimed at ensuring that complainants 
and SIRC, as a quasi-judicial body, would 
have full access to all information relevant 
to matters brought before the Committee 


for a determination. 


We are pleased that the Supreme Court of 
Canada’s recent decision in Charkaoui vs. 
Canada (Citizenship and Immigration), 
2008 SCC 38, has brought clarity to this 
issue and that the court’s decision reflects 


SIRC’s oft-stated views on the matter. 


With the Canadian Charter of Rights and Freedoms coming into play more often in 
matters of national security, and the advent of the newly created special advocate 
process, the guidance of the courts is both important and necessary if we, as a 
nation, are to find and preserve the right balance between national security and 


individual rights. 


SIRC strives to bring a fair and balanced perspective to our examinations of CSIS’s per- 
formance. Although the Committee recognizes the increasing complexity and challenges 


in CSIS’s work, we are always mindful of the high standards of accountability that are 
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essential for the legitimacy of a security intelligence agency in a democratic society. This 
means that, at times, SIRC will be critical of how CSIS performs, but it also means we 
will applaud, when warranted, the Services contributions to protecting Canada’s security. 
At all times we will endeavour to stay true to our commitment to earn and maintain the 


trust of the Canadian public in fulfilling the role that Parliament has entrusted to us. 


How this report is organized 


The Security Intelligence Review Committee’s annual report has three sections. 


Section 1: A year in review 2007-08 
This section summarizes the reviews completed by SIRC as el as the complaint reports 
issued by SIRC during the a covered by this report. 


Section 2: CSIS operational activities and accountability mechanisms 

Featured in this section is information provided by CSIS on operational activities, plans 
and priorities, organized according to the Service’s major branches. This section also 
contains descriptions of the policy and governance framework within which CSIS operates. 


Section 3: About SIRC . 
_ This section provides details about the outreach, liaison and administrative activities of © 
Ru, including its annual budget and expenditures. 
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A. Review of CSIS security intelligence activities 


HOW SIRC CARRIES OUT ITS REVIEW FUNCTION 
The Security Intelligence Review Committee (SIRC) was created in 1984 as the only 


body with a mandate to carry out ongoing, independent review of the activities of CSIS. 


Established under the CS/S Act, SIRC provides assurance to Parliament—and 


through it, to Canadians—that CSIS performs its duties and functions appropriately 


and effectively and in accordance with legislation, policy and Ministerial Direction. 


In doing so, SIRC seeks to ensure that CSIS both protects and respects the fundamen- 


tal rights and freedoms of Canadians. 


To fulfill its mandate, SIRC directs staff 
to undertake a number of reviews each 
year. These provide a retrospective exam- 
ination and assessment of specific CSIS 
investigations and functions. Under the 
CSIS Act, SIRC has virtually unlimited 
power to review CSIS’s performance. With 
the sole exception of Cabinet confidences, 
SIRC has the right to have access to any 
information under the control of the 
Service, no matter how highly classified 


that information may be. 


SIRC’s reviews include findings and, 
where applicable, recommendations. Upon 


completion, the report is forwarded to 


both the Director of CSIS and the 


What’s the difference between an 
_ oversight and a review agency? 


An oversight body looks on a continual basis at 
what is taking place inside an intelligence serv- 


ice and has the mandate to evaluate and guide 
current investigations or work in “real time.” 


_ SIRC is a review body, so unlike an oversight 
agency, it can make a full assessment of CSIS’s 


past performance without being compromised 
by any involvement in its day-to-day operational 
decisions and activities. 


Inspector General of CSIS. SIRC is also authorized under Section 54 of the CSIS Act 


to provide special reports to the Minister of Public Safety on any matter that the 


Committee identifies as having special importance or that the Minister directs SIRC 


to undertake. 
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SIRC’s research program is designed to address a broad range of subjects. In deciding 


what to review, SIRC considers: 


* events with the potential to represent threats to the security of Canada; 
* particular activities by CSIS that could intrude on individual 
rights and freedoms; 
+ the CSIS Director's annual classified report to the Minister; 
+ the need to assess regularly each of the Services branches and regional offices; 
+ SIRC’s statutory authorities as detailed in the CS/S Act; 
* priorities and concerns identified by Parliament or in the media; 
* commitments by SIRC to re-examine specific matters; 
issues identified in the course of SIRC’s complaints functions; and 
* new policy directions or initiatives announced by CSIS or the 


Government of Canada. 


This approach allows SIRC to manage the inherent risk of being able to review 
only a small number of CSIS activities in any given year. Each review results in a 
“snapshot” of the Service’s actions in a particular context. For more than twenty 
years, SIRC’s reviews have provided Parliament and Canadians with a comprehensive 
picture of the Services operational activities, and assurance that CSIS is performing 


its duties and functions appropriately, effectively and in accordance with the law. 


For each review, SIRC’s researchers will consult multiple information sources to 
examine specific aspects of the Service’s work. For example, in addition to consulting 
the academic literature and arranging briefings with CSIS employees, researchers 
will spend considerable time reviewing various documents at CSIS headquarters. 
As part of this process, researchers may look at individual- and group-targeting 
files, human source files, operational messages and other relevant correspondence, 
documents relating to cooperation between CSIS and foreign and domestic agencies 
and partners, intelligence assessments and warrant documents, among other sources 
that vary between reviews. The goal is to create a diverse pool of information so 
SIRC can ensure that it has thoroughly reviewed, and completely understood, the 
issues at hand. SIRC is pleased that CSIS has made every effort to facilitate and 
improve SIRC’s access to these information sources, and we appreciate their efforts 


in this regard. 


SIRC is only one of several mechanisms designed to ensure CSIS’s accountability. 
The Service also remains accountable for its operations through the existing appara- 
tus of government, specifically the Minister of Public Safety, the Inspector General 
of CSIS, the central agencies, the Auditor General, the Information Commissioner 


and the Privacy Commissioner of Canada. 
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SIRC REVIEWS IN 2007-08 


Review of CSIS’s cooperation with and 
investigation of the intelligence agencies 
of a foreign country 


Review 2007-01 


Background 

Traditionally, counter-intelligence investigations conducted by CSIS have focused 
on countries operating covertly in Canada. In this case the Service both cooperated 
with and investigated the intelligence agencies of a foreign country. SIRC was 
interested in examining the challenges faced by CSIS in managing these relationships, 
while also guarding against suspected threat-related activities. SIRC also examined 
whether the information exchanged and the cooperation undertaken with these 
agencies were within the scope of the relevant foreign arrangements, as well as 


whether there were any problems or issues that arose from this situation. 


Findings 

SIRC found that, despite greater cooperation between CSIS and the targeted agencies, 
the Service clearly had a legitimate interest in investigating the covert activities of 
those agencies. Although any relationship in these circumstances has the potential 
to become conflicted, SIRC assessed that CSIS handled its investigation in an 
effective manner. At the same time, SIRC confirmed that the Service needed to 
continue to exercise both caution and balance in maintaining this relationship to 
ensure the protection of Canada’s security interests. SIRC also found that CSIS 
employees did not always submit a contact or visit form, as required by operational 


policy, following contact with a foreign agency representative. 
SIRC made two recommendations arising from this review. 
8 


First, SIRC recommended that CSIS employees submit a standard, written record 
of non-operational information exchanged with foreign agencies. This would be 
placed in both the relevant “cooperation with” file and operational database. The 
written record of non-operational information exchanged should also cross-reference 
the operational information exchanged with those foreign agencies. SIRC believes 
that as the number of visits with foreign agency representatives increases, it is 
important that CSIS employees be kept abreast of information exchanged with foreign 


agencies, so that they can get quick, comprehensive snapshots of these interactions. 
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Second, Section 17(1)(b) of the CSIS Act states that the Service may, with the 
approval of the Minister, “enter into an arrangement or otherwise cooperate” with 
foreign security or intelligence organizations, which is reiterated in Ministerial 
Direction and operational policy. During its review, SIRC found documents indicat- 
ing that the Service was cooperating with a foreign agency with which it did not 
have a Section 17 arrangement. CSIS maintained that the information exchanged 
with that agency was covered by existing arrangements with other agencies in that 
country. Nevertheless, SIRC recommended that CSIS establish a separate Section 
17 foreign arrangement with that agency to conform with the CS/S Act, Ministerial 


Direction and operational policy. 


Review of a counter-intelligence investigation 


Review 2007-02 


Background 

In this study, SIRC reviewed one of CSIS’s highest priority counter-intelligence 
investigations. This foreign intelligence service has conducted aggressive operations 
in Canada, targeting economic, political, scientific and technical information. It also 
has conducted operations against Canadian diplomatic premises and Canadian 


staff working overseas. 


The objective of SIRC’s review was to assess CSIS’s performance in countering the 
foreign intelligence service’s attempts to cultivate sources of information within the 
Government of Canada, as well as its attempts to obtain surreptitiously economic 


intelligence and controlled technologies from Canadian businesses. 


Findings 

SIRC concluded that CSIS’s investigation was run professionally and was indicative 
of both strong operational planning and extensive experience with the investigation. 
The Service showed itself to be well positioned to identify and counter new threats 
posed by this foreign intelligence service. SIRC noted that CSIS had recently 
reconsidered and refocused its intelligence efforts to respond to a detected shift in 
practices by the foreign service in question. The Service must continue to shape its 
investigation to offset the challenges identified in this study and to close existing 


intelligence gaps. 


SIRC also noted an inconsistent application of procedures for secure meetings 
with human sources, and expressed concern that certain practices could risk the 
security of CSIS’s operations and increase the chance of exposing the sources relation- 
ship with the Service. As a result, SIRC suggested that CSIS review its practices 


and implement a consistent approach to all domestic human source operations. 
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An investigation of security concerns reported under 

the Government Security Policy 

As part of this review, SIRC identified and reviewed CSIS’s role in the investigation 
of security concerns that arose during the construction of the Department of 
National Defence’s Above Ground Complex in North Bay, Ontario, as part of its 
North American Aerospace Defense Command (NORAD) modernization program. 
Although these issues were the subject of two reports by the Office of the Auditor 
General of Canada (May and October 2007), neither report discussed CSIS’s role 


in the matter. 


The Department of National Defence is responsible for meeting its security obliga- 
tions under the Government Security Policy as they relate to the construction of 
this facility, and must report any concerns to CSIS when they arise. Further, CSIS 
is responsible for investigating national security concerns when they are reported. 
In this case, DND reported its security concerns to CSIS, and the Service responded 
in due course. SIRC noted, however, that CSIS did not receive sufficient informa- 
tion from the Department of National Defence to investigate various security 


concerns related to the NORAD facility fully and proactively. 


SIRC also identified a gap in Canada’s national security policy. The Government 
Security Policy requires all departments to request and receive security clearances 
from CSIS for individuals who require site access to secure facilities. The two 
reports issued by the Auditor General in 2007 indicated that departments and 
agencies often do not obtain the necessary security assessments for contractors. Yet 
there is no mechanism to alert CSIS when a department or agency has failed to 


meet these requirements. 


SIRC believes that the failure of a department to request and receive appropriate 
security clearances could create a situation that could be exploited by a foreign 
intelligence service. Therefore, SIRC suggested that CSIS make every effort to be 
aware of construction projects involving secure locations and to develop a standard- 
ized procedure for CSIS to advise departments concerning the necessity of site 


access or security clearances. 


SIRC recommended that CSIS consult with the Treasury Board Secretariat to clarify 
its responsibility to investigate incidents reported under the Government Security 
Policy, and to explore the value of enhancing interdepartmental liaison in order to 
advise departments of their security screening responsibilities under the policy. 
SIRC encourages CSIS to consider this recommendation as part of its future planning, 
and to include it in any discussions with the Treasury Board Secretariat about CSIS’s 


responsibilities under the Government Security Policy. 
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Review of CSIS’s Intelligence Assessments 
Branch 


Review 2007-03 


Background 

CSIS’s Intelligence Assessments Branch (IAB), formerly Research, Analysis and 
Production, plays an important role in providing timely and relevant strategic and 
tactical advice to the federal government concerning threats to national security. 
The IAB develops strategic analyses that examine current and emerging trends or 
issues that might affect national security in the future. The analyses are done for 
government or in support of Service investigations. It also prepares tactical analyses 
that support operational needs, including information about particular individuals, 


targets or other immediately pressing issues. 


SIRC chose to review the IAB to enhance its understanding of the nature, scope 
and effectiveness of the branch’s work. In addition to analyzing the strategic and 
tactical intelligence analyses produced by the branch, SIRC explored the nature 
and extent of the IAB* integration and cooperation with the wider Canadian security 
intelligence community and examined how the branch disseminated timely and 


relevant intelligence products. 


Findings 

Overall, SIRC found the IAB to be an effective and professionally organized group 
that has worked diligently in recent years to respond to growing demands—both 
within the Service and across government—for intelligence assessments and products. 
At the same time, considerable work remains for the IAB to adjust to the complex 
and changing security intelligence environment. This was recognized by IAB manage- 
ment and was demonstrated in ongoing work to improve and expand the branch’s 


role. SIRC’s review provided several insights into this ongoing transition. 


First, recent organizational changes within the IAB should help to enhance the 
branch’s capacity to produce strategic and tactical intelligence analyses for government 
or in support of Service investigations. In particular, SIRC believes that these changes 
represent an important step towards addressing the need for more long-term strategic 
analysis, especially since previous SIRC studies noted that frequent restructuring 
and insufficient resources had limited the Service’s strategic intelligence assessment 
capabilities. For this reason, SIRC encourages CSIS’s senior management to provide 
the necessary leadership and resources to ensure that the branch has the organizational 


stability to complete its important initiatives and objectives. 
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Second, SIRC believes that there will be increased pressure from across the security 
intelligence community for the IAB’s assessments and related products. The challenge 
will be for the Service, and the IAB in particular, to continue to develop the capacity 


to meet those needs. 


Third, SIRC found that the IAB has had a growing and important role collaborating 
with others in the Canadian intelligence community. For example, at an informal 
level, IAB analysts maintain contact across the intelligence community on a regular 
basis to share ideas and intelligence information. At a more formal level, these analysts 
and senior management participate in various interdepartmental working groups. 
SIRC believes that the branch’s ongoing participation in such initiatives is essential 


in today’s complex and evolving security environment. 


SIRC’s review also highlighted various challenges for the IAB in disseminating 
products and collecting client feedback. SIRC recognizes the Service’s efforts to 
improve its methods of liaising with clients, to ensure that they receive relevant and 


timely analysis and commentary. 


Review of CSIS’s support for Canadian 
operations abroad 


Review 2007-04 


Background 

The Director of CSIS noted in his 2006 speech to the Canadian Association for 
Security and Intelligence Studies that Canada’s borders cannot protect the country 
from many of the threats it now faces. Canadian lives and property are at risk from 
the actions of individuals and groups residing in foreign countries—as are 
Canadians working or travelling abroad. In view of this, the Director maintained 
that one of CSIS’s top challenges is “to strengthen (its) capacity to operate effectively 


outside of Canada in support of (its) core national security mandate.” 


SIRC’s review sought to examine the Services efforts to increase its capacity to 
operate outside Canada. SIRC therefore analyzed, as a case study, CSIS’s role in 
interdepartmental efforts abroad to rescue members of a group known as the 


Christian Peacemakers, who were kidnapped in Iraq in 2005. 
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The following questions guided SIRC’s research: 


+ Is existing Ministerial Direction and policy guidance adequate in light of the 
changing nature of CSIS operations? 

+ Are there any specific lessons that CSIS can draw from its participation 
in interdepartmental initiatives abroad? 

+ As CSIS expands its capacity to operate abroad, how is it interacting with 


federal departments and agencies that also have an international presence? 


Findings 

SIRC found that CSIS officers increased in two ways the effectiveness of interdepart- 
mental efforts to rescue the kidnapped members of the Christian Peacemakers. 
First, the officers provided access to information and priorities of other intelligence 
agencies operating in Iraq. Second, they provided information collected by human 


sources operating in the region. 


At the same time, SIRC found that the Christian Peacemakers example illustrated 


the challenges that CSIS will face as it increases its activities abroad: 


+ Existing Ministerial Direction may need to be updated to provide CSIS with 
appropriate guidance. 

¢ The speed with which the Christian Peacemakers crisis developed demonstrated 
the importance of advance preparations in terms of materiel and logistics as well 
as applicable policy guidance. CSIS’s International Region has started work on 
developing a materiel and policy infrastructure to respond to such crises. 

+ The rescue operation demonstrated a need to conduct operational assessments, 
including communications, on a regular basis. SIRC noted two instances in 
which information was not communicated effectively, although there was no 
evidence that this affected the overall quality of the operation. CSIS informed 
SIRC that based on lessons learned overseas, changes were recommended to 
existing policies and that new procedures are being developed and implemented 
on an ongoing basis. 

¢ The operation revealed the challenges that CSIS may face in conducting human 
source operations overseas. SIRC does understand that an assessment of risk 
may change with time, and that an operation may appear more or less risky in 
hindsight. Nonetheless, given the probability that the Service may be involved 
in the type of human source operations examined in this review, SIRC recom- 
mended that CSIS review the criteria used to conduct risk assessments, and that 
the Service define more precisely the high-risk situations for which it is neces- 


sary to consult with the Minister of Public Safety. 
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Review of CSIS human source operations 
outside Canada 


Review 2007-05 


Background 

The complexities of dealing with human beings, and human relations, make human 
sources a unique and challenging line of intelligence collection. Nevertheless, human 
sources remain an essential tool in security intelligence for understanding both threat 
environments and the intentions of targets—information that is not always evident 


from technical sources such as photographs or intercepted communications. 


SIRC examined the challenges of conducting human source operations overseas, 
including operations in war zones. SIRC assessed the Service’s actions against the 
CSIS Act and Ministerial Direction, as well as relevant operational policies and 
guidelines. Special attention was given to whether current Ministerial Direction 
was sufficient to accommodate the Service’s foreign collection activities and support 


for military operations. 


Findings 

SIRC believes that the expansion of CSIS’s foreign intelligence collection program 
will entail challenges as the organization adapts to new operational environments. 
SIRC recognizes the Services efforts to work effectively in this still-evolving context, 
evidenced by the creation of the International Region, which includes the transition 
from Security Liaison Officer to Foreign Officer, and the approval of Executive 


Directives to guide certain operations. However, further work remains to be done. 


SIRC therefore made two recommendations. First, SIRC’s analysis suggests that 
the Service should reconsider its policy structure to accommodate its increasing 
activities outside Canada. Although the Committee found that CSIS had revised 
its practices to meet the challenges identified in the study, corresponding Service 
policy has yet to be adjusted. SIRC believes it appropriate for the Service to extract 
common principles and themes from its current practices to develop new policy to 
govern overseas source operations. To be effective, these changes in policy should 
be led by the Minister of Public Safety by way of clear Ministerial Direction. SIRC 
therefore recommended that CSIS prioritize the development of these policies 


upon receipt of the new Ministerial Direction. 


SIRC’s second recommendation concerned the assessment of risk for source opera- 
tions. When risk assessments were reported in the planning documentation 


reviewed, there was little detail as to how these assessments were calculated, and 
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little consistency in the language used. As a result, it was often unclear what factors 
motivated the assessment of a particular risk level. CSIS policy has neither a standard- 
ized scale establishing thresholds between different levels of risk, nor consistent 


terminology when assessing risk. 


SIRC concluded that CSIS should rationalize its risk assessment procedures and its 
reporting of risk in operational plans. Clearly described standards would provide 
operational staff with a tool to measure and assess risk, and ensure that all factors 
are considered. SIRC therefore recommended that CSIS standardize its risk assessments 


with detailed and consistent terminology that is reflected in operational policy. 


Review of a counter-terrorism investigation 


Review 2007-06 


Background 

This review examined one of CSIS’s largest and highest-priority investigations. 
Operational activity undertaken within this investigation had taken place both in 
Canada and abroad, and the Service had cooperated with allied intelligence agencies 


to disrupt certain threat-related activities. 


In the period under review, SIRC examined the nature and extent of the activities 
of a sample of group and individual targets, including how these targets constituted 
a threat to the security of Canada, as well as the effectiveness and appropriateness 


of the Service’s investigation. 


Findings 


Two findings and one recommendation resulted from this review. 


One of the groups reviewed was approved as a target in 2004, and again in 2006. SIRC 
found that the Service had no indication that members of the targeted group had been 
directly involved in any terror-related acts. According to CSIS, its main concern was 


that these individuals could be regarded as ideal recruits by terrorist groups. 


Although there is evidence to suggest that this group is a terrorist organization— 
for example, some of its members are thought to have participated in terrorist 
activities outside of Canada—there is also a wide body of academic literature that 
suggests it is non-violent, and has been targeted by a number of foreign govern- 
ments because it is considered a political threat. Although SIRC’s review noted that 
the Service, in its investigation, was aware of the debate regarding the groups status 


as a terrorist organization, there was no reference to that debate in the targeting approval 
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process. Therefore, SIRC’s first finding was that this debate should have been 


included in the targeting approval process. 


SIRC therefore recommended that the debate about whether the targeted group is 
in fact a terrorist organization should be included in future targeting discussions. 
Although the ensuing discussion might not alter the final decision, the targeting 


approval process would nonetheless be better informed. 


Another aspect of the review included an examination of the Service’s investigation 
of targets in sensitive Canadian institutions, which includes academic, political, 
media, religious and trade union fields. Ministerial Direction and operational policy 
require that CSIS obtain a higher level of approval prior to undertaking investigative 
activities that have an impact, or appear to have an impact, on these institutions. 
SIRC’s second finding was that CSIS may be required to undertake certain types 
of investigative activities that could have an impact on a sensitive sector institution. 
SIRC therefore believes the Service should re-examine existing policies to ensure 


that these activities are suitably covered. 


Review of a Foreign Office 
Review 2007-07 


Background 

Because the vast majority of threats that CSIS must contend with arise beyond 
Canada’s borders, the Service has taken steps to strengthen its capacity to operate 
effectively abroad. CSIS has for many years operated Foreign Offices around the 
world—the number and locations of which are classified, except for those in London, 


Paris and Washington. Service representatives working at these posts are designated 


Foreign Officers (FO), formerly Security Liaison Officers (SLO). 
SIRC’s review of one such Foreign Office was designed: 


* to examine the nature and volume of the Foreign Offices immigration-related 
work and how other responsibilities (i.e., intelligence gathering and liaison) 
were balanced; 

* to study the offices relationships with other Canadian agencies located in the 
host country; 

* to analyze the office’s liaison relationships with foreign agencies to ensure that 
CSIS was prudent in its dealings with those intelligence entities with questionable 
human rights practices; and 


* to inquire how CSIS’s 2006 reorganization affected work at the office. 
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Findings 

SIRC’s examination of this Foreign Office illustrated the challenges facing CSIS in 
an immigration-generating, geo-politically complex and threat-diverse region. The 
Service places high expectations on Foreign Officers to address these competing 
demands, requiring solid time management and the effective development of 
diverse information sources. SIRC noted the Foreign Officer’s capable handling of 


these divergent expectations at the office. 


From SIRC’s perspective, two overlapping issues converged at this office: strategic 
restructuring challenges and tactical workload expectations. These issues will become 
particularly relevant for this Foreign Office as the region’s security intelligence 
demands continue to evolve. The challenge for CSIS will be to balance expanding 


collection demands with resource realities. 


SIRC offered three concluding observations for the Service to consider as it 
attempts to address these competing priorities. First, CSIS will need to acknowledge 
and address ongoing human resource capacity issues, particularly in relation to the 
increased workload demands related to the transition from Service Liaison Officer 
to Foreign Officer. Efforts at addressing this challenge will depend on the extent 
to which the Service perceives the need to bolster collection capabilities at the office. 
Second, SIRC encouraged the Service to continue with efforts to increase liaisons 
with partner agencies, a strategy that SIRC believes will offset the over-reliance on 
particular information sources. Third, SIRC encouraged CSIS to continue refining 


its plans and priorities that focus on threats originating outside Canada. 


Considering that the Service’s reorganization remains a work in progress, there 


were no recommendations arising from this review. 
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Review of a counter-terrorism investigation* 


Review 2006-08 


*Note: 
This review was not finalized until after the 2006-07 annual report went to print. 


Background 

Western-based intelligence agencies have noted in recent years the activities of certain 
Islamist-based movements around the world whose adherents employ violence against 
those declared to be “enemies of Islam.” In Canada, there are increasing concerns 
about the emergence of “homegrown” terrorist threats posed by so-called second 
generation Islamists—individuals born or raised in Canada who subsequently 
espouse radical beliefs, as well as converts who espouse extremist interpretations of 
Islam. CSIS has identified al Qaida-inspired threats as prominent, and particularly the 


threat posed by individuals who may, to all appearances, have blended into society. 


To understand better why some who are born and raised in Canada might turn to 
extremism, and to prevent those who do so from engaging in threat-related activities, 


CSIS assigns priority to identifying the factors that may lead to radicalization. 


SIRC reviewed the Service's investigation of certain individuals believed to be second- 
generation terrorists or recent converts to extremist interpretations of Islam. SIRC also 


reviewed CSIS’s execution of warrant powers and its use of human sources. 


Findings 

SIRC found that the Service complied with the CS/S Act, as well as applicable 
Ministerial Direction and operational policies in this investigation. Specifically, 
SIRC found no issues of concern in CSIS’s examination of individual targets, the 
development and execution of a warrant, and the management and control of most 


of the human sources associated with this investigation. 


Concerning CSIS’s direction of human sources, SIRC noted that appropriate author- 
ization had not been provided by CSIS’s executive for operations conducted within 
sensitive institutions, as required by its sensitive-sector policy.’ For instance, SIRC 
found that a regional investigator had directed a human source to collect information 


within a sensitive institution without first obtaining executive approval. 


! Sensitive institutions include those in the academic, political, media, religious and trade union fields. 
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SIRC also found that the investigations targeting-approval documentation did not 
provide a sufficiently thorough overview of the issue, group, organization or indi- 
vidual targeted or a description of the activities of the proposed target, as per 
operational policy. In particular, SIRC believes the documentation could have 
included more detail regarding how the investigation would focus on issues of new, 
evolving or increasing concern. In the absence of this information, the investigation 
has served as a general operational file for the broader investigation of Islamist 
extremism. SIRC believes that clarifying and limiting this issue-based investigation 
could assist CSIS in more effectively identifying issues of developing concern and 


isolating them for analysis. 


Therefore, the Committee recommended that CSIS clearly define this issue-based 
investigation when it is next renewed and determine whether it should focus on 


issues of increasing concern. 
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B. Investigation of complaints 


HOW SIRC INVESTIGATES COMPLAINTS 

In addition to its review function, SIRC is responsible for investigating complaints 
about CSIS. SIRC is committed to listening and responding to Canadians, as this 
is one of the key roles entrusted to SIRC by Parliament. The Committee considers 
complaints made by citizens concerning any activity of CSIS, or in cases where a 
security clearance necessary to obtain or maintain federal government employment 
or contracts has either been denied or revoked. Almost all complaint cases begin as 
inquiries to SIRC, and SIRC staff make every effort to respond promptly to such 
inquiries, and inform prospective complainants about what the CS/S Act requires 


to pursue a complaint. 


Once a written complaint is received, SIRC conducts an initial review. Where a 
complaint does not meet certain statutory requirements, SIRC declines jurisdiction 
and the complaint is not investigated. If jurisdiction is established, complaints are 
investigated through a quasi-judicial hearing presided over by one or more Committee 


members, assisted by staff. 


In investigating complaints, SIRC has all of the powers of a superior court, and has 
access to all information in the possession of CSIS, except for Cabinet confidences. 
A complainant has the right to be represented by counsel and to make representations 
at the hearing. Pre-hearings may be conducted to establish and agree on procedures 


with the complainant and/or the complainant's counsel. 


Types of complaints . 


Four kinds of matters may be investigated by SIRC: . 


e Complaints lodged by persons “with respect to any act or thing 
done by the Service” (Section 41); 


+ Complaints concerning denials of security clearances to government - 
employees or contractors (Section 42): 


e Referrals from the Canadian Human Rights Commission of allegations 
made to it; and 


e Minister’s reports in regards to the Citizenship Act. 


SIRC Annual Report 2007-2008 


18 Section 1: A year in review 2007-08 
ee re eee ne anne 


SIRC’s legal team provides advice on procedural and substantive matters, and will 
also cross-examine Service witnesses when, for national security reasons, evidence 


must be heard without the complainant being present. 


COMPLAINTS CAN TAKE SEVERAL FORMS 

The types of complaints that SIRC investigates are described in the CS/S Act and take 
several forms. Under Section 41 of the CS/S Act, SIRC can investigate “any act or 
thing” done by the Service. Under Section 42, it can hear complaints about denials of 
security clearances to federal government employees and contractors. Section 42 does 
not permit SIRC to accept jurisdiction to hear complaints concerning less intrusive 
background screening or reliability checks, which are conducted simply to determine 
the trustworthiness or suitability of a potential federal employee. These complaints are 


addressed through an organization's designated grievance procedure. 


Pursuant to Section 42 of the CS/S Act, individuals who have been denied a security 
clearance must be informed of this action by the Deputy Head of the organization. 
These individuals have the right to make a complaint to SIRC and, where appropri- 
ate, SIRC will investigate and report its findings and any recommendations to the 


Minister, the Director of CSIS, the Deputy Head concerned and the complainant. 


Should the Canadian Human Rights Commission receive a written notice from a 
Minister of the Crown about a complaint that relates to the security of Canada, 
the Commission may refer the matter to SIRC. Upon receipt of such a referral, 
SIRC carries out an investigation and reports its findings to the Commission, the 
Director of CSIS, the Minister of Public Safety, the Minister of the department 
concerned and the complainant. SIRC also has the authority to conduct investigations 


into matters referred to SIRC pursuant to the Citizenship Act. 


When SIRC’s investigation of a complaint made under Section 41 is concluded, it 
provides the Director of CSIS, the Minister of Public Safety and the complainant 
with a report of its findings and recommendations.” Summaries of these reports, edited 
to protect national security and the privacy of complainants, are also included in 


SIRC’s annual report to Parliament. 


Table 1 provides the status of all complaints directed to SIRC over the past three 
fiscal years, including complaints that were misdirected to SIRC, deemed to be 
outside SIRC’s jurisdiction or investigated and resolved without a hearing (.e., 


administrative review). 


2 The complainant receives a declassified version of the report. 
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How SIRC determines jurisdiction of a complaint... 


...under Section 41 


Under Section 41 of the CSIS Act, 
SIRC shall investigate complaints made 
by “any person” with respect to “any 
act or thing done by the Service.” 
Before  SIRC _ investigates, two 
conditions must be met: 


1. The complainant must first have 
complained in writing to the Director 
of CSIS and not have received 
a response within a reasonable 
period of time (approximately 30 
days), or the complainant must be 
dissatisfied with the response; and 


2. SIRC must be satisfied that the 


complaint is not trivial, frivolous, 
vexatious or made in bad faith. 


SIRC cannot investigate a complaint 
that can otherwise be addressed under 
existing grievance procedures of the 
CSIS Act or the Public Service Labour 
Relations Act. 


...under Section 42 


With respect to security clearances, 
Section 42 of the CS/S Act says SIRC 
shall investigate complaints from: 


1, Any person. refused federal 
employment because of the denial 
of a security clearance; 


2. Any federal employee who is 


dismissed, demoted, transferred 
or denied a transfer or promotion 
for the same reason; and 


3. Anyone refused a contract to 


supply goods or services to the 
government for the same reason. 


These types of complaints must be 
filed within 30 days of the denial of 
the security clearance. SIRC may 
extend this period if valid reasons 
are presented. 
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C. SIRC complaint decisions 2007-08 


Alleged intimidation 


Report 2007-01 


SIRC reported a decision made under Section 41 of the CS/S Act about a complaint 
concerning the conduct of three male CSIS officers during their interaction with 
the complainant, a female lawyer. She alleged that the three men had addressed her 
in a physically threatening manner and intimidated her in the presence of her clients 
at an office of Citizenship and Immigration Canada (CIC). The complainant's 
clients, a husband and wife, required a security screening interview by CSIS for 


purposes of their application for permanent residence. 


Without notice to the complainant, CIC scheduled the clients to each be inter- 
viewed by CSIS officers separately and simultaneously. According to the complainant, 
this scheduling meant that she could not be present with her clients at both inter- 
views. A conflict arose between the complainant and the three CSIS officers over 
the scheduling of the interviews and the complainant’s role during the interview. 
The complainant stated that she felt physically threatened by the CSIS officers and 
was shaking. She also found their behaviour and comments to be rude and sexist. 


Furthermore, she alleged that the CSIS officers were racist. 


As part of SIRC’s investigation, a hearing was held. The complainant did not offer 
an independent third party to testify about the alleged conduct of the CSIS officers. 
SIRC was left with two different but equally plausible interpretations of how the 


events transpired. 


SIRC found that the three CSIS officers reacted reasonably under the circumstances. 
They were following CSIS policy concerning the conduct of immigration inter- 
views. The three CSIS officers maintained that their conduct was not intended to 
intimidate, but rather to find out what the problem was regarding the scheduled 
interviews. The prospect of simultaneous interviews caused conflict for the complainant, 


while the prospect of re-scheduling consecutive interviews caused conflict for CSIS. 


SIRC found that, given the circumstances of this case, both sides would have been 
agitated by the conflict, and their behaviour would have been affected accordingly. 


Nevertheless, SIRC did not find evidence that either the complainant’s behaviour 


SIRC Annual Report 2007-2008 


22 Section 1: A year in review 2007-08 
Re SSS STS SESS SSE TE 


in serving as counsel to her clients, or the CSIS officers’ behaviour was unreasonable, 


threatening or intimidating. 


As with all complaints, the complainant had the burden of proof. SIRC concluded 
that the complainant did not present sufficient evidence to prove the alleged 


intimidation and misconduct. 


Nevertheless, SIRC concluded that the conflict between the two parties might have 
been avoided if CSIS policies permitted an individual not only to have counsel or 
another representative attend a security screening interview, but also to advocate 


for that individual during the interview process with G@SLS: 


SIRC recommended that the Service’s policies be amended so that individuals are 
permitted to be accompanied and fully represented by counsel or another repre- 


sentative during a security screening interview conducted by CSIS. 


Alleged abuse of human rights and 
unfair treatment 


Report 2007-02 


In this complaint filed with SIRC under Section 41 of the CS/S Act, the complainant 
alleged that CSIS had abused his human rights and those of his family, and that 
the Service had treated him unfairly. SIRC investigated the complaint and concluded 
that there was no evidence of any abuse of human rights as alleged. While SIRC 
did find that the complainant had been treated unfairly, it was to a much lesser 


degree than had been alleged by the complainant. 


Allegations concerning CSIS’s handling of 
evidence obtained by torture 


Report 2007-03 


SIRC reported a decision concerning a complaint pursuant to Section 41 of the 
CSIS Act, in which the complainant, Paul Copeland, alleged a “total lack of concern” 
by CSIS regarding evidence obtained by torture. 


Noteworthy in this case is that immediately after SIRC began its investigation, the 
Government of Canada implemented a key recommendation made by Justice O’Connor 
in his report on the Commission of Inquiry into the Actions of Canadian Officials 
in Relation to Maher Arar. On December 12, 2006, the Honourable Frank Iacobucci 
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was appointed to undertake an inquiry into the actions of Canadian officials in 
relation to Abdullah Almalki, Ahmad Abou-Elmaati and Muayyed Nureddin. Therefore, 
SIRC decided that it would be inappropriate for the Committee to include any findings 


in its report that could be the subject of this inquiry. 


In investigating Mr. Copeland’s complaint, SIRC had access to classified information 
relevant to the allegations, including a classified version of the report of Justice O'Connor 
(hereafter referred to as the “Arar Report”). After having reviewed all the documentation 
made available, as well as the representations of the parties, SIRC did not find evi- 


dence of a “total lack of concern.” 


In its decision, SIRC noted that on June 29, 2005, CSIS had implemented two relevant 
recommendations contained in SIRC’s review of the role of CSIS in the matter of 
Maher Arar.’ The first recommendation was to change CSIS operational policies 
so that it must consider the human rights record of a foreign state or agency when 
information received from those sources will be used in an application for targeting 
approval. The second recommendation was to amend a CSIS operational policy 
that governs the information included in a foreign-travel proposal so that it must 
consider the human rights records of foreign states or agencies regarding incoming 


visits or travel abroad. 


Further, SIRC took into consideration Recommendation 14 made by Justice O’Connor 


in the Arar Report, which states: 


“Information should never be provided to a foreign country where there is a 
credible risk that it will cause or contribute to the use of torture. Policies 
should include specific directions aimed at eliminating any possible Canadian 
complicity in torture, avoiding the risk of other human rights abuses and 


ensuring accountability. ” 


SIRC views this recommendation as the standard that CSIS should apply when 


exchanging information. As Justice O’Connor further stated: 


“Domestically, the Canadian Charter of Rights and Freedoms confirms the 


absolute rejection of the use of torture.” 


Although SIRC did not find evidence of a “total lack of concern” on the part of CSIS 
regarding evidence obtained by torture, it did find that at the time the complaint was 


made, CSIS lacked specific policies aimed at eliminating any possible Canadian com- 


> A complete list of SIRC reviews is available on SIRC’s website (www.sirc-csars.gc.ca). 
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plicity in torture. As noted in the Arar Report, CSIS had no personnel with expertise 
in recognizing intelligence that may have been the product of torture, but “[rJather, 


CSIS’s assessment focuse[d] on whether the Service can corroborate the information.” 


SIRC found this lack of expertise hampered the Service in exercising due diligence, not 
only in assessing the reliability of information—particularly whether the information 
was obtained by torture—but also in assessing whether there was a credible risk 


that the exchange of information would cause or contribute to the use of torture. 
SIRC noted the following advice provided by Justice O’Connor in his report: 


“Canadian officials must be more sophisticated in their assessments, taking 
into consideration all of the available information in order to draw reasonable 
inferences about what may have happened. The Convention against Torture 
and Other Cruel, Inhuman or Degrading Treatment or Punishment 
(Convention against Torture) provides that the human rights record of a 


country must be considered in assessing the risk of torture.” 


During its investigation, SIRC was informed that CSIS has personnel with the 
expertise to assess the reliability of information. However, SIRC was neither 
informed nor could it determine whether CSIS has personnel with the expertise to 
make sophisticated assessments as to whether exchanges of information will create 
a risk of causing or contributing to any possible Canadian complicity in torture, 


or the risk of other human rights abuses. 


In SIRC Review 2005-02 (CSIS Liaison with Foreign Agencies: Review of a 
Security Liaison Post),4 SIRC had found a lack of any written documentation about 
possible human rights concerns cited by organizations such as Amnesty International 
and Human Rights Watch. The concerns related to the Service’s documentation of 
a separate and relatively new foreign arrangement with a particular intelligence 
agency. SIRC found that this lack of written documentation would not meet the 
standard of assessment as contemplated by Justice O’Connor in ensuring Canada’s 


non-complicity with human rights abuses. 


With respect to arrangements with foreign states or agencies to collect and share 
information and intelligence, both Ministerial Direction and operational policy 
require that CSIS address a country’s human rights record. This includes any possible 


abuses by the security or intelligence organizations. Further, arrangements with 


# A complete list of SIRC reviews is available on SIRC’s website (www.sirc-csars.gc.ca). 
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countries that do not share Canada’s respect for democratic or human rights will 


only be considered where contact is required to protect the security of Canada. 


CSIS’s policy requires that all applications for any targeting submission take into 
consideration the human rights record of any foreign state or agency whose infor- 


mation may be used to support the submission. 


Based on these facts, SIRC found CSIS is concerned with human rights, but never- 
theless may use information obtained by torture. Although it did not find a “total 
lack of concern” for evidence obtained by torture, SIRC did find that CSIS focused 
on the impact that torture might have on the reliability of information used in carrying 
out its responsibilities under the CS/S Act, rather than on its obligations domestically 
under the Canadian Charter of Rights and Freedoms and the Criminal Code of 
Canada, as well as internationally under the treaties signed by Canada that 


absolutely reject torture. 


For purposes of this investigation, SIRC found that Justice O’Connor’s findings 
and recommendations—as well as any future findings and recommendations by 
the Honourable Iacobucci’s inquiry—will ensure that the use of information 
obtained through exchanges with foreign agencies is done in such a way that pro- 
tects Canadians from threats to their security. These efforts will also respect the 
values of Canada’s free and democratic society as reflected in the Charter, the 


Criminal Code, and its treaty obligations regarding the abhorrence of torture. 


SIRC recommended that CSIS implement the recommendations directed at the 


Service in the Arar Report. 


A second recommendation made as a result of this investigation cannot be disclosed 


for reasons of national security. 


Alleged discriminatory practice 


Report 2007-04 


SIRC reported a decision on a complaint pursuant to Section 45 of the Canadian 
Human Rights Act. The complainant alleged that Transport Canada had discriminated 
against him on the grounds of race, national or ethnic origin, and religion by treating 


him in an adverse differential manner. 


The Minister of Transport asked the Canadian Human Rights Commission to 
refer the case to SIRC. 
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The alleged discrimination concerned Transport Canada: 


* not issuing the complainant an Airport Restricted Area Access Clearance Pass on 
grounds of religion and ethnic origin; and 
¢ pursuing a policy and/or practice of denying security clearance to individuals of 


the complainant's ethnic origin. 


Under Transport Canada’s Airport Restricted Area Access Clearance Program 
(hereafter “the Program”), the complainant (who was working for a private-sector 
employer) needed site-access clearance to be issued a pass by the Airport Pass 
Control Office. This would have provided the individual with access to restricted 
areas within an airport. The aim of the Program is to prevent unlawful acts of 
interference with civil aviation. It does so by issuing a site-access pass to persons 
who meet the standards set out in this Program. The objective is to prevent uncontrolled 
entry into a restricted area of a listed airport by a person who falls within one of 


the listed categories of threats to security. 


As part of the complainant’ application process for a pass, the Director of 
Preventive Security for Transport Canada was provided with information about the 
complainant resulting from a criminal record check, a credit check and a CSIS 
indices check. The Director of Preventive Security decided to convene an Access 
Clearance Review Board, which took into consideration the national security concerns 
communicated by CSIS and the results of the criminal record check. The Review 
Board decided to recommend to the Minister of Transport the denial of the clearance. 
Subsequently the Minister denied the complainant site-access clearance. Since 
restricted-area access at the airport was a condition of employment, the individual's 


job was terminated. 


The Minister of Transport made the decision without providing the complainant 
with the opportunity “to know the case against him” or to respond to the adverse 
information. Nor was the complainant provided any reasons for the denial. The 
Minister informed the individual that there was a 30-day deadline within which to 


seek from the Federal Court a judicial review of the decision. 
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SIRC found that: 


1. The complaint of discrimination pertained to a practice that was based on 
considerations relating to national security, and hence was properly referred to 
SIRC pursuant to Subsection 45 (2) of the Canadian Human Rights Act. 

2. The Ministers decision not to grant the site-access clearance, which resulted in 
the Airport Restricted Area Access Clearance Pass not being granted, was made in 
accordance with the relevant program, and was done for security considerations— 
not on prohibited grounds of discrimination based on the complainant's race, 
national or ethnic origin or his religion. 

3. The security assessments conducted by CSIS and Transport Canada were flawed 
for two reasons: 

a. the procedure relied on by the Review Board and the Minister of 
Transport under the Program was inherently unfair and breached the rules 
of natural justice, given the serious consequences of the Minister’s decision— 
namely the loss of the complainant’s employment; and 


b. CSIS did not comply fully with its own procedures. 


More specifically, SIRC found the procedure under the Program was inherently 


unfair and breached the rules of natural justice by: 


* not providing the complainant with an opportunity to respond to any adverse 
information prior to the decision being taken by the Minister; 

* not providing the complainant with reasons for the Minister's decision according to 
which the complainant could have made an informed choice to seek judicial review; 

* relying on an inadequate security assessment; and 

¢ failing to answer the complainants counsel’s telephone inquiries on a timely 
basis which, in all likelihood, would have had an impact on the complainant 


making an informed decision to seek judicial review within the 30-day deadline. 


Given the serious consequences of the Minister’s decision, which resulted in the 
loss of the complainant’s employment, the complainant should have been afforded 


a fair process which adhered to the rules of natural justice. 


SIRC recommended that the Canadian Human Rights Commission not investigate 
this complaint in accordance with Subsection 46 (2) of the Canadian Human Rights 
Act. It maintained that the Minister did not make his decision to deny the complainant 
site-access clearance based on a prohibited ground of discrimination, nor was Transport 
Canada pursuing a policy and/or practice of denying site-access clearance to individuals 


of the same ethnic origin as the complainant. 
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SIRC further recommended that the Minister provide the complainant with the 


opportunity to re-apply for the security clearance under the new policy. 


Finally, SIRC recommended that if the complainant were to re-apply, CSIS or 
Transport Canada should conduct an interview with the complainant in the presence 
of counsel or any other representative. In addition, the complainant should be made 
aware of the right to record the interview, and that CSIS or Transport Canada also 
record the interview and retain a copy of the recording until the complainant has 
had an opportunity to exhaust any review process or until the retention period 


under the Privacy Act has expired, whichever is later. 


Alleged improper advice to the Minister of 
Citizenship and Immigration 


Report 2007-05 


SIRC reported an investigation of a complaint made under Section 41 of the CSIS Act 
alleging that CSIS had provided improper advice to Citizenship and Immigration 
(CIC) in 2001 and 2004 regarding a complainant’s application for permanent resident 


status in Canada under the former /mmigration Act. 


In this case, the complainant was a refugee from Pakistan. In his immigration doc- 
uments, he had declared that while he was in Pakistan from 1985 until he 
immigrated to Canada in 1996, he had been a member of an organization called 
the Muttahida Quami Movement (otherwise referred to as “MQM”). In 2000, he 
was interviewed by CSIS, at which time he provided details of his past involvement 
with the MQM. He told the CSIS interviewer that he had not been involved with 
the MQM since arriving in Canada. 


Following the interview, CSIS provided an inadmissibility brief to CIC in 2001. 
In 2004, CSIS updated their advice to CIC. At the time of the second inadmissibility 
brief, the Immigration Act had been replaced by the /mmigration and Refugee 
Protection Act (IRPA). Section 19 of the former Act had been replaced with Section 34 
of the IRPA. 


Much of SIRC’s investigation focused on whether, by law, there are reasonable 
grounds to believe the MQM is an organization that is or was engaged in terrorism. 
The investigation also focused on whether the advice from CSIS to CIC regarding 
this issue was proper. SIRC received evidence from both the Service and the com- 
plainant on this issue. SIRC considered the wording of the /mmigration Act as it 


was applied by CSIS in the 2001 inadmissibility brief that was later confirmed by 
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the 2004 inadmissibility brief and found that the advice from CSIS to CIC on this 


issue was proper. 


However, SIRC found other aspects of the advice from CSIS to CIC were wrong or 
inaccurate and therefore improper. SIRC found no evidence to support a bona fide 
belief that the complainant has been a member of the MQM since arriving in Canada. 
This advice was wrong and was perpetuated by the second inadmissibility brief in 


2004. SIRC also found an inaccurate statement in the 2001 inadmissibility brief. 


Additionally, SIRC considered the exception set out in Section 19 (1)(f)(iii)(B) of the 
former Immigration Act whereby an applicant could not fall within the inadmissible 
class as set out in paragraph (f) or be deemed inadmissible, where the applicant has 
satisfied the Minister of Citizenship and Immigration that his or her admission would 
not be detrimental to the national interest. From a review of the CSIS analyst’s assess- 


ment, the analyst did not address the exception. 


Finally, the 2004 inadmissibility brief did not address the fact that the /mmigration 
Act had been replaced by the /mmigration and Refugee Protection Act and that the 
exception embedded in Section 19 (1)(f)(iii)(B) of the former /mmigration Act is 
currently found in a general exception in Section 34 (2) in the RPA. Therefore, it 
was improper for CSIS not to have updated their advice by referring to the new 
legislation. SIRC found that the advice in the 2004 inadmissibility brief was wrong 


because it did not take the new legislation into account. 
SIRC also made two findings regarding procedure. 


The first finding concerned the production of documents. On four occasions during 
the investigation, SIRC requested a copy of the relevant security screening guidelines 
or procedures relied on by CSIS for the provision of their advice to CIC. After the 
hearing, counsel for CSIS provided SIRC, pursuant to an undertaking, a copy of 
the Security Screening Procedures Guidelines which, to the best of the Services 
knowledge, were in effect at the time the first inadmissibility brief was prepared. 
Security screening procedures for the purpose of preparing the second inadmissibility 
brief in 2004 were never formally approved. Although a witness for CSIS testified 
that all the procedures and guidelines were complied with in the preparation of the 
inadmissibility briefs, SIRC could not give much weight to that testimony since the 
witness had no personal involvement in the preparation of the briefs. Moreover, 
CSIS could not tell SIRC with full certainty what documents were relied upon in 


the preparation of the briefs. 
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The second finding concerned the destruction of the CSIS interviewer's notes. 
SIRC was informed that the interviewer had destroyed the notes taken during the 
interview with the complainant in accordance with CSIS operational policy, identified 
as OPS-217 Operational Notes and thus the notes were not available to SIRC for 
purposes of the investigation. SIRC determined that the destruction of the notes 
did not hinder its investigation. However, SIRC found that the notes of a subject 
interview for immigration screening may be required as evidence or information 
for investigations or proceedings before the courts or administrative tribunals and 
therefore should be retained by the Service. SIRC has recommended on other 


occasions that notes of interviews not be destroyed. 


Finally, SIRC recommended that CSIS prepare fresh advice to CIC, to satisfy the 
Minister of CIC that the presence of the complainant in Canada would not be 
detrimental to the national interest in accordance with Subsection 34(2) of the 
IRPA, or if required, could be used by the complainant to seek what is referred to 
as “Ministerial Relief” in respect of Subsection 34(2) under the RPA. 


Alleged unreasonable delay in processing a 
site-access clearance 


Report 2007-06 


SIRC reported on a complaint made pursuant to Section 41 of the CS/S Act, 
regarding the delay by CSIS in completing its security assessment for the purposes 
of the complainant’s employment. The complainant had received an offer of 
employment that was conditional upon the complainant successfully obtaining a 
reliability and site-access clearance. The employer specified in the letter of offer the 
date by which the complainant was to obtain the reliability and site-access clearance, 
failing which the employer would have the option of either extending the time for 
the satisfaction of the condition of employment or of rescinding the offer. When 
SIRC began the hearing of this complaint, CSIS had not completed its security 
assessment. More than twenty months had elapsed since the complainant had received 
the offer of employment, and the complainant had been subjected to three subject 


interviews by CSIS. 


SIRC concluded that when the complainant first wrote the Director of CSIS 
(approximately two months after the complainant had received the letter of offer) 
to complain about the time taken by CSIS to complete its security assessment, the 
complaint was premature, notwithstanding the date specified by the employer in 
the offer of employment. SIRC also found that although there was an accumulation 


of moderate delays, the overall time taken by CSIS to complete its security assessment 
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during the first seven months was reasonable. However, SIRC found that after the 
first seven months, although the delays were not deliberate, the time taken by 
CSIS to conduct its security enquiries was not reasonable and the delays could 


have been avoided. 
SIRC made four recommendations: 


¢ that CSIS take all necessary steps to ensure the adoption of its Security Screening 
Procedures Manual and Security Screening Investigator’s Guidebook before 
June 30, 2008; 

¢ that CSIS adopt guidelines to ensure that the information recorded and contained 
in the security screening database accurately reflect the status of the file to 
enable all users of the system to be as fully aware as possible of the file without 
having to review the hard-copy file and that appropriate diary dates be included 
in its security screening database; 

+ that CSIS policy be revised as expeditiously as possible to prevent the destruction 
of recorded or written notes which may be required as evidence in proceedings 
before the courts or administrative tribunals; and 

+ that CSIS provide its advice forthwith with regard to the complainant's 


security assessment. 
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A. CSIS operational activities 


The Deputy Director Operations, who reports to CSIS’s Director, is responsible 


for three groups: 


* Intelligence, consisting of five branches (Security Screening, Intelligence 
Assessments, Human Sources and Operations Support, Scientific and Technical 
Services, and the Integrated Threat Assessment Centre); 

+ Operations, consisting of three branches and one region (International Terrorism, 


Middle East and Africa, Asia, Europe and Americas, and International Region); and 


° Six regions. 


Canadian Security Intelligence Service 


Director 


- Internal Audit 


- Director General 


Assistant Director . 


Assistant Director | | Assistar Atlantic _ Assistant Director | | | Assistant Director | | Administration 
_ Intelligence … : ati Region _ HumanResources _ | Secretariat . 7 and Finance | 
Intelligence Asia / Europe Ottawa z Reeve Materiel 
Communications 

and Americas Region Se Management 
Middle East Toronto Training and External Review Facilities 

and Africa Region Development and Liaison Management 

International Prairie Career Information 

Region Region Management Management 
British Columbia Internal Resource 
Region Security Planning 


Integrated 
Threat 
Assessment 
Centre 
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SECURITY SCREENING BRANCH 
As a key component of Canada’s national security framework, security screening 


provides one of the Service’s most visible functions. 


The Security Screening Branch has two program streams: government screening 
and immigration screening. In response to an increasing number of screening 
requests over the past several years, the branch has attempted to improve its technical 
and case management functions to ensure that they continue to provide timely, relevant 
and accurate assessments that meet client expectations. The branch has also consulted 
with government clients to guide them through new rules concerning the security 


screening process. 


Government screening provides security assessments—an appraisal of an individual’s 
loyalty to Canada and, so far as it relates thereto, the reliability of the individual— 


for all government departments and institutions, except the Royal Canadian 


CSIS advice on security screening can take one of five forms: 


1. Notices of assessment (NOA) are issued in those government- and immigration 
screening cases when CSIS finds no adverse information on an applicant. 


2. Incidental letters are issued to Citizenship and Immigration Canada (CIC) and to 
the Canada Border Services Agency (CBSA) when the Service has information about an 
applicant who is or has been involved in non-security related activities described under the 
Immigration and Refugee Protection Act (IRPA). 


3. Information briefs are issued in government screening cases when CSIS has 
information that could have an impact on the requesting agency’s decision to grant 
an applicant a security clearance or site access. It is also provided in immigration 
screening cases when the Service has information that an applicant is or was involved 
in activities that do not necessarily warrant inadmissibility for entry into Canada. 


4, Inadmissibility briefs are issued to CIC/CBSA when an applicant is deemed to be 
inadmissible to Canada under the security provisions of the /RPA. 


5. Denial briefs are issued when the Service recommends to a requesting agency that 
a security clearance or site access be denied to an individual. 
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Mounted Police (RCMP), for which CSIS performs indices and Out-of-Country 
(OCC) checks, including joint subject interviews for cause. It is also involved in a 
site-access program for airports, port and marine facilities, the parliamentary 
precinct and nuclear power facilities, as well as providing assessments to provincial 
departments. These programs are meant to enhance security and reduce the potential 
threat from terrorist groups and foreign governments that seek to gain advantage 
by obtaining authorized access to classified information or other assets, materials 


and sensitive sites. 


Traditionally, the largest clients of this service have been Public Works and 
Government Services Canada and the Department of National Defence (DND), 


accounting for over 30 percent and 16 percent respectively of all requests in 2007-08. 


As indicated in Table 2, in 2007-08, CSIS received 50,300 requests for new or 
updated security clearances and provided 48,800 security assessments to federal 
departments. The volume of requests was down slightly from the previous fiscal 


year, as was the number of security assessments. The biggest change was a decrease 


in the number of requests from DND. 
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As part of its efforts to track efficiency in responding to security screening requests, 
CSIS calculates its turnaround times using a median number of calendar days. As 
indicated in Table 3, the median turnaround times decreased compared to the previ- 


ous year’s levels, the exception being an increase for Level III (Top Secret) assessments. 


However, the median times for this category were calculated differently in 
2007-08, which resulted in a rise in the median time in comparison to previous 
years. For 2007-08, median times for Level HI clearances exclude updates for 
those who already have this clearance, a process that takes considerably less time 
than requests for new or upgrade assessments.’ For example, while the median 
turnaround time for new and upgrade Level IIT assessments for DND is 164 days, 
the median time for updates is 29 days. Similarly, for non-DND clients the 


median turnaround time is 186 days for new or upgrade Level II] assessments, 


compared to four days for updates. 


The Service does not decide who receives a security clearance. Rather, it advises the 
requesting department or agency of information that could have an impact on their 
decision to grant a clearance. On rare occasions, CSIS will indicate to a requesting 
agency that the Government Security Policy threshold for denying clearance has 
been met. However, it is the responsibility of the requesting agency to grant, revoke 
or deny a clearance. In 2007-08, the Service issued eight information briefs reporting 


information of an adverse nature. Two denial briefs were issued. 


> Individuals with a Level III (Top Secret) clearance must renew/update their clearance level every five years. 
New and upgrade assessments include those who are applying for a clearance and those who are applying for 
a higher-level clearance (e.g., someone with a Level I clearance who applies for a Level III clearance). 
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CSIS also provides site-access screening (see Table 4). Unlike a government security 
clearance, a site-access clearance only gives an individual access to certain secure 
areas or provides accreditation for special events. In 2007-08, CSIS received over 
67,500 requests for this type of screening and provided no information briefs to 
requesting agencies. The increase in requests for access to nuclear facilities in 
2006-07 was a result of a five-year renewal cycle for pre-existing clearances. The 
number of these requests therefore dropped in 2007-08. There was also a decrease in 


the number of requests associated with the Free and Secure Trade (FAST) program. 


The Service provided over 1,300 assessments for special events in 2007-08. 
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Immigration screening helps to ensure that individuals who pose a threat to security 
and/or are inadmissible under the ZRPA do not gain entry or obtain status in 


Canada. This program provides security advice to: 


a) identify whether or not citizenship applicants will engage in activities that constitute 
a threat to the security of Canada; 

b) identify individuals who are inadmissible on security grounds under Section 34(1) 
of the RPA; 

c) identify visitor and refugee claimants at Canadian ports of entry who are inadmissible 
for security reasons; and 

d) screen those requesting visitor visas from countries that pose a terrorist, espionage 


and transnational criminal activity threat. 


In 2007-08, the branch received 94,400 requests under various immigration 
screening programs (see Table 5). The number of requests received within and 
from outside Canada was similar to the previous year, while the number of refugee 
determination requests decreased. The number of front-end screening requests 


increased from the previous year. 


' This includes permanent r 
_ permanent residents from within 
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CSIS finds no adverse information in the majority of its screening investigations 
of refugee claimants or immigration/citizenship candidates. In 2007-08, the Service 
issued 325 information briefs, 129 inadmissibility briefs and one incidental letter 


related to immigration cases. 


In recent years, the Service’s turnaround times for providing information or inadmis- 
sibility briefs were generally quite lengthy. In 2007-08, information briefs related to 
immigration cases took a median of 508 calendar days for an application filed in 
Canada, 620 days for those filed from the United States and 150 days for those filed 
abroad. Information briefs related to permanent resident applicants who are refugees 
in Canada had a median turnaround time of 497 days, and those for files subject to 


the Front-End Screening Program had a turnaround time of 339 days. 


Table 6 provides a three-year highlight of the Service’s median turnaround time for 


providing notices of assessments. 
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Other screening activities 
In 2007-08, the Security Screening Branch also vetted 111,300 visa applications 
for foreign programs. In addition, the branch was involved in the following two 


programs: 


+ The Trusted Traveller Program — a pre-clearance program for individuals who 
travel frequently to the United States. This program is currently under develop- 
ment; and 

+ Passenger Protect — the branch worked with other government departments 
in developing airline passenger screening programs, in particular the domestic 


“no-fly” program, which became operational on June 18, 2007. 


INTELLIGENCE ASSESSMENTS BRANCH 

The Intelligence Assessments Branch consolidates the key analytical function of 
the Service and centralizes its main intelligence reporting mechanisms. It develops 
strategic and operational analyses of current threats and emerging issues, and produces 


Intelligence Assessments, Threat and Risk Assessments and Perspectives. 


In recent years, the branch has undergone a series of changes in an attempt to 
respond to the growing demand within the Service and across government for 
strategic and operational assessments. As part of this process, the branch has 
engaged in dialogue with federal partners and clients to ensure that CSIS continues 
to provide relevant and timely assessments that meet the needs of clients. The branch 
has sought opportunities to coordinate with partners within the assessment com- 
munity to identify common areas of interest and produce community assessments. 
Likewise, it has created internal mechanisms to promote an ongoing dialogue with 
collectors within the Service to ensure that analytical support is provided in a timely 


fashion to assist in investigations. 


This branch also has a role in the Terrorist Entity Listing process both in regards to 
listing new entities and renewing those already listed. The Service prepares Security 
Intelligence Reports (SIRs) on groups that are believed to be, or act on behalf of, a 
terrorist entity. This report outlines the Service’ findings and forms the basis for con- 
sideration by the Governor-in-Council on whether to approve that a group be listed 
under Section 83.05 of the Criminal Code of Canada. Every two years, the Minister 
of Public Safety is obliged, under the Criminal Code, to review the Terrorist Entity 
Listing to determine whether there are still reasonable grounds for an entity to be 


listed and make a recommendation to the Governor-in-Council accordingly. 
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The Minister’s most recent review of the listing commenced in February 2008 and 


is to be completed this fall. 


HUMAN SOURCES AND OPERATIONS SUPPORT BRANCH 

This branch provides a range of support and coordination services including risk 
management and analytical expertise for operational activities across the Service. It 
is the policy centre in a number of areas including operational security, multilingual 
services and management of human sources. It also contains the Threat Management 
Centre, which provides 24/7 support to operational staff at headquarters and 
regional and Foreign Offices, and it provides support to the Service’s involvement 
in major special events such as last year’s North American Leaders’ Summit and the 


upcoming 2010 Olympic Games in Vancouver. 


SCIENTIFIC AND TECHNICAL SERVICES BRANCH 
This branch develops and deploys technical tools and mechanisms to support the 


operations and investigations of CSIS’s other branches. 


INTEGRATED THREAT ASSESSMENT CENTRE 

The Integrated Threat Assessment Centre (ITAC) produces assessments that warn the 
government about terrorist threats to Canada and to Canadian interests abroad. Once 
completed, ITAC’s threat assessments are distributed to domestic and foreign part- 
ners. Additionally, [TAC acts as a distribution hub for threat assessments produced by 
counterparts in the United States, the United Kingdom, Australia and New Zealand. 


During the period under review, [TAC issued 348 threat assessments and redistributed 
over 1,300 others produced by allied fusion centres. [TAC also published Media Watch 
each business day for distribution to clients. Further, [TAC provided over 120 briefings 
to its domestic clients, including the Petroleum Industry Annual Safety Seminar, the 
Canadian Association of Chiefs of Police Liaison Conference, the Cyber Security Task 


Force and a critical infrastructure conference in the United States. 


During the period under review, ITAC assumed responsibility for the Threat 
Assessment Unit, which provides time-sensitive evaluations of potential threats to 
Canadians and Canadian interests in Canada or abroad, or to foreign interests or 
nationals in Canada. ITAC provided assessments of key issues for the Government of 
Canada and in relation to the North America Leaders’ Summit at Montebello, Quebec 
in August 2007. Also of note, ITAC produced three papers in collaboration with the 


Canadian Centre of Intelligence and Security Studies at Carleton University. 


ITAC continued its planning work regarding a 24/7 centre with an integrated 


analytical capacity. 
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ii. Operations 


Under Operations, four branches are responsible for investigating all threats emanating 
from within their respective geographic areas, with the exception of the International 
Terrorism Branch, which focuses exclusively on al Qaida and al Qaida-inspired 


groups regardless of geographic boundaries. 


Middle East and Africa Branch 

This branch concentrates its investigative effort on threats that emanate from, or 
have as their major focus in, countries in the Middle East and Africa. This includes 
issues of terrorism, foreign-influenced activities, the proliferation of weapons of 


mass destruction and espionage. 


Asia, Europe and Americas Branch 
This branch investigates threats emanating from its vast area of geographic responsibility, 
namely espionage, terrorism (including domestic extremism) transnational criminal 


activity and foreign-influenced activities. 


International Terrorism Branch 

This branch conducts investigations globally and within Canada, focusing on 
Islamist extremists engaged in a variety of terrorist-related activities that pose a direct 
threat to Canadians and Canadian interests. Notable among this branch’s areas of 


interest is the radicalization of Islamists within Canada. 


International Region 

This branch manages the Services liaison with foreign agencies and coordinates 
visits to CSIS headquarters and CSIS regional offices by foreign representatives. It 
is also responsible for coordinating all Section 17(1) arrangements with intelligence 
or enforcement agencies, as well as the operation of the Services Foreign Offices 
abroad. The Service relies on these offices to assist in liaising with foreign security 
and intelligence agencies, as well as to coordinate visits to CSIS headquarters and 


regional offices by foreign representatives. 
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FEDERAL COURT WARRANTS AND WARRANT STATISTICS 

Warrants are one of the most powerful and intrusive tools available to the Service. 
They provide CSIS with Federal Court authorization to use investigative techniques 
that would otherwise be illegal, such as the monitoring of telephone communications. 


For this reason, the use of warrants by CSIS is an important aspect of SIRC’s reviews. 


Each year, SIRC collects statistics on the Service’s warrant applications and on warrants 
granted by the Federal Court under Sections 12 and 16 of the CSJS Act. SIRC does 
not examine all aspects of warrants granted to the Service, particularly since this is 
part of the vital accountability function provided by the Federal Court. However, 
as part of its review activities, SIRC does consider whether the Service adheres to the 


warrant approved by the Federal Court (i.e., how the warrant powers were used by CSIS). 


In 2007-08, the Federal Court approved 71 new warrants—a notable increase 
from the previous year. The Federal Court also approved the replacement or 
renewal of 182 warrants, which is also an increase from the previous year’s levels. 
During the same period, 56 warrants were either terminated or expired without 
being renewed. No warrant applications were denied by the Federal Court. In one 
instance, the Federal Court denied the Services request for a foreign telecommunica- 
tions warrant authorizing the interception, outside Canada, of the communications 


of subjects under investigation. In its decision, the court ruled that it had no jurisdiction 


to issue the warrant sought under the CS/S Act. 
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B. Reporting requirements 


CSIS DIRECTOR’S ANNUAL REPORT (2006-07) 

Every year, the Director of CSIS submits a classified report to the Minister of 
Public Safety. It describes in detail the priorities and operational activities of the 
Service. The Inspector General of CSIS examines this report and submits to the 
Minister a certificate that attests the extent to which she or he is satisfied with its 


contents. Next, the Minister sends a copy of both documents to SIRC for its review, 
as required by Section 38(a) of the CS/S Act. 


In the 2006-07 edition of the report—the first one to be issued following the 
realignment of operational resources within CSIS—the Director noted that the 
realignment provides the Service with a flexible organizational structure that can 


be easily modified to future operational needs. 


In addition to summarizing the Service’s use of human sources during the year, the 
report identified the activities of each operational branch and specialized group 


within CSIS, as well as all domestic and foreign arrangements, as provided under 


Section 17 of the CS/S Act. 


The Director reported that CSIS had suspended its relationships with five human 
sources because of criminal activity. He further noted that CSIS had not directed the 
sources to undertake this activity and that the Service immediately took corrective 
measures upon learning about the incidents. The Director highlighted CSIS’s role 
in identifying suspected Russian spy Paul William Hampel, and of the Service's 
role in expelling this individual from Canada. The Director also reported that the 
Service’s Middle East and Africa Branch terminated an investigation because of a 


lack of reporting of threat-related activities. 


Of particular note, the Director drew the Minister of Public Safety’s attention to 
the challenges that CSIS faces with the rapid growth and changes to Internet- 
related technologies. He indicated that a remedy for these challenges would be for 
Parliament to pass legislation, such as the Technical Assistance to Law Enforcement 
Agencies Act. The legislation was tabled in November 2005 but was not passed because 


of the federal election that was called immediately afterwards. 


Readers should note that CSIS posts public, unclassified reports on its website 


(www.csis-scrs.gc.ca). 
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CERTIFICATE OF THE INSPECTOR GENERAL OF CSIS (2006-07) 
Established in 1984 under the CS/S Act, the Inspector General of CSIS functions 
as the “eyes and ears” of the Minister of Public Safety, reviewing the Services operations 


and providing assurance that CSIS is complying with Ministerial Direction, operational 
policy and the CS/S Act. 


Every year, the Inspector General submits a certificate to the Minister stating the 
extent to which he or she is satisfied with the CSIS Director’s Annual Report. This 
certificate informs the Minister of any unreasonable or unnecessary exercise of 
CSIS powers, as well as any instances of the Service failing to comply with either 
the CS/S Act or Ministerial Direction. 


In the latest certificate, the Inspector General was satisfied with the CSIS 
Director’s 2006-07 Annual Report, stating that the Service has not acted beyond 
the framework of its statutory authority, had not contravened any Ministerial 


Directions, and had not exercised its powers unreasonably or unnecessarily. 


However, the Inspector General expressed concern that there had been an increasing 
number of instances of non-compliance with CSIS operational policy, as well as a 
greater number of transcription errors in documents. Most of the instances of non- 
compliance were administrative errors. She also remarked on the length of time 
required to develop or update operational policies in response to changing requirements 


and activities. 


For more information about the Certificate of the Inspector General (CSIS), please 


refer to the Public Safety website (www.publicsafety.gc.ca). 


UNLAWFUL CONDUCT BY CSIS 

Under Section 20(2) of the CS/S Act, the Director of CSIS must submit a report 
to the Minister when, in the Director’s opinion, a CSIS employee may have acted 
unlawfully in performing his or her duties or functions. The Minister, in turn, 
must send the report with his or her comments to the Attorney General of Canada 
and to SIRC. In 2007-08, no CSIS employee acted unlawfully, and no such reports 


were issued. 
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DISCLOSURE OF INFORMATION 
Section 19 of the CSIS Act prohibits the disclosure of information obtained by the 


Service in the course of its investigations except in the following specific circumstances: 


1. Information that may be used in the investigation or prosecution of an alleged 
contravention of any federal or provincial law may be disclosed to a law enforcement 
agency having jurisdiction over the matter, or to the Minister of Public Safety 
or the Attorney General of the province in question; 

2. Information related to the conduct of Canada’s external relations may be disclosed 
to the Minister of Foreign Affairs; 

3. Information related to the defence of Canada may be disclosed to the Minister 
of National Defence; and 

4. Information that, in the opinion of the Minister, is essential to the public interest, 
may be disclosed to any Minister of the Crown or employee of the Public 


Service of Canada. 


Of note, Section 19(2)(d) gives the Minister of Public Safety the power to override 
any invasion-of-privacy concerns, authorizing the Service to disclose information 
deemed to be in the national or public interest. When such information is released, 
the Director of CSIS must submit a report to SIRC. This is an exceedingly rare 


occurrence—there have been only two disclosures under this section of the Act. 


The Service may also disclose information verbally or in writing to any law enforcement 
body or federal government entity, such as the Department of National Defence and 
Foreign Affairs and International Trade Canada. When CSIS permits the use of its infor- 


mation by the RCMP in judicial proceedings, it must do so in writing. 


The Service provided over 90 disclosure letters during fiscal year 2007-08. 
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C. Foreign and domestic arrangements 


Sections 13 and 17 of the CS/S Act allow CSIS to enter into arrangements with 
foreign and domestic organizations or agencies in order to perform its duties and 
functions. SIRC receives copies of these arrangements as they are initiated, and 


examines a selection of them every year. 


ARRANGEMENTS WITH DOMESTIC AGENCIES 

CSIS often collaborates with federal departments and agencies, provincial govern- 
ments and law enforcement agencies. Since 9/11, more groups have been involved 
in national security, including police forces and other government partners. This 
creates a challenge for the Service, as it must cultivate and maintain healthy relation- 
ships with both new and existing partners to ensure that information is exchanged 


efficiently and that joint operations are conducted effectively. 


Although many domestic arrangements take the form of a Memorandum of 
Understanding (MOU), CSIS may collaborate with any domestic agency whether 
or not an MOU is in place. 


As of March 31, 2008, CSIS had 39 MOUs with domestic partners: 29 with federal 


departments or agencies and 10 with provincial and municipal entities. 


In 2007-08, SIRC examined the Services arrangement with Transport Canada, 
focusing on the Service’s contribution of security screening information in support 
of two of that departments programs: the Marine Transportation Security Clearance 
Program and the Passenger Protect Program. Transport Canada is responsible for 
ensuring that Canadian aviation, marine, railway and road transportation systems 


are safe, efficient and accessible. 


With respect to the Marine Transportation Security Clearance Program, SIRC 
found that, although this program is not yet fully operational, CSIS has worked 
collaboratively with Transport Canada to reduce the risk of security threats by conduct- 
ing background checks on marine workers who have access to certain areas or 
perform certain duties. In terms of the Passenger Protect Program, SIRC found 
that CSIS has worked effectively with Transport Canada (along with the RCMP, 
which also contributes to the program) to ensure that individuals placed on the so-called 
“no-fly list” do pose a demonstrable threat to aviation security, and that decisions 


to place individuals on this list are based on clearly defined criteria. 
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More information about these programs can be found on Transport Canada’s website 


(www.tc.gc.ca). 


ARRANGEMENTS WITH FOREIGN AGENCIES 

As of March 31, 2008, CSIS had 276 arrangements with agencies in 147 countries. 
New foreign arrangements require the approval of the Minister of Public Safety, in 
consultation with the Minister of Foreign Affairs. Even without such an arrangement, 
CSIS can still accept unsolicited information from an agency or organization of a 
foreign country. The Minister approved five new arrangements in 2007-08 and 


expanded three existing ones. 


In 2007-08, SIRC examined foreign arrangements that had been restricted by the 
Service because of concerns relating to a country’s or agency’s human rights record, 
reliability, or ability to protect information provided by the Service. In general, 
restricted arrangements prevent CSIS from sharing operational information with 
an agency, although this does not prevent the Service from receiving unsolicited 


information concerning Canada’s safety and security from a restricted agency. 


SIRC found that CSIS adhered to its self-imposed restrictions with the agencies in 
question. SIRC also found that the Service performed well in terms of balancing 
the need to collect vital security intelligence information, while remaining aware 


of the potential problems of dealing with a restricted agency. 
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D. Policy and governance 


NATIONAL REQUIREMENTS FOR SECURITY INTELLIGENCE 

The Minister of Public Safety issues National Requirements for Security Intelligence, 
which contain general direction from government regarding where CSIS should 
focus its investigative efforts, as well as guidance on the Services collection, analysis 


and advisory responsibilities. 


The 2006-08 National Requirements directed CSIS to continue to maintain a flexible 
capability to meet Canada’s evolving security intelligence needs by relying on risk 
management. The Minister noted that today’s threat environment is increasingly 
international and transnational in nature, with many offshore threats to Canada’s 
security requiring foreign investigations. CSIS was therefore directed to continue to 


investigate threats to Canada’s security both within Canada and abroad. 


For 2006-08, the Minister directed CSIS to pursue the following security intelli- 


gence priorities: 


¢ Safeguarding against—and advising the government of—the possibility of a terrorist 
attack occurring in or originating from Canada, or affecting Canadian citizens 
or assets abroad; 

¢ Continuing to conduct research and analysis in support of the listing of terrorist 
entities under the Criminal Code of Canada and combating terrorist financing; 

¢ Supporting the Government of Canada’s efforts in Afghanistan; 

¢ Working closely with other government departments to combat transnational 
criminal activity; 

¢ Investigating threats to Canada’s national security arising from activities of countries 
that engage in espionage; 

* Continuing to identify and investigate countries and groups that have or may attempt 
to acquire weapons of mass destruction, and advising the government of the 
threats posed by these activities; 

¢ Supporting the collection of foreign intelligence in Canada to assist the Minister 
of Foreign Affairs and/or the Minister of National Defence pursuant to Section 
16 of the CSIS Act; 

¢ Delivering security screening programs to federal departments, agencies and 


other clients; 
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+ Providing the Government of Canada with intelligence assessments and ensuring 
that CSIS keeps itself informed of political, social and economic environments 
from which threats to the security of Canada may emerge; and 

¢ Ensuring CSIS’s technical equipment and information systems meet the requirements 


of its investigations. 


MINISTERIAL DIRECTION 

Under Section 6(2) of the CSZS Act, the Minister of Public Safety may issue written 
directions governing CSIS’s activities and investigations. The last time the Minister 
issued such direction was in 2001, when a compendium was provided to SIRC. In 
July 2008, however, SIRC received the latest Ministerial Direction for 2008-2009. 


CSIS OPERATIONAL POLICY 

CSIS administrative, security, human resources and operational policies embody 
rules and procedures that govern the range of activities undertaken by the Service. 
Administrative, security and human resources policies are all internal corporate 
policies. Operational policies, which describe how CSIS employees should perform 
their duties, are updated regularly in accordance with government policy, legislative 


and other changes. 


In 2007-08, CSIS revised and/or published over 140 policies. Also, more than 70 addi- 
tional policies were initiated or under development during the same period. Many 
revisions were administrative in nature. The remainder were operational and pertained 
to, among others things, targeting levels and approvals process, as well as security 
screening and warrant powers. In addition, as part of a project launched by the 
Director in 2006-07, the Service continued its efforts to review all operational policies 


to determine where executive and management responsibilities must be delegated. 


GOVERNOR-IN-COUNCIL REGULATIONS AND APPOINTMENTS 
Section 8(4) of the CSIS Act states that the Governor-in-Council may issue regulations 
to the Service concerning the powers and duties of the Director of CSIS, as well as 


the conduct and discipline of Service employees. 


The Governor-in-Council did not issue any regulations in 2007-08. 
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About SIRC 


COMMITTEE MEMBERSHIP 

SIRC is chaired by the Honourable Gary Filmon, PC., O.M., 
who was appointed on June 24, 2005. The other Members are 
the Honourable Raymond Speaker, PC., O.C., and the 
Honourable Roy Romanow, PC., O.C., Q.C. 


The term of the Honourable Baljit S. Chadha, PC. ended on 
February 20, 2008. On April 22, 2008, the Honourable Aldéa 
Landry, PC., C.M., Q.C. tendered her resignation from SIRC. 


All Members of SIRC are Privy Councillors who are appointed by 
the Governor-in-Council after consultation by the Prime Minister 


with the leaders of the Opposition parties. 


In addition to attending monthly committee meetings, members 
preside over complaints hearings, prepare reviews and complaint 
reports in consultation with SIRC staff, visit CSIS regional offices, 
address parliamentary committees and exercise other duties associ- 


ated with their responsibilities. 


STAFFING AND ORGANIZATION 

SIRC is supported by an Executive Director, Susan Pollak, and 
an authorized staff complement of 20, located in Ottawa. The 
staff comprises a Senior Counsel, a Senior Advisor, a Corporate 
Services Manager, Counsel, a Senior Paralegal (who also serves as 
Access to Information and Privacy Officer/Analyst), plus researchers 


and administrative staff. 


Committee Members provide staff with direction on research 
and other activities that are identified as a priority for the year. 
Management of day-to-day operations is delegated to the Executive 
Director with direction, when necessary, from the Chair as Chief 


Executive Officer. 
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Committee activities 


May 23-25, 2007: The 
Honourable Roy Romanow and 


_ Senior Counsel were speakers at a 


symposium marking the 25 
anniversary of the Canadian Charter 
of Rights and Freedoms entitled “A 
Living Tree: The Legacy of 1982 in 
Canada’s Political Evolution,” hosted 
by the Saskatchewan Institute of 
Public Policy. 


June 7-8, 2007: The Chair, the 
Executive Director and a Member 
of SIRC attended the International 
Intelligence Review Agencies 
symposium on accountability of 
intelligence and security agencies 
and human rights. The Chair 
delivered a speech to participants 
at this event, which was hosted 
by the Review Committee on the 
Intelligence and Security Services 
and the Faculty of Law at Radboud 
University (Netherlands). 


June 10-12, 2007: The Chair, 
Members, the Executive Director 
and selected staff attended the 
International Conference on the 
Administration of Justice and 
National Security in Democracies, 
hosted in Ottawa by the Federal 
Court of Canada. : 


June 14, 2007: The Executive 
Director and senior staff met with 
the Australian Inspector General. 


June 18, 2007: The Executive 
Director, accompanied by senior 
Staff, appeared before the Senate 
Standing Committee to describe 
SIRC’s role and powers as a 
review body and quasi-judicial 
complaints tribunal. 


Continued on page 56 


SIRC Annual Report 2007-2008 


Section 3: About SIRC 


Committee activities 
(continued) 


September 20-21, 2007: The 
Executive Director attended a con- 
ference in Ottawa, entitled 
“Protecting Security and Human 
Rights: The Case of Migration in 
Canada,” hosted by the Institute for 
Research on Public Policy. 


November 13, 2007 and 
March 31, 2008: At Carleton 
University, the Executive Director 
lectured on SIRC’s role and man- 
date to students of a course on 
National Security and Intelligence 
in the Modern State. 


November 28, 2007: The 
Executive Director and senior staff 
met with officials from the 
Norwegian Parliamentary 
Intelligence Oversight Committee. 


November 30-December 2, 
2007: The Executive Director was a 
panellist at a conference hosted 
by the Justice Institute of British 
Columbia's Committee on 
Diversity and Policing. The confer- 
ence was entitled “Balance 
between Security, Human Rights 
and Accountability.” 


January 23, 2008: The Senior 
Counsel was a guest lecturer on 
National Security Law at the 
Faculty of Law, University of 
Ottawa. 
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As part of their ongoing work, the Chair of SIRC, Committee 
Members and senior staff participate in regular discussions with 
CSIS executive and staff, and other senior members of the security 


intelligence community. 


These exchanges are supplemented by discussions with academics, 
security and intelligence experts and other relevant organiza- 
tions. These activities enrich SIRC’s knowledge about issues and 


opinions affecting national security intelligence. 


SIRC staff also visits CSIS regional offices on a rotating basis to 
examine how Ministerial Direction and CSIS policy affect the 
day-to-day work of investigators in the field. These visits give 
Committee Members an opportunity to be briefed by regional 
CSIS staff on local issues, challenges and priorities. It is also an 


opportunity to communicate SIRC’s focus and concerns. 


During the 2007-08 fiscal year, SIRC staff visited two regional 


offices. 


BUDGET AND EXPENDITURES 

SIRC continues to manage its activities within allocated resource 
levels. Staff salaries and travel within Canada for Committee 
hearings, briefings and review activities represent its chief expen- 
ditures. Table 8 below presents a breakdown of estimated and 


actual expenditures. 
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INQUIRIES UNDER THE ACCESS TO INFORMATION ACT AND 


PRIVACY ACT 
The public may make requests to SIRC under both the Access to Information Act 
and the Privacy Act. Table 9 outlines the number of requests SIRC has received 


under these acts for the past three fiscal years. 
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Summary of SIRC recommendations 
concerning reviews 


Review + CSIS employees submit a standard, written record of non-operational 
2007-01 | information exchanged with foreign partners. This would be placed 


in both the relevant “cooperation with” file and operational database. 
The written record of non-operational information exchanged should 
also cross-reference the he Ji ue with 
those foreign partners 


When CSIS | is ee with a foreign agency, the Service 

should establish a separate Section 17 foreign arrangement with 
that agency to conform with the CSIS Act, ee Direction | 
and os policy. 


Review CSIS consult with the Treasury Board Secretariat to clarify 
2000-02 its responsibility to investigate incidents reported under the 

~ Government Security Policy, and to explore the value of one: 
interdepartmental liaison in order to advise departments of their — 
security screening responsibilities under the policy, 


Review CSIS review the criteria used to conduct risk assessments, and 
2007-04 that the Service define more precisely the high-risk situations for 
which it is necessary to consult with the Minister of Public Safety. 


e CSIS should reconsider its policy structure to accommodate its 
increasing activities outside Canada. 


Review 
2007-05 | 


e CSIS standardize its risk assessments with detailed and consis- 
tent terminology that is reflected in operational policy. 
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Debates about whether a targeted group is in fact a terrorist 
organization should be included in future targeting discussions 
by CSIS. a ; 


Review — 
2006-08* 
* Note: This review 
was not finalized 
until after the 


2006-07 annual 
report went to print. | 


e With respect to the Service's investigation of certain individuals 
believed to be second-generation terrorists, or recent converts to 
extremist interpretations of Islam, CSIS should clearly define this 
issue-based investigation when it is next renewed and determine 
whether it should focus on issues of increasing concern. 
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Summary of SIRC recommendations 
concerning complaints 


Report 
2007-01 


Review 


2007-03 


Review 


2007-04 


CSIS policies be amended so that individuals are permitted to 
be accompanied and fully represented by counsel or another 
representative during a security screening interview conducted 
by the Service. 


CSIS implement the recommendations directed at the Service in 
the Arar Report. 


The Canadian Human Rights Commission not investigate this 
complaint in accordance with Subsection 46 (2) of 1e Canadian 
Human Rights Act. 


e The Minister provide the ee with the opportunity to — 


re- -apply for the oy clearance under the new policy. 


lf the complainant were to re- apply, cos or spoon cee 


should conduct an interview with the complainant in the presence 


of counsel or other representative. In addition, the complainant — 


should be made aware of the right to record the interview, and — 
that CSIS or Transport Canada also record the interview and 
retain a copy of the recording until the complainant has had an 


__ opportunity to exhaust any review process or until the retention 


LS. under the cee Act a expired, whichever is later. 
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e CSIS prepare fresh advice to Citizenship and Immigration Canada 
that the presence of the complainant in Canada would not be 
detrimental to the national interest in accordance with Subsection 
34(2) of the Immigration and Refugee Protection Act, or if 

required, could be used by the complainant to seek what is 

referred to as “Ministerial Relief.” 


Report 
2007-05 


CSIS take all necessary steps to ensure the adoption of its Security 
Screening Procedures Manual and Security Screening Investigator's 
Guidebook before June 30, 2008. 


2007-06 


e CSIS adopt guidelines to ensure that the information recorded 
and contained in the security screening database accurately reflect 
the status of the file to enable all users of the system to be as 
fully aware as possible of the file without having to review the hard- 
copy file, and that appropriate diary dates be included in its 
security screening database. _ 


+ CSIS policy be revised as expeditiously as possible to prevent the 
destruction of recorded or written notes which may be required as 
evidence in proceedings before the courts or administrative tribunals. 


e CSIS provide its advice forthwith with regard to the complainant’s 
security assessment. . 
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WHAT IS SIRC? 


The Security Intelligence Review 
Committee (SIRC, or the Committee) is 
an independent review body that reports 
to the Parliament of Canada on the 
operations of the Canadian Security 
Intelligence Service (CSIS, or the Service). 
By conducting reviews of CSIS activities 
and by investigating complaints, SIRC 
provides assurance to Parliament that 
the Service investigates and reports on 
threats to national security in a manner 
that respects the rule of law and the 


rights of Canadians. 


WHAT IS CSIS? 


CSIS is responsible for collecting and 
analyzing security intelligence and other 
related information within Canada and 
abroad. It advises the Government of 
Canada on issues and activities that are 
a threat to national security. CSIS also 
provides security assessments to all 
federal departments and agencies, with 


the exception of the Royal Canadian 
Mounted Police. 


See Appendix B of this annual report 
for more information on some of CSIS’s 


key activities. 
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MESSAGE FROM THE COMMITTEE MEMBERS 


Security intelligence operates in an ever-changing environment. The nature and pace 
of that change today is on a scale that has not been seen for several decades in Canada 
and elsewhere. Faced with a diverse threat environment of state and non-state actors, 
increased foreign investigations, growing demands from government stakeholders, as 
well as numerous public inquiries and court decisions pertaining to national security, 
the world of security intelligence has become increasingly complex. 


It is against this backdrop that the Security Intelligence Review Committee (SIRC, or 
the Committee) continues to serve Canadians to ensure the democratic accountability of 
one of our country’s most secretive institutions. Our mandate remains firmly rooted in 
assuring Parliament that the Canadian Security Intelligence Service (CSIS, or the Service) 
investigates and reports on threats to national security in a manner that respects the rule 
of law and the rights of Canadians. However, the range of security intelligence-related 
issues that we must understand and review continues to evolve in nature and scope. 


At SIRC, we take great pride in being an organization that makes full use of the range 
of tools at our disposal to fulfill our mandate. Through the Canadian Security Intelligence 
Service Act (CSIS Act), Parliament gave this Committee a broad mandate to review the 
Services performance in carrying out its duties and functions. Since it was first estab- 
lished in the 1980s, SIRC has endeavoured to fulfill this responsibility by responding 
to the changing priorities of CSIS and to the evolving expectations of Canadians for 
security intelligence in a democratic society. From the Committee's perspective, the 
CSIS Act has provided SIRC with a model framework to carry out its mandate. 


Our annual report is a vital component of how we meet those expectations—maintaining 
a proud tradition of providing insight and analysis with probity and fairness. Given the 
nature and scope of the changes in the security intelligence environment, we feel this year 
is a fitting time to offer Canadians a new approach to the way we report our findings 
and recommendations. 


This year’s annual report includes an analysis section that identifies the main themes 
reviewed by SIRC in the past year and engages readers in a discussion about the importance 
of accountability in this new era of security intelligence. We are confident this undertaking 
will provide Parliament and all Canadians with a renewed understanding of SIRC’s role 
in reviewing the operations of CSIS. 


SIRC itself has also experienced important changes over the past year. We recently 
welcomed three new members to the Committee: the Honourable Frances Lankin, P.C., 
the Honourable Denis Losier, PC., and the Honourable Dr. Arthur T Porter, PC., M.D. 
We all look forward to serving Canadians with the same level of commitment that has 
characterized SIRC’s work since its inception. The Committee would also like to thank 
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those members whose terms ended recently: the Honourable Roy Romanow, PC., O.C., 
Q.C., the Honourable Baljit S. Chadha, PC., and the Honourable Aldéa Landry, PC., 
C.M., Q.C. We thank them for their dedication and wish all of them well in their 


future endeavours. 


On a final note, the Committee would like to take this opportunity to send our best wishes 
to Jim Judd, who, after serving as the Director of CSIS, retired from the public service 
in June 2009. From our perspective, Mr. Judd conscientiously guided the Service through 
some of the most challenging issues that the organization has faced in recent years. All 
Members of SIRC extend their thanks to Mr. Judd for his professionalism in meeting with 
the Committee on a number of occasions to discuss CSIS’s work and the state of security 
intelligence. We look forward to working with his successor, Mr. Richard B. Fadden, 
and wish him well in his new position. 


We are proud to share with Parliament and all Canadians our summaries of reviews 
and complaints investigations undertaken during the 2008-2009 fiscal year. It is our 
hope that this annual report will help inform Canadians about SIRC’s roles and responsi- 
bilities and the constructive role we play in ensuring that CSIS is effective in investigating 
and reporting on threats to national security, while respecting the rights and freedoms 
of citizens. This is an integral part of the scheme of accountability that was established 
in 1984 by Parliament—a framework that has stood the test of time, and a responsibility 
that we look forward to continuing to fulfill with great pride. 


= ABOUT THIS REPORT 


SIRC provides assurances to Parliament—and through it, to Canadians—that CSIS 
investigates and reports on threats to national security in a manner that respects the 
rule of law and the rights of Canadians. 


The CSIS Act gives SIRC full access to any information under the control of the Service. As 
a result, SIRC may examine all of CSIS’s files and all of its activities—no matter how highly 


classified that information may be. The sole exception is Cabinet confidences (e.8., written 


and oral communications that contribute to the collective decision-making of Ministers). 


This annual report summarizes SIRC’s key analyses, findings and recommendations 


arising from its reviews and complaints investigations. It has three sections: 


SECTION 1: THE YEAR IN REVIEW 
An analysis of prominent developments within the security intelligence milieu, 


and of how these relate to select findings and recommendations by SIRC from 


the past year. 


SECTION 2: SUMMARIES OF SIRC REVIEWS AND COMPLAINTS 
A synopsis of reviews completed by SIRC as well as the complaint reports 


it has issued during the period covered by this report. 


SECTION 3: SIRC AT A GLANCE 


Details about the outreach, liaison and administrative activities of SIRC, 


including its annual budget and expenditures. 


A NEW LOOK FOR SIRC'S ANNUAL REPORT 


As part of SIRC's ongoing efforts to understand and report on new challenges and responsibilities 
in security intelligence in Canada, a revised layout has been developed for the organization's 


annual report. Key elements of these changes include: 


MORE IN-DEPTH 
ANALYSIS FROM SIRC 
The revised SIRC report 
explores the changing 
environment in which 
security intelligence 
operates. This includes 
observations about key 
trends and challenges 
that CSIS will need to 
address in the coming 
years. 


EASY ACCESS 

TO FACTS AND 
RECOMMENDATIONS 
This report features a revised 
layout to help you find the 
facts and information you're 
looking for, including: 
recommendations made 
during the review period 
and important information 
on the Committee. 


BACKGROUND 
INFORMATION 

WHEN AND WHERE 

YOU WANT IT 

Look for the caption boxes 
throughout this report. These 
contain valuable background 
information on various 
legal- and policy-related 
matters regarding SIRC's 
review and complaints 
functions. 


SECTION 1: THE YEAR IN REVIEW 


In less than two decades, the global environment in which Canada’s security intelligence 
operates has undergone a fundamental transformation. 


The end of the Cold War appeared to promise a more peaceful world with an 
expanding number of democracies and more widespread economic prosperity. It soon 
became clear, however, that the emerging global environment was both more complex 
and less secure than when there was a clear demarcation of interests between Western 
and Communist states. 


The rise of global terrorism has played a significant role in shaping today’s world, under- 
scored most prominently by the rise of al Qaida as a globally capable terrorist platform. 
The 9/11 attacks on the United States, along with subsequent attacks in Europe and Asia, 
have changed how countries around the world perceive, and respond to, terrorism’s 
destructive potential. 


The contemporary threat environment is characterized by a constant danger of meticu- 
lously planned terror attacks designed to inflict mass casualties and destroy infrastructure. 
Canada has been openly threatened with attacks by al Qaida. It has also been subject 
to domestic and self-radicalizing terrorist cells. The arrest and trial of the Toronto 18 

is reflective of this complex and evolving threat environment. 


SIRC recognizes that CSIS must respond to these terrorist threats while still pursuing its 
traditional counter-intelligence priorities. For example, investigating the national security 
implications of the clandestine activities of foreign governments remains an important 
issue of concern. Likewise, counter-proliferation continues to be a top CSIS priority as 
the global community faces a number of unstable regimes with nuclear ambitions. 


As the threat environment in which CSIS operates changes, so too does the corresponding 
legal environment. Recent court proceedings have lifted the veil of secrecy on the inner 
workings of the intelligence community. As part of this process, judicial rulings have 
required that the information CSIS brings to the courts meet the highest legal standards. 


SIRC believes that the security intelligence environment will continue to be characterized 
by multiple threats and a high degree of unpredictability. Although global terrorism might 
shift its focus, it can be expected to continue to breed disorder and instability. Within this 
context, anticipating and defusing terrorist plans, while at the same time investigating 
other threats to national security, requires an effective security intelligence service. 


When security agencies are faced with a multi-dimensional threat environment—and 
the need to protect society’s fundamental values must be maintained—the role of a review 
body is equally complex. SIRC must comment on CSIS’s capacity to carry out its mandate 
and on the tools that it has to undertake its work. Equally important, SIRC recommenda- 
tions must be practical and reflect the values of Canadians. 
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SECTION 1: THE YEAR IN REVIEW 


SIRC is the only independent review body with the mandate to comment on all aspects 
of the Service’s operations. It can respond to complaints or, on its own initiative, review 
specific aspects of CSIS. It can also respond to requests from the Minister of Public 
Safety to review the Services performance of its duties and functions. 


Each year, SIRC reviews a selection of the Services operational activities to determine 
if it acted appropriately, effectively and in accordance with the law. This year’s annual 
report covers a range of CSIS’s operational activities and deals with some of the complex 
issues that confront the Service. Section 2 of this report summarizes the Committee's 
reviews and complaint decisions. 


In SIRC’s view, CSIS has made important progress in developing policies to guide itself 
on human rights issues when investigating threats to national security. However, as SIRCs 
review of the Service’s role in the matter of Omar Khadr reveals, there are additional issues 
to be addressed. Of particular note, CSIS must consider the principles of national and 
international law in regards to the treatment of minors when interviewing a Canadian 
detainee abroad. 


Security agencies cannot investigate terrorist activities unless they exchange information 
efficiently across borders. Some of the countries that may possess vital intelligence on 
threats to Canada’s security do not respect the human rights valued by Canadians. Canada 
does not use torture or approve of its use. Less straightforward, however, is whether CSIS 
should cooperate and interact with countries that may engage in human rights abuses 
to collect threat-related intelligence. As a result, it is increasingly important for SIRC 
to review the Services interactions with foreign intelligence agencies. 


A related issue arises if a CSIS representative interviews a Canadian detained abroad. 
The priority for CSIS is the collection of security intelligence. At the same time, it must 
consider suspicions of torture or other human rights abuses—whether a detainee is 
able to directly confirm them or not. 


From SIRC’s perspective, it is important for CSIS to address the many difficult issues 
that arise in conducting security intelligence work in a contemporary democracy. Most 
importantly, although intelligence collection is the Services raison d'être, the Khadr 
review underscores how extra-intelligence matters must become an integral part of 
CSIS’s decision-making processes. As part of this transition, CSIS must draw on the 
guidance of the Minister in addition to its own experience and resources. 


In a separate review, the Committee examined CSIS’s activities at Canadian airports. 
These locations can be targets for terrorist attacks because they concentrate large numbers 
of people and are a vital part of Canada’s transportation infrastructure. CSIS activities 
at Canadian airports support the aviation security framework by providing national 
security advice and conducting interviews of persons suspected of posing a threat to 
national security. In reviewing the Service's activities at these airports, SIRC found that 
CSIS’s presence enhances the security environment. 
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SECTION 1: THE YEAR IN REVIEW 


SIRC also examined the impact of legislation passed after 9/11 on CSIS’s activities. For 
instance, one of the goals of the 2001 federal Anti-Terrorism Act (ATA, or the Act) was 
to address terrorism financing. However, the Act raised some difficult issues for CSIS in 
terms of managing its human source program. In particular, due to the ATA’ provisions, 
activities related to CSIS’s human source program that could benefit organizations listed 
as terrorist entities were, by definition, potentially criminal acts. Although CSIS has taken 
steps to address these issues, SIRC believes more accountability to the Minister of Public 
Safety is needed with respect to certain aspects of the Services human source program. 


SIRC’s review of CSIS’s investigation into domestic extremism found that key elements 
of the Services strategy for dealing with the domestic threat environment needed to be 
reviewed and reformulated. The Committee believes this is necessary to ensure there is 
a clear and common understanding of both the threat environment and the terminology 
used to describe it. This task will become more pressing over the coming months in 
advance of the 2010 Olympic and Paralympic Winter Games in Vancouver—an event 
that will be a major test of Canada’s security infrastructure. 


SIRC has the power to comment on the manner in which CSIS has used its authorities, 
as well as whether those authorities are fair, reasonable and appropriate to the threat. 
The Committee's review of CSIS’s Scientific and Technical Services commented on the 
continuing lack of lawful-access legislation and its impact on Service operations. This 
legislation is needed. It would require that Internet service providers include intercept 
capabilities in their networks. SIRC hopes that the government's latest legislative efforts 
on this matter are successful in achieving this goal. 


The role of SIRC as a review agency would be straightforward if there were public 
successes and failures that could be analyzed for lessons learned. In the fortunate 
absence of an actual attack or a major security incident, SIRC examines aspects of 
CSIS operations, which can serve as valid indicators of the organization's capability, 
efficiency and effectiveness. 


In the past, SIRC focused much of its review activity on CSIS operations within Canada. 
As CSIS moves to expand its capacity to operate outside of Canada, SIRC will accordingly 
allocate more of its resources to review these activities. As well, SIRC will continue to 
investigate complaints—not only to see if they are justified, but to determine whether 
they signal more systemic issues for review. 


Because of its extensive powers to investigate CSIS, SIRC takes very seriously the duty 
to understand the complex challenges that CSIS confronts and to thoroughly review 
its activities. 


SIRC’s annual report is a vital component in meeting this expectation—one that has 
been entrusted to SIRC by Parliament, on behalf of Canadians. 
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SECTION 2: SUMMARIES OF SIRC REVIEWS 


AND COMPLAINTS 


A. REVIEWS 


For more than 25 years, SIRC’s reviews have provided Parliament and Canadians with 


a comprehensive picture of the Service’s operational activities. It has also scrutinized CSIS’s 


performance of its duties and functions to determine if the Service acted appropriately, 


effectively and in accordance with the law. 


SIRC’s reviews provide a retrospective examination and assessment of specific CSIS 


investigations and functions. The Committee’s reviews include findings and—where 


appropriate—recommendations for the Service. Upon completion, all reviews are 
forwarded to both the Director of CSIS and the Inspector General of CSIS. SIRC 


is also authorized to provide special reports to the Minister of Public Safety on any 


matter that the Committee identifies as having special importance or that the Minister 


asks SIRC to undertake. 


SIRC’S EARLIER REVIEWS 


In past years, SIRC has reviewed a 
wide range of CSIS activities. For 
example, SIRC has examined how 
the Service carries out its mandate 
abroad by looking at activities 
undertaken at its various Stations 
around the world, the activities 
and investigations of CSIS regional 
offices, CSIS’s cooperation and 
exchanges of information with 
domestic and foreign partners and 
specific operational activities such 
as CSIS's use of human sources. A 
complete listing of SIRC’s past 
reviews can be found on the 
Committee's website 
(www.sirc-csars.gc.ca). 
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SIRC’s research program is designed to address a 
broad range of subjects. In deciding which matters 
to review, SIRC considers: 


¢ events with the potential to represent threats 
to the security of Canada; 


° particular activities by CSIS that could 
have an impact on individual rights 
and freedoms; 


* priorities and concerns identified by 
Parliament or in the media; 


e issues identified in the course of SIRC’s 
complaints functions; 


° new directions or initiatives announced by, 


or affecting, CSIS; 


° the CSIS Director’s annual classified report 
submitted to the Minister 
of Public Safety; and 


¢ the need to assess regularly each of the Services 
branches and regional offices. 


Each review results in a snapshot of the 


Services actions in a particular context. This 
approach allows SIRC to manage the risk 

inherent in being able to review only a small 
number of CSIS activities in any given year. 


SIRC’s researchers consult multiple informa- 
tion sources to examine specific aspects of 

the Service’s work. As part of this process, 
researchers may arrange briefings with CSIS 
employees, as well as examine individual and 
group targeting files, human source files, 
intelligence assessments and warrant documents, 
plus files relating to CSIS’s cooperation and 
operational exchanges with foreign and domestic 
agencies and partners, among other sources 

that vary between reviews. The goal is to create 
a diverse pool of information so that SIRC 

can ensure it has thoroughly reviewed and 
completely understood the issues at hand. 


ACCOUNTABILITY MATTERS 


SIRC is one of several mechanisms 
designed to ensure CSIS's account- 
ability. In addition to the reviews 
and complaints investigations 
conducted by the Committee, 

the Service also remains account- 
able for its operations through the 
Minister of Public Safety, the courts, 
the Inspector General of CSIS, 
central agencies of government 
(e.g., Privy Council Office, Treasury 
Board Secretariat), the Auditor 
General, the Information 
Commissioner and the Privacy 
Commissioner of Canada. 


SIRC Review: CSIS’s Role in the Matter 


of Omar Khadr 


CONTEXT 


Many Canadians are familiar with the story of Omar Ahmed Khadr—a Canadian citizen 
held at the United States detention facility at Guantanamo Bay, accused of killing a United 
States army medic during a firefight in Afghanistan in 2002. The American legal case 
against Khadr, his treatment while in US custody, his status as a child soldier, and the 
Canadian government’s stance on his repatriation—all of these topics have garnered 
widespread media coverage and commentary. In July 2008, Khadr’s story was thrust 
onto the international stage when his lawyers released a videotape showing CSIS officials 
interviewing their client at Guantanamo Bay in February 2003. The video prompted 
questions in the public domain about the nature and extent of CSIS’s involvement in 
this matter, including the reasons for the Service's decision to interview Khadr. 
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SIRC'S LEGAL AUTHORITY IN 
THIS CASE 


SIRC's review of CSIS' role in the 
matter of Omar Khadr was under- 
taken pursuant to Section 54 of 

the CSIS Act, which allows the 
Committee to forward to the 
Minister of Public Safety a special 
report on any matter that relates 

to CSIS's performance of its duties 
and functions. In most cases, these 
reports are reserved for matters that 
raise particularly difficult or high- 
profile issues that SIRC believes 
need to be brought to the Minister's 
direct attention. Examples of SIRC's 
previous Section 54 reviews include: 
the case of Mohammed Mansour 
Jabarah, the case of Maher Arar, 
the Heritage Front Affair, and CSIS 
activities in regard to the bombing 
of Air India Flight 182. 


SECTION 2: SUMMARIES OF SIRC REVIEWS AND COMPLAINTS 


SIRC’S REVIEW 


SIRC’s objective was to conduct an in-depth review 
of CSIS’s involvement in the case of Omar Khadr. 
The Committee looked back as far as mid-August 
2002—when Canadian officials, including CSIS, 
were informed by American authorities that 

Khadr had been captured by US forces—to the 
federal court injunction in September 2005, 
prohibiting further interviews with Khadr by 
Canadian authorities. 


In February and September 2003, CSIS officials 
travelled to Guantanamo Bay to meet with Khadr. 
SIRC noted that, from the Services perspective, 
there were compelling operational reasons to 
interview him, given the threat posed by Sunni 
Islamic extremism in the months following 9/11. 
Khadr father, Ahmed Khadr, was allegedly the 
highest-ranking Canadian al Qaida member. When 
the Americans granted Canadian intelligence and 
law enforcement officials access to Khadr, the Service 
seized the opportunity to gather intelligence that 
would advance their own investigation. 


The driving force behind CSIS’s interest in inter- 


viewing Khadr was to collect intelligence on a potentially serious terrorist threat and to 
provide advice to the Government of Canada accordingly. Although SIRC understands 
CSIS’s position—that it had reasonable grounds to travel to Guantanamo Bay to gather 
threat-related information—the Committee found that the decision to interview Khadr 
was prompted primarily by intelligence considerations. 


As a result, SIRC believes that CSIS failed to give proper attention to two important 
extra-intelligence matters: human rights issues and Khadr's age at the time that CSIS 
conducted its interview with him. 


With respect to the first matter, SIRC examined the issues relating to the Services handling 
of situations where it interacts and shares information with foreign partners when there 
are potential human rights considerations. CSIS’s exchanges and cooperation with foreign 
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partners have come under closer scrutiny since 
9/11, as it has become apparent that intelligence 
agencies need to work together to combat 
terrorist threats that transcend geo-political 


The Canadian government fully 
supported CSIS‘s visit to, and 
interview of, Khadr at Guantanamo 


boundaries. Although information-sharing with Bay in February 2003, as this 
foreign partners is crucial for CSIS to fulfill its initiative was part of a whole-of- 
mandate, it has created some new difficulties, government effort to gain access 
specifically when working with countries that to him while in detention. 


do not share Canada’s respect for human rights. 


When CSIS interviewed Khadr in February 2003, 

there was widespread media reporting of alleged 

mistreatment and abuse of detainees in US custody in Afghanistan and at 
Guantanamo Bay. In mid-2002, allegations were made by several individuals relating 
to their treatment by American soldiers after being taken into custody in Afghanistan 
in late 2001 and 2002. Meanwhile, the US detention facility at Guantanamo Bay opened 
its door amid controversy as many countries denounced the American government's 
legal position, as well as its treatment of detainees. 


SIRC did not find any evidence that CSIS took this into account in deciding to 
interview Khadr. 


As a result of recommendations made by SIRC in 2004, and by Justice O’Connor in 
2006 with respect to the case of Maher Arar, CSIS revised its policies governing the 
circumstances in which it shares information with foreign partners who are suspected 
of having questionable human rights records. CSIS and the Department of Foreign 
Affairs and International Trade (DFAIT) also signed a new protocol in 2007, to promote 
greater coordination and coherence across government in addressing issues that arise 
from consular cases involving Canadians detained abroad in cases related to suspected 
terrorism or national security. SIRC hopes that these developments will assist CSIS 

in the future in collecting intelligence while respecting human rights—particularly 

if confronted with situations similar to that of Khadr. 


The second matter relates to Khadr's age. It is well recognized in Canadian and interna- 
tional law that youth are entitled to certain fundamental rights because of their status as 
a minor. In Canada, this is expressed in provisions of the federal Youth Criminal Justice Act. 
The rights of children are also reflected in international conventions to which Canada 


is party, such as the UN Convention on the Rights of the Child. 
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NO EASY SOLUTIONS 


The issues raised in this case—such 
as information-sharing with foreign 
partners, human rights concerns 
when dealing with youth, and 


SIRC found no evidence that CSIS, in deciding to 
meet Khadr at Guantanamo Bay, took into account 
the fact that their interview subject was still a youth 
at the time. In addition, youth radicalization is of 
growing concern to the Service. In light of these facts, 
SIRC recommended that the Service consider 


interacting with detainees in 
foreign jurisdictions—do not 
oresent simple remedies or easy 
answers. New mechanisms have 


establishing a policy framework to guide its interac- 
tions with youth. As part of this, CSIS should ensure 
that such interactions are guided by the same 
principles that are entrenched in Canadian and 


been established to encourage ; 
international law. 


CSIS to consider such issues as 
part of its decision-making process. 
However, in SIRC’s view, it is 
becoming apparent that finding 

a solution to many of these 


Overall, SIRC believes that information-sharing 
with countries that have poor human rights records 
will continue to be a difficulty for CSIS until the 


lee tener Government of Canada resolves its seemingly 


a thorough rethinking of intelli- contradictory position on information obtained 


gence work in light of recent from torture, versus the directions it provides to 


social, policy and legal decisions. CSIS on carrying out its work. 


This position places CSIS in an uncertain and 

vulnerable position when legal proceedings arise. 
Such was the case in the matter of Omar Khadr, in which Canadian courts found that 
DFAIT and CSIS had violated Khadr’s Charter rights by interviewing him and submit- 
ting the resulting information to US investigators. Underpinning the courts’ message is 
that CSIS can no longer view the activities it undertakes strictly through the lens of 
intelligence-gathering. It must also consider the wider environment and implications 
within which its work is carried out. 


There is general agreement among intelligence experts and academics that the world of 
intelligence changed dramatically after 9/11. Although CSIS has taken important steps 
to tackle some of these resulting challenges, the matter of Omar Khadr suggests that 
changes in policies and procedures are but one component of a broader transition that 
needs to take place. 


The time may have come for CSIS to undertake a fundamental reassessment of how it 
carries out its work, and shift its operational culture to keep pace with the political and 
legal developments of recent years. It is also important for the Service to demonstrate 
that it has the professionalism, experience and know-how required to make the difficult 
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decisions that arise when conducting operations abroad. Indeed, there is mounting pressure 
and expectation on CSIS to consider extra-intelligence matters in fulfilling its mandate 
and carrying out its activities. 


RECOMMENDATIONS IN BRIEF 


This review had two recommendations: 


e The Service should consider establishing a policy framework to guide its interactions 
with youth. As part of this, CSIS should ensure that such interactions are guided by the 
same principles that are entrenched in Canadian and international law. 


e CSIS should implement measures to embed the values stemming from recent political, 
judicial and legal developments in its day-to-day work to maintain its own credibility, 
and to meet growing and evolving expectations of how an intelligence agency should 
operate and perform in a contemporary democratic society. Guidance and advice from 
the Minister of Public Safety on how to accomplish this task would be helpful. 


SIRC Review: CSIS’s District Office Activities 
at Canadian International Airports 


CONTEXT 


A safe and secure civil aviation system is a vital component of Canada’s economy. Its 
security is therefore of great importance. Following the 1985 bombing of Air India 
Flight 182 and the 9/11 terrorist attacks, a number of new measures were introduced 
across Canada to improve aviation security. These included new rules for aircraft and 
airport construction, enhanced screening of people and goods at airports, requirements 
for air carriers to provide basic information on specific passengers or flights, and assigning 
undercover police officers to provide security on Canadian aircraft. Although not an 
exhaustive list, these initiatives illustrate how civil aviation security has evolved into a 
broad network of players and responsibilities involving regional, provincial and federal 
agencies, as well as air carriers and private security firms. 
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SIRC’S REVIEW 


CSIS plays an essential role within the complex web of airport security stakeholders by 
investigating threats to national security, as well as screening passengers travelling to Canada 
or airport employees requiring access to restricted areas. In addition, CSIS activities at 
Canadian airports support the aviation security framework in their respective regions. 


For this review, SIRC examined CSIS’s activities at a selection of Canadian airports. 
The objective was to better understand and assess the role of CSIS at these airports, 
including how they manage their airport-related responsibilities and work with their 
airport partners. 


Through constant contact with airport stakeholders, service personnel are able to transfer 
information to regions and headquarters, and act as conduits for information collection 
and sharing among airport partners. The effectiveness of their communications depends 
on maintaining solid relationships. SIRC observed that both of CSIS’s District Offices 
spent considerable time and effort developing and maintaining contact with both 
government and non-governmental airport stakeholders. 


Further, SIRC observed that government and law enforcement partners in the airport 
environment frequently request the assistance of CSIS personnel to obtain national 
security advice related to airport operations. CSIS airport personnel are called on by 
airport stakeholders to provide briefings on threat-related issues, including information 
concerning CSIS’s national security mandate. Service personnel also provide advice to law 
enforcement agencies in response to any security breach or criminal incident occurring 
at an airport where a risk to national security is suspected. Airport immigration officers, 
as part of CSIS’s role in the Port of Entry Interdiction Program, also request the presence 
of CSIS personnel when conducting interviews of air travellers who are suspected of 
posing a potential threat to national security. During these interviews CSIS personnel 
conduct background checks to determine if the person has a history of threat-related 
activities. This expert advice is vital in securing airport entry points. 


CSIS staff also spend considerable time and effort building and maintaining relationships 
within the airport environment. Through the development of these relationships, CSIS 
airport personnel are able to support regional and headquarters operational desks that 
require access to the airport infrastructure to carry out operations. 


SIRC noted that CSIS staff who carry out activities at airports would benefit from greater 
exchanges with their counterparts who serve airports in other regions of Canada, and who 
carry out day-to-day functions similar to their own. SIRC believes that Service personnel 
whose main functions are to support airport security should be given the opportunity 
to collaborate and share best practices with their counterparts at other airports. 
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Overall, SIRC found that CSIS activities at airports reinforce the Service’s national 
security mandate. Moreover, this provides airport stakeholders with readily available 


access to CSIS expertise. 


RECOMMENDATIONS IN BRIEF 


There were two recommendations arising from this review: 


e CSIS should support efforts that encourage greater collaboration between Service 
personnel to enhance their operational activities at Canadian airports. 


e The Service should ensure that their disaster management plans include activities at 
airports, so that procedures are in place to better ensure that the essential services that 
they provide are not interrupted in the event that their offices are rendered inoperable. 


SIRC Review: A CSIS Human Source Operation 


CONTEXT 


CSIS’s human source program is considered to 
be an effective and cost-efficient intelligence 
tool. Sources under this program are often able 
to provide insight about a targets intentions— 
something that cannot be gained through the 
Services other methods of information gathering. 


Legislative steps taken to date to fight terrorism 
have presented the Service with unique chal- 
lenges in terms of the management of the human 
source program. One such challenge arose as a 
result of the Anti- Terrorism Act (2001). Due to 
its provisions, activities related to CSIS’s human 
source program that could benefit organiza- 
tions listed as terrorist entities were, by 
definition, potentially criminal acts. 


ABOUT THE 
ANTI-TERRORISM ACT 


The Anti-Terrorism Act gives the 
Government of Canada legal 
authority to create a list of entities 
believed to be involved in terrorist 
activities. The Act also makes it a 
criminal offence to, among other 
things, directly or indirectly collect 
or make available property or 
financial or other related services 
knowing they will be used by—or 
will benefit—a terrorist group. 
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Aware of the legal complexities of this situation, CSIS determined that its human source 
program was carried out within the confines of the law. 


SIRC’S REVIEW 


The Committee had briefly examined this issue in previous reviews. At that time, SIRC 
accepted the Service position that CSIS operational policy was sufficient to cover all aspects 

of human source management. Nevertheless, SIRC maintained that it would continue 

to monitor the matter to identify challenging issues when required. 


As part of this commitment, SIRC believed it was important to re-examine the matter 
at this time. For this review, SIRC placed special emphasis on the appropriateness and 
adequacy of the human source program’s level of accountability within CSIS, and to 


the Minister of Public Safety. 


In terms of accountability within CSIS, operational policy has not been updated to include 
any of the emerging factors that must be considered prior to determining whether actions 
carried out within the human source program are lawful. Nevertheless, SIRC found that 
a reporting structure was in place to ensure meaningful discussions take place within 

the Service about significant matters affecting management of the human source program. 


In terms of accountability to the Minister of Public Safety, SIRC found that as a result 
of CSIS’s interpretation—and by extension, its implementation—of operational policy, 
there was no venue by which it could inform the Minister of the implications of the 
Anti-Terrorism Act on human source operations. SIRC suggested a process of regularly 
updating the Minister on this matter. 


Since the passage of the Anti-Terrorism Act, the Government of Canada has listed over 
40 entities. As Canada’s list of terrorist entities grows longer, commensurate growth 

is expected in the number of CSIS human source operations that could benefit listed 
organizations. It is important that CSIS be held to account for these activities. 


RECOMMENDATIONS IN BRIEF 


There was one recommendation arising from this review: 


e  CSIS should inform the Minister of Public Safety of the implications of the Anti-Terrorism 
Act as it relates to the Service's human source program and any future related developments. 
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SIRC Review: CSIS Activities at a Foreign Station 


CONTEXT 


In fulfilling its legal and operational responsibilities, CSIS maintains a presence 
outside of Canada. With the exception of three CSIS Stations—London, Paris and 
Washington—the locations are classified. Traditionally, the primary function of each 
Station was to liaise with CSIS’s foreign partners and to conduct immigration screening. 
In addition, CSIS officials at headquarters used to manage operations abroad. Today, 
however, CSIS Stations take on larger roles in these operations. This expanded role 
coincides with an increase in the number of CSIS operations abroad, as underlined by 
former CSIS Director Jim Judd, who publicly acknowledged the Services involvement 
in operations in Afghanistan, Iraq and Lebanon. 


SIRC’S REVIEW 


This year, the Committee examined the activities of a CSIS Station responsible for the 
Services relationships with agencies in a number of countries. While not one of CSIS’s 
busiest Stations, its work suggested that there was a high level of cooperation and informa- 
tion sharing. Although the Station under review was actively involved in operations, most 
continued to be managed by Canadian-based officials. Therefore, liaison work remained 
the Station’s mainstay. Nevertheless, SIRC noted that the Station is well positioned to 
fulfill its mandate in liaison and operations. 


To be effective in managing foreign relationships, all CSIS Stations need to have efficient 
methods of exchanging information—both with CSIS and its partner agencies. SIRC 
identified three communications-related challenges at the Station under review. In two 
instances, the challenges posed an inconvenience but did not prevent the Station from 
doing its work. SIRC also noted that CSIS had already indicated that it is exploring 


options to address these matters. 


The third challenge related to the exchange of information directly from CSIS Headquarters 
to foreign agency representatives—as opposed to the accepted practice of sending the 
information through the respective CSIS Station. SIRC indicated that it would like to 
see a more consistent use of the accepted practice for exchanging information (i.e., all 
messages should go through the respective CSIS Station). 


When the Service engages in operations abroad, senior-level approval is required from 
within CSIS. In recent years, this approval process was delegated downwards. The new 
process, however, was ambiguous and in some instances led to an inconsistent approach 
when seeking approval. New processes were recently instituted by CSIS, but these were 
outside of the scope of SIRC’s work during the period under review. Nevertheless, it is 
worth noting that, in SIRC’s estimation, the devolution of authority is a significant 
development that warrants ongoing examination. 
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As CSIS Stations become more active operationally, they are addressing some of the 
needs that a separate foreign intelligence service would otherwise address. SIRC will 
continue to monitor the activities of both the Service and the Stations as they take 
on greater operational roles. 


RECOMMENDATIONS IN BRIEF 


There was one recommendation arising from this review: 


® CSIS should ensure there is a more consistent use of the accepted practice for 
exchanging information with foreign partners in which all messages go through 
the appropriate CSIS Foreign Station. 


SIRC Review: CSIS’s Scientific and Technical Services 


CONTEXT 


Of all the strategies used by CSIS to collect and access information, those that are 
technology-based are considered to be the most resource-intensive. Designing and 
deploying these technologies requires a wide range of specialties including forensics, 
mechanical engineering, programming and laboratory analysis. These are all within 


the responsibilities of CSIS’s Scientific and Technical Services (STS) Branch. 


Although previous SIRC studies have examined aspects of the Service's technical opera- 
tions, the Committee believed it was appropriate to conduct a more thorough analysis 
of what goes on behind the scenes within CSIS before an operation takes place. 


SIRC'S REVIEW 


The goal of this review was to better understand the nature and scope of the STS 
Branch’s work, including the challenges it faces in completing its work and how it 
cooperates with various partners. Intelligence technology is a complex business that 
requires continued access to new talent and innovative research and development, 
as well as the ability to develop products in a timely fashion—all while dealing with 
budgetary constraints. The STS Branch manages these challenges by working with 
Government of Canada partners and contracting-out to industry. 


During the review, it became apparent to SIRC that not all of the challenges SESitaces 
are within its control to address. Primary among these is the need to keep pace with rapidly 
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developing technologies in a variety of disciplines. Associated with this is the absence 
of lawful-access legislation—requiring telecommunication service providers to design 
their products with built-in intercept capabilities. This is in sharp contrast to the experi- 
ence of CSIS’s counterparts in the United States and Europe, where governments have 
legislated cooperation between the service providers and security intelligence agencies. 


In Canada, opponents to lawful-access legisla- 
tion cite a number of concerns, including: 
On June 18, 2009, during prepara- 
¢ the appropriateness of compelling service tion of SIRC’s 2008-2009 Annual 
providers to create intercept solutions; Report, the federal government 
tabled the Technical Assistance 
for Law Enforcement in the 21* 
Century Act. lf enacted, this 
¢ whether restrictions or oversight would legislation would require that 
exist to prevent abuse. internet service providers include 
intercept capabilities in their 
networks. SIRC will follow the 
development of this legislation to 


¢ the scope of information that would be 
obtained and how it would be used; and 


Canada’s Privacy Commissioner has argued 
against various iterations of the proposed 


legislation, most recently stating that “lawful determine its potential impact on 
access raises fundamental issues for rights such the Service's intelligence-gathering 
as privacy and the ability to communicate mandate and priorities. 


freely.” The Committee recognizes it is impor- 

tant that Canadians engage in a healthy debate 

on this issue. However, SIRC is concerned that 

STS’s ability to perform certain investigative procedures will be constrained until the 
government is successful in enacting appropriate legislation. 


There were no recommendations arising from this review. 


SIRC Review: CSIS’s Investigation 


into Domestic Extremism 


CONTEXT 


The Government of Canada considers domestic extremism a national intelligence 
priority. For this reason, CSIS identifies domestic, politically motivated violence as one 
of its highest priorities. The investigation of domestic extremism, however, presents a 
unique challenge to the Service. While it must gather information required to fulfil its 
mandate, CSIS must also refrain from infringing on Canadians’ protected rights to 
lawful advocacy, protest and dissent. Successfully negotiating the line between legal 
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protest and activist extremism requires a specialized and in-depth understanding of 
advocacy movements, protest tactics and the ways in which otherwise well-intentioned 
protesters can become radicalized. 


SIRC’S REVIEW 


This study had two objectives. First, SIRC examined CSIS activities in relation to 
domestic extremism, taking into account the overlap with criminal investigations and 
lawful advocacy, protest and dissent. SIRC found that CSIS had allocated appropriate 
resources to deal with the potential threat from domestic extremism. Moreover, CSIS 
had developed significant expertise regarding potential threats from domestic extremism, 
as well as a series of balanced measures to ensure Canadians’ right to legal dissent. 


However, SIRC found that some of the strategies employed by the Service to analyze 
the threat environment could benefit from reformulation. Several key concepts to evaluate 
the potential threat are not universally understood, commonly defined or used consis- 
tently. SIRC recommended that the Service establish an accepted terminology and gain a 
deeper understanding of the parameters of the threat environment to isolate and identify 
indicators of radicalization. 


The second objective was to examine CSIS investigations of special events (i.e., an event 
that provides a heightened opportunity for carrying out threat-related activities). In that 
regard, the Committee examined the plans and priorities put in place by the Service 
for the 2010 Olympic and Paralympic Winter Games in Vancouver, and found them 
to be on-schedule and well-conceived. However, several of the concerns raised in the 
context of domestic extremism investigations—key concepts not being commonly defined 
or used consistently—applied equally to the Services assessment of the threat environment 
surrounding the Olympic and Paralympic Games. 


It is important to note that CSIS’s understanding of the Olympics threat environment 
continues to evolve and its efficiency during the 2010 Games will depend on its ability 
to assess accurately the movements associated with domestic extremism. SIRC believes 
that the strategies recommended to address the concerns highlighted in the domestic 
extremism investigation will also inform CSIS’s preparations for the Olympics. 


RECOMMENDATIONS IN BRIEF 


There was one recommendation arising from this review: 


e CSIS should take steps to develop stronger definitions and a better understanding of 
the multi-issue extremism environment. The objective should be to build a more effective 
model to isolate and identify indicators of activist extremism and their potential for violence. 
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SIRC Review: The Case of Paul William Hampel 


CONTEXT 
Former CSIS Director Jim Judd has publicly acknowledged that foreign powers are 


becoming more sophisticated in conducting espionage within Canada’s borders. A 
recent case of Russian espionage in Canada underlines this concern. In November 2006, 
a Russian spy, who had been using the name Paul William Hampel, was detained by 
Canadian officials in Montreal as he was about to board an international flight. The 
circumstances surrounding Hampel’s detention received significant media attention, 
which reported that he was a Russian intelligence officer who had been residing in Canada 
under a false identity since 1995. However, there was no reporting of the nature and 
scope of CSIS’s involvement in this high-profile and sensitive matter. 


SIRC'S REVIEW 


The objective of SIRC’s review was to understand CSIS’s involvement in the Hampel 
case. The Committee found that after becoming aware of Hampel’s existence, CSIS 
conducted an investigation to determine the nature and scope of his espionage activities. 


During the course of the investigation, the Service gathered important information to 
advise the Ministers of Public Safety and Citizenship and Immigration that Hampel 
was a known member of Russia’s Foreign Intelligence Service and had used a fraudu- 
lent Canadian identity to further Russian espionage activities. In accordance with the 
Immigration and Refugee Protection Act, the Ministers signed a security certificate, thereby 
initiating the process by which Hampel was eventually deported to Russia. 


As a result of the Hampel investigation, CSIS gained additional insights into the espio- 
nage threat posed to Canada by the activities of the Russian Intelligence Services. This 
will assist CSIS in investigating similar threats should they arise in the future. 


There were no recommendations arising from this review. 
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B. COMPLAINTS 


In addition to its review function, SIRC is responsible for investigating complaints about 


CSIS. Almost all complaint cases begin as inquiries to SIRC—either in writing, in person 


or by phone. In turn, SIRC staff respond promptly, usually instructing the prospective 


complainant about what the CS/S Act requires for a concern to become a formal complaint. 


WHAT IS THE DIFFERENCE 
BETWEEN A REVIEW 

AND A COMPLAINT 
INVESTIGATION? 


A review is initiated by SIRC and 
entails in-depth research of CSIS's 
performance in carrying out its 
duties as described in the CS/S Act. 
A complaint investigation is initiated 
by an individual or group who may 
make a complaint to SIRC with 
respect to: “any act or thing done 
by the Service” (Section 41); denials 
or revocation of security clearances 
to government employees or 
contractors (Section 42); referrals 
from the Canadian Human Rights 
Commission; and Minister's reports 
in regards to the Citizenship Act. 
While reviews constitute SIRC's 
research function, complaint 


investigations are conducted as 
part of a quasi-judicial process. 


Once a written complaint is received, SIRC 
conducts a preliminary review. Where a complaint 
does not meet certain statutory requirements, SIRC 
declines jurisdiction and the complaint is not 
investigated. If jurisdiction is established, complaints 
are investigated through a quasi-judicial hearing 
presided over by one or more Committee Members, 
assisted by staff. A complainant has the right to be 
represented by counsel and to make representations 
at the hearing. Pre-hearings may be conducted to 
establish and agree on procedures with the 
complainant and/or the complainant’s counsel. 


SIRC legal team provides advice on procedural 
and substantive matters, and will also cross- 
examine Service witnesses when, for national 
security reasons, evidence must be heard without 
the complainant being present. 


TYPES OF COMPLAINTS 


The types of complaints that SIRC investigates are 
described in the CS/S Act and take several forms. 
Under Section 41 of the CSS Acr, SIRC can 
investigate “any act or thing done by the Service.” 
Under Section 42, it can hear complaints about 
denials of security clearances to federal government 


employees and contractors. Section 42 does not permit SIRC to accept jurisdiction to 
hear complaints concerning less intrusive background screening or reliability checks, 
which are conducted simply to determine the trustworthiness or suitability of a 
potential federal employee. These complaints are addressed through an organization's 
designated grievance procedure or potentially under Section 41 of the CSJS Act. 


When SIRC’s investigation of a complaint made under Section 41 is concluded, it provides 
a report to the Director of CSIS, the Minister of Public Safety and the complainant.! 
Summaries of these reports, edited to protect national security and the privacy of 


complainants, are also included in SIRC’s annual report to Parliament. 


Pursuant to Section 42 of the CS/S Act, individuals who have been denied a security 
clearance must be informed of this action by the Deputy Head of the organization. These 
individuals have the right to make a complaint to SIRC and, where appropriate, SIRC 
will investigate and report its findings and any recommendations to the Minister, the 
Director of CSIS, the Deputy Head concerned and the complainant. 


Should the Canadian Human Rights Commission receive a written notice from a Minister 
of the Crown about a complaint that relates to the security of Canada, the Commission 
may refer the matter to SIRC. Upon receipt of such a referral, SIRC carries out an investi- 
gation and reports its findings to the Commission, the Director of CSIS, the Minister 
of Public Safety, the Minister of the department concerned and the complainant. SIRC 
also has the authority to conduct investigations into matters referred to SIRC pursuant 


to the Citizenship Act. 


Table 1 provides the status of all complaints directed to SIRC over the past three fiscal years, 
including complaints that were misdirected to SIRC, deemed to be outside SIRC’s jurisdic- 
tion, or investigated and resolved without a hearing (i.e., via an administrative review). 


TABLE 1 
RESOLUTION OF COMPLAINTS 


Carried over 24 Lee 25 ; 
car NOIRE a7 as of 30 
Total 61 Pp ees 45 
Closed’ PROUENTAUR . “ha 23 
Carried forward to subsequent year 20 tka 15 2 
Reports issued | = se | 6 1 


Be aoe 
preumunary ¢ 


1 pas 
vear, the Comm 


J 


Mes AN ia tench aa MA TE hs geo AN EU 4 rt pes 
ine complainant receives a deciassitie 
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SECTION 2: SUMMARIES OF SIRC REVIEWS AND COMPLAINTS 


HOW SIRC DETERMINES JURISDICTION OF A COMPLAINT... 
... UNDER SECTION 41 


Under Section 41 of the CSIS Act, SIRC 


shall investigate complaints made by 


“any person” with respect to “any act or 


thing done by the Service.” Before SIRC 


... UNDER SECTION 42 


With respect to security clearances, 
Section 42 of the CS/S Act says SIRC 


shall investigate complaints from: 


investigates, two conditions must be met: 1. Any person refused feder al employ- 
ment because of the denial of a 

1. The complainant must first have security clearance; 
complained in writing to the | 
Director of CSIS and not have 2. Any federal employee who is 
received a response within a reason- dismissed, demoted, transferred OL 
able period of time (approximately denied a transfer or promotion for 
30 days), or the complainant must be the same reason; and 
dissatished with the response; and 3. Anyone refused a contract to supply 

D MACIR Gite Rucicaa hed thane goods or services to the government 


complaint is not trivial, frivolous, for the same reason. 


vexatious or made in bad faith. 


These types of complaints must be filed 
within 30 days of the denial of the security 


SIRC cannot investigate a complaint 
clearance. SIRC may extend this period 


that can otherwise be addressed under 


existing grievance procedures of the if valid reasons are presented. 


CSIS Act or the Public Service Labour 
Relations Act. 


SIRC Complaint: Investigation of Alleged Profiling 


SIRC investigated a complaint in which the complainant was required to obtain an airport 
restricted-access security clearance for the purposes of employment. In this case, Transport 
Canada requested that CSIS undertake a security assessment to appraise this individual's 
loyalty to Canada and reliability as it relates to such loyalty. The complainant was 
subsequently contacted by CSIS and a security-screening interview was conducted. 


In the complaint to SIRC, filed pursuant to Section 41 of the CS/S Act, the complainant 
alleged profiling by CSIS. In addition, the complainant objected to the use of questions 
during the interview, which the complainant alleged solicited political opinions and 
were believed prohibited under the Charter of Rights and Freedoms. The complainant 
sought an apology and written assurances that CSIS would stop asking these questions 
at future security-screening interviews. 
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SECTION 2: SUMMARIES OF SIRC REVIEWS AND COMPLAINTS 


Por its part, CSIS argued that it is not unusual 


to conduct interviews as part of the security 


screening process. Interviews may be conducted 


for cause when it is determined that there is 
insufhcient information regarding an indi- 
vidual to complete a security assessment. In 
conducting its security assessment, CSIS is 
required, as per the CS/S Act, to appraise a 
persons “loyalty to Canada and reliability as 
it relates to such loyalty.” In doing so, it will 
consider a range of factors when completing 
these assessments, including personal beliefs 
and associations—matters the Service 
considers to be consistent with the 

Treasury Board Secretariat’s Government 


Security Policy. 


SIRC’s investigation included a detailed 
review of CSIS’s documentation, as well 
as testimony from the complainant and 
representatives from CSIS plus a Treasury 
Board Secretariat representative who spoke 
about the purpose of the Government 
Security Policy. As a result of this infor- 
mation, SIRC was satisfied that CSIS 
acted in accordance with the Government 
Security Policy, the Government Security 
Policy Standard, as well as CSIS’s appli- 
cable operational policies in requesting 
that the complainant attend a security- 
screening assessment interview. In 
addition, SIRC found that the complainant 
was not profiled on grounds prohibited 
by the Charter of Rights and Freedoms, 
and found that questions in the security- 
screening interview relating to the 
complainants opinions and beliefs 

did not infringe on the complainant's 


rights under the Charter. 


SIRC’S LEGAL AUTHORITY TO 
INVESTIGATE COMPLAINTS 


Under Section 41 of the CS/S Act, 
SIRC has the authority to investi- 
gate complaints made by “any 
person” with respect to “any act 
or thing done by the Service.” The 
Committee must also be satisfied 
that the complaint is not trivial, 
vexatious or made in bad faith. 


ABOUT THE GOVERNMENT 
SECURITY POLICY 


The Government of Canada must ensure 
that individuals who have access to 
government information and assets are 
reliable and trustworthy. Ensuring loyalty 
to Canada is essential for protecting 
Canadians and Canadian assets from 
threats posed by terrorism and espionage, 
or from malicious or improper activities, 
such as the unauthorized disclosure of 
classified and protected information that 
can have a serious impact on the safety 
of Canadians and on the effective 
functioning of society. Federal depart- 
ments must therefore ensure that 
individuals are appropriately screened 
before commencing their duties. CSIS 
plays a vital role in this process, providing 
security assessments for government 
departments and institutions (see 
Appendix B of this report for further 
information on CSIS's security screening 
activities.) For more details on the 
Government Security Policy, visit the 
Treasury Board of Canada Secretariat's 
website (www.tbs-sct.gc.ca). 
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SECTION 3: SIRC AT A GLANCE 


COMMITTEE 
MEMBERSHIP 


SIRC is chaired by the Honourable Gary Filmon, 
PC., O.M., who was appointed as Chair 

on June 24, 2005. The other Committee 
Members are the Honourable Frances Lankin, 
PC., the Honourable Denis Losier, P.C., the 
Honourable Dr. Arthur T Porter, PC., M.D., 
and the Honourable Raymond Speaker, 
PCOROC: 


All Members of SIRC are Privy Councillors. 
Each is appointed by the Governor-in-Council 
after consultation by the Prime Minister with 
the leaders of the Opposition parties. 


In addition to attending monthly committee 
meetings, members preside over complaints 
hearings, prepare reviews and complaint 
reports in consultation with SIRC staff, visit 
CSIS regional offices, address Parliamentary 
committees and exercise other duties associ- 
ated with their responsibilities. 


N j 1 t > Review ( ts 
ecurity Intelligence Keview Committee 


COMMITTEE 
ACTIVITIES 


October 5-8, 2008: The Chair, 
the Executive Director, and a 
Member of SIRC attended the 
International Review Agencies 
Symposium, hosted in Auckland, 
New Zealand, by the Inspector- 
General Intelligence and Security. 


October 30-November 1, 2008: 
The Executive Director and 
several staff attended a 
conference of the Canadian 
Association of Security and 
Intelligence Studies, held 

in Ottawa. 


November 4, 2008: At Carleton 
University, the Executive Director 
gave a lecture to students of 

a course on national security, 
providing an overview of SIRC's 
role and mandate. 


March 5, 2009: The Executive 
Director appeared before the 
House of Commons Standing 
Committee on Public Safety 
and National Security. 


March 24, 2009: The Acting 
Senior Counsel and the Senior 
Advisor met with officials from 
the New Zealand Security 
Intelligence Service. 


March 26, 2009: The Acting 
Senior Counsel and the Senior 
Advisor met with officials 

from the Intelligence Security 
Committee (United Kingdom). 


STAFFING AND ORGANIZATION 


SIRC is supported by an Executive Director, Susan Pollak, and an authorized staff 
complement of 20, located in Ottawa. The staff comprises a Senior Advisor, a Senior 
Counsel, a Corporate Services Manager, Counsel, a Senior Paralegal, plus researchers 
and administrative staff. 


Committee Members provide staff with direction on research and other activities that 
are identified as a priority for the year. Management of day-to-day operations is delegated 
to the Executive Director with direction, when necessary, from the Chair as Chief 
Executive Officer. 


As part of their ongoing work, the Chair of SIRC, Committee Members and senior 
staff participate in regular discussions with CSIS executive and staff, and other senior 
members of the security intelligence community. 


These exchanges are supplemented by discussions with academics, security and intelligence 
experts and other relevant organizations. These activities enrich SIRC’s knowledge about 
issues and opinions affecting national security intelligence. 


SIRC also visits CSIS regional offices on a rotating basis to better understand and examine 
the day-to-day work of investigators in the field. These visits give Committee Members 
an opportunity to be briefed by regional CSIS staff on local issues, challenges and priorities. 
It is also an opportunity to communicate SIRC’s focus and concerns. 


During the 2008-09 fiscal year, SIRC visited three regional offices. 


BUDGET AND EXPENDITURES 


SIRC continues to manage its activities within allocated resource levels. Staff salaries 
and travel within Canada for Committee hearings, briefings and review activities 
represent its chief expenditures. Table 2 below presents a breakdown of actual and 


estimated expenditures. 


TABLE 2 
SIRC EXPENDITURES 2008-09 

2008-09 (Estimates) 2008-09 (Actual) 
Personnel $1,900,000 $1,700,000 ap 
Gaels and Services me } $1,000,000 D” $700,000 _ Pee 
oe $2,900,000  $2400,000 


APPENDIX A: LIST OF RECOMMENDATIONS 


During the 2008-2009 review period, SIRC made the following recommendations stem- 


ming from the range of reviews it conducted, as well as from the complaint it investigated. 


CASE’ SIRC RECOMMENDED THAT... 


GSIS SIROUESIN The Service should consider establishing a policy framework to 
THE MATTER OF guide its interactions with youth. As part of this, CSIS should 
OMAR KHADR ensure that such interactions are guided by the same prin- 


ciples that are entrenched in Canadian and international law. 


CSIS should implement measures to embed the values 
stemming from recent political, judicial and legal develop- 
ments in its day-to-day work to maintain its own credibility, 
and to meet growing and evolving expectations of how an 
intelligence agency should operate and perform in a contem- 
porary democratic society. Guidance and advice from the 
Minister of Public Safety on how to accomplish this task 


would be helpful. 
CSIS ACTIVITIES  CSIS should support efforts that encourage greater collabo- 
AT CANADIAN ration between Service personnel to enhance their operational 
INTERNATIONAL activities at Canadian airports. 
AIRPORTS 


The Service should ensure that their disaster management 
plans include activities at airports, so that procedures are 
in place to better ensure that the essential services that they 
provide are not interrupted in the event that their offices 
are rendered inoperable. 


A CSIS HUMAN CSIS should inform the Minister of Public Safety of the 
SOURCE implications of the Anti-Terrorism Act as it relates to the Service's 
OPERATION 


human source program and any future related developments. 


CSIS ACTIVITIES — CSIS should ensure there is a more consistent use of the 

AT A FOREIGN accepted practice for exchanging information with foreign 

STATION partners in which all messages go through the appropriate 
CSIS Foreign Station. 


SES CSIS should take steps to develop stronger definitions and a 
INVESTIGATION _ better understanding of the multi-issue extremism environ- 
INTO DOMESTIC ment. The objective should be to build a more effective 
EXTREMISM model to isolate and identify indicators of activist extremism 
and their potential for violence. 


* Consult the SIRC website at www.sirc-csars.gc.ca for a list of all SIRC reviews conducted since 1984. 
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APPENDIX B: CSIS AT A GLANCE 


Each year, as part of SIRC’s annual report, the Committee presents important infor- 
mation and statistics related to CSIS operations. This data, provided by the Service, 
provides readers with insight into some of the Service’s key duties and functions, as 
well as highlights any major changes or developments within CSIS. 


For SIRC’s 2008-2009 Annual Report, this information is grouped in two categories: 
security intelligence activities and security screening activities. 


A. SECURITY INTELLIGENCE ACTIVITIES 
Targeting 


When the Service has reasonable grounds to suspect that an individual or an organiza- 
tion could pose a threat to Canada, it must first establish an investigation in which it 
exercises its powers proportionate to the threat that is posed. Figure 1 indicates the number 
of targets investigated by CSIS during the period under review, relative to previous 
fiscal years. 


FIGURE 1 
TARGETING STATISTICS* 


800 a 
700 
600 


2006-07 2007-08 2008-09 


Note: * Figures have been rounded to the nearest 10. 
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APPENDIX B: CSIS AT A GLANCE 


Warrants 


The power to authorize intrusive investigative techniques rests strictly with the Federal 
Court of Canada. If the Court grants a warrant, it provides CSIS with authorization to 
use investigative techniques that would otherwise be illegal, such as the monitoring 
of telecommunications activities. Table 3 shows the number of federal court-approved 


warrants that CSIS had during the period under review, relative to previous years. 


TABLE 3 
WARRANT STATISTICS 

2006-07 
New warrants 42 71 26 
Replaced or renewed ep i eet io > 
Total 176! 253" 209%" 
"Included in this number were 25 urgent warrants. 


+ 


Incluaed in this number were 19 


cS WOCLS UT Oe Ty val 


Le 
Included In IS HuMoer were 424 UTOeNT Warrants 


B. SECURITY SCREENING ACTIVITIES 


Security screening is one of the most publicly visible functions provided by CSIS. 
This activity consists of government screening (which includes site-access screening) 
and immigration screening. 


Government screening 


This type of screening provides security assessments—an appraisal of the loyalty to 
Canada and (so far as it relates thereto) the reliability of an individual—for all govern- 
ment departments and institutions, except the Royal Canadian Mounted Police (RCMP). 


CSIS does not decide who receives a security clearance. Rather, it advises the requesting 
department or agency of information that could have an impact on their decision to grant 
a clearance. On rare occasions, CSIS will recommend to a requesting agency that the 
threshold in the Government Security Policy has been met to deny a clearance. However, 
it is the responsibility of the requesting agency to grant, revoke or deny a clearance. 


ies : it: he 
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APPENDIX B: CSIS AT A GLANCE 


Table 4 reports the number of requests for government screening that CSIS received 
over a three-year period. Table 5 reports the median turnaround time for CSIS to 
complete these assessments. 


TABLE 4 
REQUESTS FOR CSIS GOVERNMENT SECURITY SCREENING*. 


2006-07 2007-08 2008-09 


Requests from Department 


of National Defence (DND) noe ae ors 
Requests from other clients 38,100 41,500 46,400 
Total 51,200 50,300 61,700 
Assessments issued to DND 13,100 8,300 14,400 
Assessments nel to other Rene | 41,800 40,500 io 
Total 54,900 48,800 60,700 


* Figures have been rounded to the nearest 100. 
"This number includes assessments performed for provincial governments and for access 
to nuclear facilities. 


TABLE 5 
MEDIAN TURNAROUND TIME (IN CALENDAR DAYS) 


FOR CSIS TO COMPLETE SECURITY ASSESSMENTS 


2006-07! 2007-08 


New Le New ware ; 
Level I (Confidential) 40 > 23 9 74 ob 57 ; 
Level II (Top Secret) 82 164 25) 126 7 ; 
= Level I (Confidential) 32 ce 13 18 6 
à Level IT (Secret) re 21 3 : 12 ue 1 ie, : a 
Z Level III (Top Secret) 47 ore VI A8 
* For 2006-07, median turnaround times for new and update security assessments were not 


1] -| (is PRE AE ACTE D DA) Apr PRE D ENT = { 
available. The time reflected in this column is therefore fc 
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Site-access screening 


This type of screening allows an individual access to certain secure areas—such as airports, 
port and marine facilities, the Parliamentary Precinct and nuclear power facilities—and 
provides accreditation for special events and assessments to provincial departments. These 
programs are meant to enhance security and reduce the potential threat from terrorist 
groups and foreign governments, which may seek to gain unauthorized access to classified 
information or other assets, materials and sensitive sites. Table 6 reports the number 
of requests that CSIS received for site-access screening over the past year, relative to 
the previous two years. 


TABLE 6 
REQUESTS TO CSIS FOR SITE-ACCESS SCREENING* 


2006-07 2007-08 2008-09 


Parliamentary Precinct 1,100 1,100 1,000 
Airport restricted-access area | 

3 39,300 36,800 31,400 
(Transport Canada) 
Nuclear facilities 17,900 9,200 11,100 
Free and Secure Trade (FAST) 23,100 10,700 6,400 
Special events accreditation 0 1,300 16,300 
Marine Transportation Security 

Se ) N/A 6,300 5,200 

Clearance Program 
Other government departments 2,500 2,100 2,600 
Total 83,900 67,500 74,000 

gut > been rounded to the nearest 
* The Marine sportation Security Clearance Program became operational in December 2007 

to provide security assessments in relation to the security of Canada’s ports 
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Immigration screening 


This type of screening helps to ensure that individuals who pose a threat to security and/or 
are inadmissible under the Immigration and Refugee Protection Act do not gain entry or 
obtain status in Canada. If an individual meets one or more of these criteria, CSIS will 
issue a brief. Table 7 reports the number of citizenship and immigration screening requests 
received by CSIS, as well as the number of briefs issues in relation to these requests. 


TABLE 7 
REQUESTS TO CSIS FOR CITIZEN AND IMMIGRATION SCREENING 
AND BRIEFS ISSUED | 


Requests* : Briefs 


Pen 62,800 66,000 67,300 | 201 195 213 
resident - 
BENE 17,900 21,800 26,800 | 143 117 108 
phe TS Un eS _ _——- ra a 
Refugee 

qe. cont «(11,600 6,600 6,600 | 153 142 102 
etermination UE | Nee : : 
Sa 92,300 94,400 100,700 | 497 454 423 
Citizenship 227,300 190,000 169,500 | 155 109 169 
applications | 

Teel 319,600 284,400 270,200 | 652 563 592 


* Figures have been rounded to the nearest 100. 

' This includes permanent residents inside and outside Cana ada (excluding the Refug 
Determination Program), permanent residents from within the United States and applicants 
from overseas. 

ff Individuals vee refugee status in Canada or at ports of entry. 


Al Refugees, as defined by the /RPA, who apply from within Canada for permanent resident status 
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Table 8 reports the time it took for CSIS to complete notices of assessment, which are 


issued in those government and immigration screening cases when CSIS finds no 
adverse information on an applicant. 


TABLE 8 

TURNAROUND TIME (IN DAYS) FOR CSIS TO COMPLETE NOTICES 

OF ASSESSMENT 

2006-07 2007-08 2008-09 

FOND ER nn ee en 
MDP AO (CAR) NN eee eee 
_ Immigration (USA) 29 45 65 
_ Overseas immigration PEUR DUR 0 
Refugee determination FER EC ni) 
_ Front-end screening 19 28 29 


' This includes certain classes of individuals who apply for permanent resident status from 
within Canada. 


This includes persons who have been legally admitted to Canada for at least one year, and 
who may submit their application to Citizenship and Immigration offices in the United States. 
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